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ABSTRACT 

With the rapid evolution of digital technologies, the realm of financial transactions is experiencing a significant shift. This article presents an innovative Peer-to-

Peer (P2P) payment platform empowered by blockchain technology, fundamentally altering the dynamics of financial interactions for both individuals and 

enterprises. Conventional payment channels often grapple with challenges like exorbitant transaction fees, protracted processing durations, and a dearth of 

transparency. Blockchain technology addresses these issues by furnishing a decentralized, fortified, and lucid medium for monetary transactions. 

This study delves into the conception and execution of a P2P payment infrastructure leveraging blockchain technology. By amalgamating blockchain’s 

fundamental attributes—decentralization, cryptographic fortification, and consensus mechanisms—our platform guarantees the secure transfer of digital assets 

directly between counterparts, obviating the necessity for intermediaries such as financial institutions or payment gateways. Transactions are meticulously 

chronicled on an immutable ledger, augmenting transparency and mitigating the perils of fraudulent activities. Smart contracts, and programmable self-executing 

agreements, expedite automated and secure payment procedures, thereby amplifying the system’s efficiency and dependability. 

Through a meticulous examination of the proposed P2P payment system, this research furnishes invaluable insights into the burgeoning domain of blockchain 

technology applications within the financial realm. By harnessing the potential of blockchain, our pioneering payment infrastructure proffers a fortified, 

streamlined, and transparent resolution for individuals and enterprises alike, charting the course for a future where monetary transactions are frictionless, 

attainable, and devoid of inherent trust. 
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INTRODUCTION : 

In the digital era, the transformation of payment mechanisms has played a pivotal role in shaping how individuals and businesses engage in financial 

transactions. While traditional payment methods remain prevalent, they come with inherent limitations. Challenges such as exorbitant transaction fees, 

delays, and a lack of transparency often impede smooth financial exchanges. However, the emergence of blockchain technology has heralded a 

groundbreaking shift in the financial landscape. By amalgamating decentralization, cryptographic security, and transparency, blockchain possesses the 

capability to revolutionize traditional payment systems and inaugurate an era of efficient and secure transactions. 

 

 

This project delves into the domain of Peer-to-Peer (P2P) payments, delving into the integration of blockchain technology to establish a resilient, 

decentralized payment infrastructure. Diverging from conventional payment channels reliant on intermediaries such as banks or payment processors, 

this initiative leverages blockchain's capabilities to facilitate direct, secure, and transparent transactions among individuals or entities. By obviating the 

necessity for intermediaries, blockchain-powered P2P payments offer advantages like diminished transaction fees, expedited processing durations, and 

heightened security, effectively addressing the deficiencies of existing systems. 

 

 

In this introductory segment, we will furnish an overview of the project's objectives, its significance within the contemporary financial milieu, and 

insights into the methodologies and technologies that will underpin the development of this innovative P2P payment system leveraging blockchain 

technology. Additionally, we will examine the potential ramifications of the project, spotlighting the myriad benefits it could bestow upon individuals, 

businesses, and the broader economic landscape. 

ARCHITECTURE : 
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Fig. 1.1: Krypt: Peer-to-Peer Payment System Using Blockchain 

 
Krypt: This is the name of the specific blockchain network depicted in the diagram. 

 
1. User Interface: This component allows users to interact with the blockchain network. It can include functionalities like: 

 
 Submitting transactions 

 Signing transactions 

 Viewing transaction data and account balances 

 
2. Blockchain Network: This is the core of the system. It consists of multiple computers (nodes) that maintain a distributed ledger 

of all transactions. 

 

3. Transactions: These represent transfers of value between participants on the network. They are typically signed by the user's 

wallet to ensure authenticity. 

 

4. Mining Nodes: In certain blockchain networks (like Bitcoin), miners compete to solve cryptographic puzzles to validate 

transactions and add new blocks to the ledger. This process is called mining. 

 

5. State: This refers to the current state of the blockchain ledger, which reflects all the completed transactions. 

 
6. External APIs: These are external services that can interact with the blockchain network to provide additional functionalities, 

such as: 

 

 Retrieving real-time market data for cryptocurrencies 

 Integrating with identity verification services 

 
A summary of the interactions between the components: 

 
1. Users interact with the User Interface to initiate transactions, view their account balances, or access other functionalities. 

2. The User Interface submits the transaction data to the Blockchain Network. 

3. Transactions are validated according to the consensus mechanism of the network (e.g., Proof-of-Work or Proof-of-Stake). In 

some cases, this might involve mining nodes competing to solve cryptographic puzzles. 

4. Once validated, the transaction is added to a new block on the blockchain ledger. 

5. The updated ledger state is reflected across all nodes in the network, ensuring transparency and immutability. 

6. The User Interface can retrieve data from the blockchain network, such as transaction history or account balances. 
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7. External APIs can interact with the network to provide additional services or data exchange functionalities. 

 
Overall, the diagram depicts a simplified overview of a blockchain network and its core components. The specific functionalities and interactions may 

vary depending on the underlying technology and implementation of the network. 

WORKING : 

A Peer-to-Peer (P2P) payment system, powered by blockchain technology and seamlessly integrated with a decentralized application (DApp) and 

MetaMask wallet, orchestrates a sequence of interlinked actions to facilitate trustworthy and transparent transactions among users. Here's an overview 

of the system's functioning: 

 
 

1. Utilization of Blockchain Infrastructure: 

The system harnesses the capabilities of a blockchain network, such as Ethereum, to underpin its operations. The blockchain 

ensures decentralization, immutability, and transparency in all transactions. 

2. Execution via Smart Contracts: 

Smart contracts, self-executing pieces of code residing on the blockchain, govern the terms and conditions of transactions 

autonomously. They automatically enforce payment instructions when predefined conditions are met, bypassing the need for 

intermediaries. 

3. Accessible Decentralized Application (DApp): 

The P2P payment system operates through an intuitive decentralized application (DApp) accessible via web browsers or mobile 

devices. Users engage with the system through this DApp, enabling them to initiate transactions, track transaction history, and 

manage their digital assets effortlessly. 

4. Seamless MetaMask Wallet Integration: 

Users seamlessly access the DApp using MetaMask, a renowned Ethereum wallet and gateway to decentralized applications. 

MetaMask empowers users to securely store their cryptocurrencies, manage private keys, and interact with Ethereum- based 

DApps directly from their browser interfaces. 

5. User Authentication and Approval Process: 

                      Upon accessing the DApp, users authenticate themselves through MetaMask. MetaMask validates the user's identity and                   

authorizes the DApp to access the user's Ethereum address and associated funds. 

 
6. Transaction Initiation Phase: 

Users kickstart transactions by specifying the recipient's Ethereum address, the desired amount to be transferred, and any 

supplemental transaction particulars. These instructions are subsequently processed by the DApp. 

7. Verification of Transaction Details: 

The DApp meticulously verifies the transaction particulars and prepares a transaction request encompassing the recipient's 

address, payment amount, and requisite gas fees for transaction processing. The transaction request is then cryptographically 

signed with the user's private key stored in MetaMask, ensuring the transaction's authenticity. 

8. Transaction Broadcasting and Confirmation Stage: 

The signed transaction is broadcasted to the Ethereum network, awaiting validation. Network miners validate the transaction and 

incorporate it into a new block. Once confirmed, the transaction becomes irreversible, and the recipient's MetaMask wallet 

reflects the updated balance. 

9. Notification and Transaction Recordation: 

Both the sender and recipient receive notifications of the successfully completed transaction. Furthermore, the transaction details, 

inclusive of the transaction hash, timestamp, and amounts involved, are permanently recorded on the Ethereum blockchain, 

furnishing a transparent and immutable transaction ledger. 

10. Conclusion of Transaction Process: 

The transaction concludes, enabling users to review their updated balances and transaction histories within the DApp interface. 

This ensures transparency and accountability throughout the transaction lifecycle. 
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Fig.2.1 

 

Fig 2.1 User Interface of the application Krypt. 

 

 

Fig.2.2 
 
 

Fig 2.2: Services available on the application. 
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Fig.2.3 

 

Fig 2.3: Completed transactions displayed on the applica 

LITERATURE SURVEY : 
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The study presents the design and 

implementation of a Blockchain-Based 
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contracts. The methodology involves: 

Requirement Analysis, Blockchain Selection, 
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This paper proposes a private and 

permissioned Blockchain-based Payment 

System for the financial sector in India. The 

architecture is based on Istanbul Byzantine 

Fault Tolerance (IBFT) consensus. Major 

contributions include: Design of IBFT based 

architecture for digital payment system, 

Design of User Registration process through 

Electronic Know Your Customer (e-KYC) in 

the proposed system, Design of Bank 

Integration with the proposed system. The 

system allows for transactions between users 

and integration with bank accounts. The E- 

wallet app acts as a light node, storing the 

most recent block headers. 
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The paper introduces a hybrid peer-to-peer 

network structure defined in ITU-T Q.4100, 

which combines mesh and tree methods. 

Block producers (BP nodes) are incorporated 

into the CoreTree overlay network to facilitate 

efficient block and transaction propagation. 

The network utilizes both mesh and tree 

methods, and the concept of "block bundling" 

is introduced to exchange bundles of blocks 

instead of individual blocks. A hierarchical 

architecture is established for BP nodes within 

the CoreTree overlay network, and SubTree 

and SubMesh nodes play specific roles in 

ensuring rapid data synchronization and 

improving transaction processing speed. 
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CONCLUSION : 

The development and execution of a Peer-to-Peer (P2P) payment system leveraging blockchain technology, alongside a decentralized application 

(DApp) and MetaMask wallet integration, represent a significant stride in the advancement of digital finance. This endeavor has exemplified the 

profound impact of blockchain in reshaping conventional payment systems, empowering users with secure, transparent, and efficient financial 

transactions conducted directly between peers. 

Key Milestones: 

1. Decentralization and Transparency: Harnessing blockchain's decentralized architecture, the P2P payment system has eradicated the 

necessity for intermediaries, facilitating direct transactions between users. This decentralization has heightened transparency, enabling 

participants to scrutinize and validate transactions on an unalterable ledger, fostering confidence and accountability. 

2. Security and Permanence: Integration of smart contracts has fortified security by automating payment procedures and executing transactions 

solely upon meeting predefined criteria. Moreover, transactions enshrined on the blockchain are immutable, guarding against tampering and 

upholding the integrity of financial records. 

3. User-Centric Experience: Inclusion of an intuitive DApp and MetaMask wallet has streamlined user interaction. Acting as a secure conduit to 

the Ethereum network, MetaMask has afforded users a seamless avenue to manage digital assets, authorize transactions, and seamlessly 

engage with the P2P payment system. 

4. Financial Accessibility: This initiative has propelled financial inclusivity, extending participation to individuals devoid of traditional 

banking services. The system's accessibility and simplicity have democratized financial engagements, fostering economic inclusion and 

empowerment. 

Future Prospects and Recommendations: 

 

1. Scalability and Efficiency: Addressing scalability hurdles remains paramount as blockchain technology progresses. Future iterations should 

prioritize solutions like sharding and layer 2 protocols to bolster scalability and accommodate an expanding user base without compromising 

performance. 

2. Regulatory Alignment: Aligning with evolving regulatory frameworks is imperative for widespread blockchain-based payment system 

adoption. Collaborative endeavors with regulatory bodies can ensure compliance while preserving the system's decentralized and transparent 

ethos. 

3. Educational Outreach: Promoting blockchain literacy among users is essential. Educational initiatives and user-friendly guides can equip 

individuals with the knowledge to navigate the system confidently, fostering a well-informed user base. 

4. Advanced Feature Integration: Exploring advanced functionalities like privacy-focused transactions (zk-SNARKs) and cross-chain 

interoperability can enrich the system's capabilities, catering to diverse user preferences and needs. 

 

In summation, the successful realization of this P2P payment system leveraging blockchain technology, a decentralized application, and MetaMask 

wallet integration underscores the transformative potential of decentralized finance. Embracing these innovations lays the groundwork for a more 

inclusive, secure, and accessible financial ecosystem, reshaping the landscape of peer-to-peer transactions in the digital era. 
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