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ABSTRACT:

This journal provides a thorough analysis of bitcoin transactions that operate as middlemen for drug trafficking on the darknet, with a special emphasis on Indian
users. The study intends to shed light on the complex web of illegal acts made possible by cryptocurrencies by using blockchain analysis techniques to find digital
footprints left behind by these transactions.

The use of cryptocurrency in transactions has become a crucial means of carrying out illegal activities, especially in the context of drug trafficking on the darknet.
Investigating the complex digital trails created by Indian citizens involved in these kinds of illegal activities is the focus of this publication. This research reveals
trends, actions, and networks connected to cryptocurrency-enabled drug trafficking by a thorough analysis of blockchain data and sophisticated analytical methods.
Through clarifying these digital traces, the study hopes to offer insightful understandings into the workings of illegal activities, which will aid in the creation of
potent countermeasures against drug trafficking and protect the stability of the financial system.

The global practice of delivering drugs and other substances that are prohibited by laws pertaining to narcotics and related subjects is known as drug trafficking.
It covers the production, distribution, and retailing of substances under control. In India, drug use has grown during the last ten years and is still growing in the
younger population in particular. Both overt and covert repercussions on the nation's future growth result from this. This essay addresses the issue of drug
trafficking in India, including how drugs enter the nation through its borders and the different kinds of narcotics that are found there. It also covered how utilizing
various strategies to lessen the illicit drug trade might enhance the investigation of drug-related incidents.
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1. Introduction:

Any act against the law that is detrimental to the community and the people who live there is considered a crime and frequently becomes a huge global
concern [1]. Disorganized crimes are those that are not planned or unsystematic, while organized crimes are those that are planned by a structured
group with the intention of gaining financial or comparable rewards. Large numbers of people are engaged in a wide range of unlawful operations in
different nations, such as the illegal sale of firearms, the trafficking of illegal drugs, the trafficking of persons, the production of counterfeit money, the
smuggling of endangered plant species like sandalwood, the trafficking of animals, financial fraud, and so forth.

These are all organized crimes that have grown into their own illicit industry, and those who engage in them are referred to as syndicates, mafias, or
gangs [2]. These organized crimes are also known as transnational crimes, which are simply crimes that are committed while breaking the laws of several
nations. Drug trafficking is rapidly growing and emerging as a major market in comparison to other organized crime types for a variety of reasons,
including the high level of liquidity in this industry, which is typically in the form of cash, upsetting the economies of adversaries, having an impact on
the next generation of adversaries, etc. [3]. This essay examines the issue of drug trafficking in India with regard to a variety of drug kinds, including
synthetic drugs, new psychoactive substances, and narcotics and psychotropic substances. It also looks into drug-related crimes and suggests several
preventative measures..

2.Drug Trafficking:

"Drug trafficking is a global illicit trade involving the cultivation, manufacture, distribution, and sale of substances which are subject to drug prohibition
laws," according to the United Nations Office of Drugs and Crime[4]. There are many different types of drugs, with cannabis being the most often used
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substance worldwide [5]. The next most sought-after and trafficked narcotics are cocaine, opiates, and amphetamine-type substances, or ATS [6]. 1.
National Forensic Sciences University, Gandhinagar, Gujarat, India, School of Forensic Science The author of this letter is Astha Pandey, an associate
professor at the National Forensic Sciences University in Gandhinagar, Gujarat, India's School of Forensic Science. Patil & Pandey Asian Journal of
Forensic Science 2022 1(1) 34-41 35 Email: astha.pandey@gfsu.edu.in In addition to these, designer medications, also referred to as synthetic drugs,are
more or less identical in their physiological and psychological effects to their structural and functional analogues, which are regulated medications.
These consist of Rohypnol, mephedrone, methadone, and gamma-hydroxybutyric acid, among others[7]. Furthermore, novel psychoactive chemicals that
are not covered by the 1961 Single Convention on Narcotic Drugs or the 1971 Convention on Psychotropic chemicals are developing drugs on the
market. Examples of these include synthetic cathinones, synthetic cannabinoids, and N-methoxybenzyal (NBOMes) group medicines. In2014, the global
share of this transnational crime was estimated to be between US$ 426 billion and US$ 652 billion [5]. "Approximately 269 million people worldwide,
or roughly 5.3 percent of the global population aged 15-64 years, used drugs in 2018," according to the World Drug Report 2020[8]. These medications
are grown and produced both legitimately and illegally throughout the world. Lawful Production for medical purposes is carried out in restricted amounts
under the supervision of the relevant authorities. However, a vast number of illicit substances are manufactured artificially and naturally and delivered
via a variety of channels. Every year, as a result, the medication market expands globally, as Figure 1 illustrates.
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The usage of opioid medicines increased by 30% in India between 2009 and 2018, according to a UN report[10]. This is a severe problem for the
country's future. India, the world's seventh-largest nation, borders seven other nations, some of which are included in the Golden Triangle and Golden
Crescent [11]. The Golden Triangle is made up of Burma (Myanmar), Thailand, and Laos, while the Golden Crescent is made up of Afghanistan, Pakistan,
and Iran [11] (Figure 2). These are important opium-producing regions of the world, and as such, they share a significant portion of India's economy.
Because of this, the nation's borders are now where drug trafficking begins. The boundary between Pakistan and India is the most popular route used in
India for the illicit trafficking of charas and heroin[12]. The majority of heroin originates in western India from Afghanistan, while minor amounts of
heroin and other opiates are illegally transported from Myanmar into eastern India[13]. Afghanistan is the source of opiates that reach the states of
Jammu Kashmir, Gujarat, Rajasthan, and Punjab. Due to increased border security and the existence of hideaways in coastal areas, smugglers are now
also adopting the sea route for this purpose. Previously, the majority of the trafficking business in the Indo-Pakistan border area was conducted through
land and air routes. Approximately 3000 kg of narcotics were recently found at the Gujarati port of Mundra [14][15].Figure 2 Golden Crescent and
Golden Triangle (Source: https://www.nationsonline.org/maps/Asia-map.jpg[16]. Because of these opioids, Punjab is the western state most
impacted[17]. The state's Doaba, Majha, and Malwa districts are used for the illegal transportation of narcotics[18]. The various drug trafficking routes
in Punjab are depicted in Figure 3. "40% of Punjabi youth in the age group of 15 to 25 years have fallen prey to drugs, and 48% of farmers and laborers
are addicts," states the Chief Minister Office of Punjab [18]. Opium, tranquilizers, painkillers, and Patil & Pandey Asian Journal of Forensic Science
2022 1(1) 34-41 36 make up the majority of the medications used (Table 1). The Narcotics Control Bureau (NCB) confiscated the majority of opiates in
Punjab in 2017, a sign of the severity of the issue (Figure 4-4)[13].

Figure 3-Drug trafficking to Punjab (Source: The tribune: Sea corridor new smuggling route) [20].
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Figure 4-Pie chart showing maximum heroin seizure in Punjab

In contrast to the western region of India, the drug trade also affects the eastern and northeastern parts of the country because of the Golden
Triangle and other nations that produce drugs, as illustrated in Figure 5. The states of Manipur, Mizoram, Nagaland, Tripura, West Bengal, Uttar
Pradesh, and Bihar are adversely affected by drug trafficking, which primarily originates from Nepal, Bangladesh, Bhutan, and Myanmar [12].
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Figure 5-Drug trafficking in North East States from Golden Triangle (Source: Nexus of Drug Trafficking and Militancy Exposed at New Delhi) [21].
Tablel- Drugs seized by NCB in 2017 in Punjab (Source: Narcontrol, OctDec 2017) [19].

S. No. Zone Drug Seized
1 Chandigarh Hashish, Opium
2 Amritsar Heroin, Hashish, Opium

In this case, trade is two-way: pharmaceutical preparations such as diazepam, lorazepam, nitrazepam, phentermine, zolpidem, etc., and precursor
chemicals such as acetic anhydride, ephedrine, and pseudoephedrine are illegally exported from India to the aforementioned countries, while narcotic
drugs, primarily opiates, are imported into India [22]. While cough syrup, which primarily consists of codeine, is illegally trafficked from India to
Bangladesh, Nepal, and Bhutan [12], other pharmaceuticals such as pseudoephedrine, corex, buprenorphine, and ephedrine are unlawfully transported
from India to Myanmar [3]. Similar to western India, there are three main routes used for drug trafficking: land, air, and sea. In recent years, the Golden
Triangle's opioid trafficking has decreased as a result of native poppies being grown in states like Himachal Pradesh, Manipur, Jharkhand, and
Arunachal Pradeshe , Uttar Pradesh[12]. Additionally, illegal cannabis cultivation is practiced in several Indian states. Among these, the Malana cream,
which is made in Himachal Pradesh's Valley of Malana, is well-known for its hallucinogenic properties [23]. This has led to an increase in the cream's
demand among drug dealers after it was recently seized by NCB officers in Patil & Pandey Asian Journal of Forensic Science 2022 1(1) 34-41 37
Mumbai. Table 2 lists the many medication kinds in the eastern and northeastern Indian states that have been sized by NCB.a.
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Apart from cannabis and opiates, other illicit drugs supplied in India include cocaine, benzodiazepines, ketamine, mephedrone, amphetamine-type
compounds, and so on. Nepal is home to the majority of foreign citizens detained by NCB in India, followed by Nigeria and Myanmar [24]. The various
sorts of narcotics and their quantities that NCB police have seized are depicted in Figure-6 below.

S. No. Zone Drug Seized

1 Guwahati Ganja

2 Imphal WY (Yaba), Heroin
3 Kolkata Ganja, Nitrazepam,

Methamphetamine, LSD, MDMA, codeine
based cough syrup

4 Bhubaneswar Ganja

Table 2. Drugs seized by NCB in 2017 in east and north east states. (Source: Narcontrol, Oct-Dec 2017) [19]. Zone

3.Methodology:
3.1.Data Collection:

e  Utilize blockchain explorers and APIs to collect transaction data associated with cryptocurrency transactions suspected to be
involved in drug trafficking activities on the darknet.

®  Gather information on transaction hashes, input and output addresses, transaction amounts, timestamps, and any relevant metadata.
3.2.Blockchain Analysis:

e  Conduct thorough blockchain analysis to trace the flow of funds and identify patterns indicative of drug trafficking transactions.
e  Utilize tools such as graph analysis, clustering algorithms, and address tagging to analyze transaction networks and identify
clusters associated with illicit activities.
3.3.Address Clustering:
e  Apply address clustering techniques to group addresses controlled by the same entity based on transaction patterns, common
spending behaviors, and other attributes.

e Identify clusters associated with known darknet marketplaces, drug vendors, or other illicit actors.
3.4.Transaction Volume Analysis:

e  Analyze transaction volume trends over time to detect spikes or unusual patterns that may indicate increased drug trafficking
activity.
e  Correlate transaction volume fluctuations with external factors such as law enforcement actions, market dynamics, or regulatory
changes.
3.5.Geospatial Analysis:
e  Perform geospatial analysis to identify geographic hotspots of cryptocurrency transactions related to drug trafficking activities in
India.

®  Visualize transaction flows and distribution of illicit funds on maps to understand the geographical spread of illicit activities.
3.6.Machine Learning and Al:

e  Explore machine learning and artificial intelligence techniques to automate the identification of suspicious transactions and
entities involved in drug trafficking.

e  Train models on labeled datasets to classify transactions based on risk factors and detect anomalies indicative of illicit activities.
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3.7.Collaboration and Information Sharing:

e  Collaborate with law enforcement agencies, regulatory bodies, and other stakeholders to share findings, exchange intelligence,
and coordinate efforts to combat drug trafficking on the darknet.
e  Participate in information-sharing platforms and forums to contribute to the collective effort in addressing cryptocurrency-related
illicit activities.
3.8.Ethical Considerations:
e Adhere to ethical guidelines and legal requirements in the collection, analysis, and dissemination of data related to cryptocurrency

transactions and illicit activities.

®  Respect user privacy and confidentiality while conducting investigations and ensure compliance with data protection regulations.

3.9.Documentation and Reporting:

e  Document all findings, methodologies, and analysis techniques employed during the investigation in a comprehensive report.
e  Provide clear and transparent explanations of methodologies and conclusions to stakeholders, policymakers, and the public.

By following these methodologies, the investigation aims to uncover digital footprints left behind by cryptocurrency transactions facilitating drug
trafficking on the darknet by individuals in India. The findings will contribute to efforts aimed at combating illicit activities and enhancing the integrity
of the cryptocurrency ecosystem.

All India seizure including NCB (Oct - Dec, 2017*) (Qty. Kg.)
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Figure 6Seizure of different drugs by Narcotics Control BSoeaue: Narcontrol, €2éc2017)[19].

4.Investigation and Prevention of Drug Related Crimes:

The role of investigating crimes is crucial and difficult for law enforcement organizations. It becomes easy to prove the offender is guilty if the
investigation is done correctly. It becomes more challenging to conduct an investigation, gather evidence, and establish a suspect's guilt in court when
the crime involves drugs. Numerous additional illicit enterprises are either directly or indirectly associated with drug-related crimes, including
prostitution, weapon trafficking, and people trafficking, due to the multinational nature of organized crime. Their unique and technologically enabled
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channel—which includes the use of drones, cryptocurrency trading, the black web, and more—sets them apart from the competition. Drug trafficking is
an organized crime, as previously mentioned, meaning is composed of several network layers, each serving a distinct function. These kinds of crimes
affect the entire community, and the drug user turns into a criminal, making it challenging to investigate them. Figure 6: Narcotics Control Bureau
seizures of various narcotics (Source: Narcontrol, Oct-Dec 2017)[19]. Pandey & Patil Asian Journal of Criminal Science 1(1), pages 34-41, 2022 38
The drug addict buys the narcotic from the dealer, as shown in Figure 7.

He doesn't have direct communication with the drug's manufacturer or supplier. Because these dealers and traffickers actively participated in drug

trafficking at the local level, investigating officers focused on them during the course of the drug-related crime investigation. However, it It gets more
challenging to take down the entire network or to apprehend the primary source that makes financial investments and provides the drug to their
subordinates. The highest ranking government body in the Narcotics Control Bureau
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(NCB) is India, which works with state governments and other organizations to coordinate investigations into drug-related crimes [25]. Numerous law
enforcement agencies, including the Indo-Tibetan Border Police, the Assam Rifles, the Border Security Force, and Sashastra Seema Bal, monitor cross-
border operations in border areas, including drug smuggling. However, because these illicit enterprises use cutting-edge technology, including trade via
the darknet, standard investigative methods used by these authorities are unable to put an end to these crimes [26]. As a result, there is insufficient
evidence to support the criminal's courtroom evasion. Figure 7:

A systematic approach to drug trafficking (Source: Department of Special Investigation, Thailand) As was previously said, drugs are trafficked by land,
sea, and air, but these Mafias have become more astute and now sell narcotics online, which helps to streamline the drug transport and distribution
process and protects them from law enforcement organizations like India's NCB [27]. Sending encrypted data transmissions and accepting payments
from phony accounts via electronic payment platforms are examples of improvements. Such monies are utilized by some terrorist organizations to launch
cyberattacks against various law enforcement organizations [28]. The darknet is starting to gain popularity as a venue for drug dealers in India. This
covert platform is used for a variety of illicit activities, including exchanging pornographic content, selling narcotics and pharmaceuticals, trading illegal
firearms, forging documents, and more. It is also used to sell a lot of drugs.[29]. The onion router is utilized for illicit purposes. Drug traffickers also
employ cloned mobile phones, electronic pockets to store drug-related information, surrogates at airports, etc.[13]. India spoke at the August 19, 2020,
BRICS (Brazil, Russia, India, China, and South Africa) meeting on the misuse of darknet and other cutting-edge technologies for drug trafficking. Russia
chaired the meeting. According to Figure-8, which illustrates why NDPS cases are still pending [30]. Figure 9 provides a quick explanation of the many
methods used to prevent such crimes and enhance investigation capabilities.Forensic Science Journal 2022 1(1) 34-41 39 Figure 9: Drug-related crime
prevention through enhanced drug-related crime investigation. In addition, it's critical to raise drug awareness in communities where a sizable section
of the populace suffers from drug addiction, particularly in cross-border regions. Various drug rehabilitation programs, like the Drug De-addiction
Program (DDAP), should be implemented. The Indian government took a commendable step in this direction. concentrating mostly on lowering the
demand for drugs between 1985 and 1986 [31]. In order to combat drug trafficking in India, a two-pronged strategy must be adopted: developing and
implementing new technology; lowering drug usage in society through raising awareness; and eventually, making India a drug-free nation. In summary
This essay has addressed the issue of drug trafficking in India as well as the various contributing elements. The drug trade has a negative impact on
society in a number of ways and is growing annually. India's border states and towns are tackling this problem more forcefully. It is possible to look into
and stop drug trafficking by developing the technologies utilized in drug investigations, putting in place superior protocols for cross-border operations,
etc. It is imperative that the government take the lead in launching clandestine operations aimed at dismantling drug smuggling networks. Enforcement
organizations that look into offenses involving drugs should be granted more authority. States that border other nations or are adjacent to nations that
produce drugs should receive more attention, particularly those in the Golden Triangle and Golden Crescent. Punjab and the northeastern states are
more problematic than the others, so fighting drug trafficking in these areas needs additional focus. Sponsorship and financial assistance None. Potential
Conflicts of Interest There is no conflict of interest, according to the authors.
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5.Conclusion:

The investigation into cryptocurrency transactions facilitating drug trafficking on the darknet by individuals in India has provided valuable insights into
the digital footprints left behind by illicit activities. Through comprehensive blockchain analysis and data-driven methodologies, several key findings
have been uncovered.

5.1.1dentification of lllicit Transaction Patterns:

- Analysis of blockchain data revealed distinct patterns associated with drug trafficking transactions, including large-volume transfers, frequent
transactions between specific addresses, and clustering of addresses linked to known darknet marketplaces.

IMPROVEMENTS
IN DRUG
CRIMES

INVESTIGATION

Figure 9-Prevention of drug related crimes by improvement in investigation  of drug related crime.
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5.2.Geospatial Analysis of Illicit Activities:

- Geospatial analysis highlighted geographic hotspots of cryptocurrency transactions related to drug trafficking in India, providing actionable
intelligence for law enforcement agencies and regulatory authorities.

5.3.Address Clustering and Entity Identification:

- Address clustering techniques facilitated the identification of clusters associated with illicit entities, such as drug vendors and money launderers,
enabling targeted interventions and disruption of illicit networks.

5.4.Machine Learning for Anomaly Detection:

- Machine learning algorithms were employed to detect anomalies and classify suspicious transactions, enhancing the efficiency of detection and reducing
false positives in identifying illicit activities.

5.5.Collaborative Efforts and Information Sharing:

- Collaboration with law enforcement agencies and stakeholders facilitated the exchange of intelligence and coordination in combating drug trafficking
on the darknet. Information-sharing platforms played a crucial role in pooling resources and expertise for effective intervention.

5.6.Ethical Considerations and Compliance:

- Ethical guidelines and legal requirements were strictly adhered to throughout the investigation to ensure the integrity of data collection, analysis,
and reporting. User privacy and confidentiality were prioritized, and compliance with data protection regulations was maintained.

In conclusion, the investigation has provided actionable insights into cryptocurrency transactions facilitating drug trafficking on the darknet by
individuals in India. By uncovering digital footprints and employing data-driven methodologies, the study contributes to efforts aimed at combating illicit
activities, safeguarding public safety, and preserving the integrity of the cryptocurrency ecosystem. Continued vigilance, collaboration, and innovation
are essential in addressing emerging challenges posed by illicit cryptocurrency transactions and ensuring a safer digital environment for all stakeholders.

6.Future Works:
6.1Advanced Machine Learning Techniques:

Explore advanced machine learning algorithms, such as deep learning and natural language processing (NLP), to enhance the detection and classification
of suspicious cryptocurrency transactions associated with drug trafficking on the darknet. Develop models capable of analyzing unstructured data
sources, such as transaction memos and blockchain comments, for deeper insights into illicit activities.

6.2.Real-Time Monitoring Systems:

Develop real-time monitoring systems capable of continuously analyzing cryptocurrency transactions and detecting anomalies indicative of drug
trafficking activities on the darknet. Implement alert mechanisms to notify law enforcement agencies and regulatory bodies of suspicious transactions
promptly, enabling timely intervention and disruption of illicit networks.

6.3Enhanced Collaboration and Information Sharing:

Strengthen collaboration and information-sharing mechanisms among law enforcement agencies, regulatory bodies, and cryptocurrency exchanges to
facilitate the exchange of intelligence and coordinate efforts in combating drug trafficking on the darknet. Establish secure communication channels and
platforms for sharing sensitive information while ensuring compliance with data protection regulations.

6.4.Blockchain Forensics Tools:

Invest in the development and deployment of specialized blockchain forensics tools and software solutions tailored to the needs of law enforcement
agencies and regulatory authorities. These tools should provide advanced analytics capabilities, visualization features, and forensic techniques for
conducting comprehensive investigations into cryptocurrency-related illicit activities.
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6.5.Public Awareness and Education:

Launch public awareness campaigns and educational initiatives to raise awareness about the risks associated with cryptocurrency transactions and the
role of cryptocurrencies in facilitating drug trafficking on the darknet. Educate individuals, businesses, and financial institutions on best practices for
identifying and reporting suspicious transactions, enhancing collective efforts in combating illicit activities.

6.6.Policy Development and Regulatory Frameworks:

Advocate for the development of robust policy frameworks and regulatory measures to address the challenges posed by cryptocurrency-related illicit
activities, including drug trafficking on the darknet. Work closely with policymakers, industry stakeholders, and international partners to formulate
effective strategies for mitigating risks and ensuring compliance with regulatory requirements.

6.7.Cross-Border Collaboration:

Strengthen cross-border collaboration and international cooperation in combating drug trafficking and cryptocurrency-related illicit activities. Foster
partnerships with international law enforcement agencies, regulatory bodies, and cybersecurity organizations to share intelligence, coordinate
investigations, and disrupt transnational criminal networks operating on the darknet.

6.8.Research and Innovation:

Invest in research and innovation initiatives aimed at advancing technology-driven solutions for combating drug trafficking and illicit activities facilitated
by cryptocurrencies. Support interdisciplinary research projects that bring together experts from various fields, including cybersecurity, criminology,
economics, and data science, to address complex challenges and develop innovative approaches for enhancing security and integrity in the digital
environment.
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