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ABSTRACT:

Our cybersecurity gamification website is designed to make learning and practicing cybersecurity skills more fun and engaging. The platform offers interactive
games and challenges that cover basic cybersecurity topics and best practices. Users can progress through various levels and earn rewards as they learn and
demonstrate their skills. The platform also includes educational resources and guidance to help users understand their understanding of online security. By
gamifying cybersecurity education, we hope to make it more accessible and engaging to a wider audience, ultimately helping to create a safer environment.
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Introduction :

In today's digital age, cybersecurity has become a major concern for businesses, governments and individuals. Cybersecurity is the practice of
protecting electronic devices, systems, and networks from theft, damage, or inaccessibility. As the number of cyber threats continues to increase, the
need for cybersecurity experts also increases.In this case, cybersecurity games using Unity can be a fun and engaging way to educate people about the
importance of cybersecurity. Cyber security. Unity is a popular game engine that allows developers to create 2D and 3D games for multiple platforms
such as desktop, mobile and console. With its intuitive and powerful features, Unity is a great choice for creating games that deliver cybersecurity
content. Cybersecurity games can be designed to test a variety of cyber threats such as phishing, malware, ransomware and social engineering. Games
may also include different scenarios where players must identify and mitigate cyber threats. By playing the game, players can learn online best
practices such as using strong passwords, updating software, and avoiding suspicious emails. The game is suitable for students, professionals and casual
players as it can be designed for different ages and skill levels. The game can also be combined with online leaderboards and rewards to encourage
players to compete and learn from each other.The game will have two levels. The first level is about general gaming, the second level is about
cybersecurity. In the second level we will see some things related to cyber security with or without questions Each level will have a time limit and the
player must complete the level within the specified time. Players will receive points when they complete each level and lose points when they fail a
level or are subject to a cyber attack.

Requirement :
Needs analysis -:

e  Game mechanics: Game mechanics should be designed to simulate various online threats such as phishing, malware, ransomware and social
engineering. The game will also feature different scenarios where players must identify and mitigate cyber threats.

. Player Interface: The player interface should be user-friendly and easy to understand. It should contain instructions explaining the game,
objectives and management. The interface should give players feedback on their progress and performance.

. Graphics and Sound: Graphics and sound should be attractive and immersive,draw the player into the game. Games can be created in 2D or
3D, depending on the target audience.

. Multi-Platform Compatibility: The game must be compatible with multiple platforms such as desktop, mobile devices and consoles. It also
needs to be optimized for different sizes and resolutions.

. Security Measures: Games should be designed in accordance with cybersecurity best practices, such as encryption, secure data storage, and
protection against hacking and data exfiltration

. Leaderboards and Rewards: The game requires a system to track and display scores and progress. It should also provide rewards and
incentives that encourage players to compete and learn from each other.

e  Testing and Quality Assurance: The game must be thoroughly tested to ensure it is free from bugs and glitches Performance and
compatibility should be tested on various platforms.
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e Accessibility: Games should be made accessible to people with disabilities. It should have options such as adjustable text size, color
contrast, audio description.

. Education: Games should be designed to educate players on cybersecurity best practices and increase awareness of cyber threats. It should
also provide players with tips and resources to improve their cybersecurity skills.

e  Special Information: Special Information is the process of interpreting and recording functional and non-functional information about the
system. Here are more detailed features for the

Cyber Security Game using Unity:

Feature Requirements:

The game should simulate various online threats such as phishing, malware, ransomware and social engineering.

The game should include different situations where players must identify and mitigate cyber threats.

Games should provide players with feedback on their progress and performance.

Games need to be optimized for different platforms such as desktops, mobile devices and consoles.

The game must have a system to track and display player scores and progress. 6. Games should provide rewards and incentives that
encourage players to compete and learn from each other. 7. The game needs to be thoroughly tested to ensure there are no bugs and glitches
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Non-functional requirements:

The player interface should be user-friendly and easy to understand.

Graphics and audio should be engaging and immersive.

Games must follow cybersecurity best practices such as encryption, secure data storage, and prevent hacking and data leakage.
The game must be suitable for disabled people.

Games should be designed to educate players on cybersecurity best practices and

increase awareness of cyber threats.

The game should provide players with tips and resources to improve their cybersecurity skills.

The design of the game should provide players with a fun and engaging experience..
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OBJECTIVES :

o To revolutionize education in the modern era.
» To make education easier and simpler.
¢ An innovative creation which relates with the education.

DESIGN AND IMPLEMENTATION :

Step 1: Open the Dedication's Integrated Development Environment (IDE)

- Start by entering the Dedication where development will occur.

- Launch an integrated development environment (IDE), your platform for writing, editing, and troubleshooting.
-This tool can be a tool like Visual Studio, Eclipse or any other popular IDE.

Step 2: Check the IDE and open Visual Studio Code (VS Code)

- Make sure the IDE is working properly.

- Open Visual Studio Code (VS Code), a lightweight, versatile code editor.
-Make sure it is properly configured to support the development environment

Step 3: Check the Augmatrix coding suite in VS Code
- In VS Code, check the configuration and correlation between coding suites required by Augmatrix development
-This may include libraries, extensions, or plug-ins specifically designed for virtual reality or matrix-related work.

Step 4: Consider Game Development with Sharing

-Consider Share Environment, a powerful game development platform.

- Make sure Unity is installed correctly and configured for gamemode development.

- Ensure that appropriate resources, scripts and dependencies are available for Augmatrix integration.




International Journal of Research Publication and Reviews, Vol (5), Issue (3), March (2024), Page — 3424-3427 3426

Step 5: Connect the VR device to the mounting engine

- Physically connect the virtual hardware device (VR) to the body.

- In Unity, configure settings to create connection to VR hardware.

-This includes introducing VR devices to use, setting up graphics, and connecting with Augmatrix functionality.

Step 6: Complete the game module in VR hardware setup

-Create a unified experience by completing the game module in Unity.
- Check if there are any errors or problems during testing.

- Make sure Augmatrix functionality works as expected in VR.

Step 7: End User Experience with Augmatrix

- Once the connection between the VR hardware and Unity is established, the end user can participate in the Augmatrix experience. - List additional
steps or considerations for users to use Augmatrix to its full potential.

- Provide information or instructions to users to ensure that there are no problems in use.

RESULT :

The game mechanics and objectives: Before you begin developing your gamification platform, you should have a clear idea of what you
want to achieve with it. What are the learning goals? What game mechanics will you employ to keep the players interested? Define the rules,
scoring system, and feedback mechanisms to keep the players engaged. Following cybersecurity topics to cover: Depending on your target
audience, you may want to concentrate on various cybersecurity topics. For example, if you're creating a game for

beginners, you might want to include basic concepts like password security, phishing, and malware. If you're creating a game for more
advanced users, you might want to include topics like networking.

This is a cybersecurity-based game which is made with the help of the unity game engine to teach people the concepts related with the
cybersecurity. By this game people get to know what is cybersecurity, and people get a clarity on what is cybersecurity and how they are
provoked and how they can be prevented properly. This can be easily influenced by the kids to adults and give a broad spectrum on the topic
cybersecurity. Many may not have knowledge on what is cyber and cyber crimes and this is a platform where they are totally explained as a
game.

In this game we particularly covering topics which is totally related with the cybersecurity . and the few topics which are covered in this
game are “PHISHING,SQL INJECTION “and other topics .we used unity particularly in this game because unity is a game engine which is
a best option to construct a gamin platform with a minimal load of work as compared to other gaming engine. In this game we
implemented few ideologies like pixelated animation which is used to move the character and when it hits an obstacle that is present in the
path then automatically pops up with an concept of the cyber related topics

CONCLUSION :

CYBER REALM game is used to simulate various cyber threats such as phishing, malware, ransomeware, and social engineering. In this we included
various scenarios where player have to identify and mitigate cyber threats. Players can also learn about cyber security best pratices such us using strong
password, updating software, and avoiding suspicious emails. This game is being invented for the awareness to the people such as kids to adults. This is
to give a brief about the concepts of cybersecurity in a detailed manner in this game. It is the supplemented way to teach people about cybersecurity.
Hence, we conclude that this game helps people to know about cyber and cyber related crimes
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