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ABSTRACT-

Video surveillance is essential in hospitals, institutions, public parks, and buildings to ensure asset safety and security. Crime has grown in tandem with urbanization.
Citizens are deeply affected by video surveillance. The most widely used technology is closed-circuit television (CCTV), despite its high cost, energy consumption,
and storage requirements. We created an advanced video surveillance system to address the issue of unpredictability in human activity. It is not necessary in such
cases to have cameras trained on the area. This consumes necessary electricity and storage space. A machine-learning tool known as the system is implemented
through a software library. The proposed system captures video, processes it frame by frame, and begins recording upon detecting human presence. When cameras
detect movement, the security system activates. The proposed system stores data in a local database. The recorded video can be used to identify and locate the
intruder. It can be useful in areas with sporadic human activity, such as homes and bank vaults.
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l. Introduction

Video surveillance, also known as closed-circuit television (CCTV), is a technology that involves the use of cameras to capture and record video footage
of specific areas or locations. It is a system designed for monitoring, security, and surveillance purposes. Video surveillance has become an integral part
modern security and surveillance systems, serving various applications in both public and private sectors.

These systems typically consist of cameras, recording devices, and monitoring equipment. The captured video feeds can be live-streamed in real-time or
recorded for later review, making video surveillance a valuable tool for deterring and investigating security breaches, monitoring public spaces, ensuring
safety, and enhancing overall situational awareness. Advances in technology have led to the development of sophisticated features such as remote access,
motion detection, facial recognition, and the integration of artificial intelligence for enhanced analysis and automation in video surveillance systems.

Video surveillance is attractive research area in artificial intelligence, computer vision and digital image processing. Closed-circuit television (CCTV)
was an expensive and unreliable way to watch events unfold in real time. Video surveillance system provides safety and security in public places. The
main problem encountered in video surveillance is low resolution quality of the scenes obtained. Surveillance system depends on human operators who
detect some useful activities in a video scene. Current state of surveillance systems involves human operators to sit and monitor everything carefully for
any kind of suspicious behavior. This process of monitoring goes on for 24x7 and even then slight mistakes or lack of concentration can lead to the bypass
of the surveillance system by criminals.
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111. Methodologies Of Problem Solving And Efficiency Issues

> Video surveillance system (VSS), also called closed circuit television (CCTV): pro—great tool for after the event; useful for investigations;
con— does not necessarily deter crooks; after all, that is why we can watch TV shows, such as World’ s Dumbest Criminals forced ATC,
Department Computer Engineering 14 entry alarm.

Tip lines: anonymous callers can be the best source for identifying and finding internal embezzlement
Audits: not as effective as tip lines per some studies, but the threat alone has deterrent value

Access control limiting unauthorized access can limit theft or robbery and even assault.
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Open views: a parking lot situated in front of an office building with windows overlooking the area is more secure than an isolated lot at the
back with no one to see what is going on.
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Duress or panic alarms can help staff feel safer and, when used properly, help alert others during a robe.
»  Training is often overlooked among many high-tech solutions but is the fundamental way to build awareness and support for security measures.

»  Policies are another way to build organizational support and help deter and prevent a wide variety of crimes. Lighting is another way to
mitigate crime. Security staff can be a visible deterrent and responder, as well as help check and maintain security equipment.

1V. Software Requirement Specification

Purpose and Scope of Document
Security:

Video surveillance helps deter and prevent criminal activities such as theft, vandalism, and trespassing. The presence of cameras can act as a deterrent,
and recorded footage can be used as evidence in investigations.

Safety:

In public spaces, workplaces, and critical infrastructure, surveillance cameras contribute to the safety of individuals. They can monitor for potential
hazards, emergencies, or unusual activities that may pose a threat.

Monitoring:

Video surveillance is used to monitor and manage operations in various environments,including retail stores, traffic intersections, public transportation,
and industrial facilities. It aids in maintaining order and efficiency.

Evidence:

Recorded footage can serve as crucial evidence in legal proceedings. It provides a visual record of events, helping law enforcement and other authorities
in investigations and court cases.

Overview of responsibilities of Developer

Conduct training sessions to instruct staff on utilizing CCTV equipment and monitoring techniques effectively. This guarantees that the team can
proficiently employ the CCTV system to safeguard the organization's property and assets. Collaborate with other departments to ensure a proper response
to incidents identified through CCTV monitoring. This may involve coordination with security personnel, law enforcement, or other staff to ensure swift
and efficient resolution of incidents. Formulate and implement policies and procedures governing the use and management of the CCTV system. This
ensures lawful and ethical utilization, safeguarding the privacy of individuals.

Ensure compliance with pertinent laws and regulations concerning CCTV, including data protection and privacy laws. This involves guaranteeing that
the CCTV system operates in accordance with the law, upholding the privacy rights of individuals. Maintain accurate records of CCTV footage and other
pertinent information. This practice ensures a comprehensive record of all CCTV footage, providing accessibility when needed

USAGE SCENARIO
Video surveillance is commonly used in public spaces such as parks, streets, and city centers ATC, Department of Computer Engineering 24

to bolster public safety. These cameras serve as a deterrent to criminal activities, aid law enforcement in apprehending wrongdoers, and play a vital role
in responding to emergency situations
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Data Model And Description

Data Description

The creation of a video surveillance system seamlessly integrated with machine learning. The system exhibits potential for improving security and
monitoring applications. Continued research and development hold the promise of advancing and introducing even more.

Functional Model And Description

A description of each major software function, along with data flow (structured analysis) or class hierarchy (Analysis Class diagram with class description
for object oriented system) is presented.

Data Flow Diagram
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Non Functional Requirements:

1. Video Capture: The system must be capable of capturing high-quality video from surveillance cameras.

2. Live Streaming: There should be a feature for real-time streaming of video footage for immediate monitoring.

3. Recording and Storage: The system must have the ability to record and store video footage for a specified duration, complying with legal requirements.
4. Motion Detection: The system should include motion detection capabilities to trigger recording and alert notifications.

5. Camera Control: Users should be able to control camera settings such as pan, tilt, and zoom for a comprehensive view.

6. Remote Access: It should support remote access, allowing users to monitor the surveillance system from different locations.

7. User Authentication: Access to the video surveillance system must be secure, requiring proper user authentication and authorization.

8. Alerts and Notifications: The system should generate alerts and notifications for events such as motion detection, system errors, or unauthorized access.

9. Integration with Other Systems: Integration capabilities with other security systems or platforms, such as access control or alarm systems, should be a
functional aspect.

10. Scalability: The system should be scalable to accommodate additional cameras or expanded coverage areas.

11. Playback and Review: Users should be able to easily playback and review recorded footage for investigative or monitoring purposes.

12. System Health Monitoring: Monitoring features should be in place to check the health of the system components, ensuring continuous operation.
13. User Interface: The user interface should be intuitive, allowing users to navigate and control the system efficiently.

14. Data Encryption: Video data transmission and storage should be encrypted to ensure data security and privacy.

15. Compliance with Legal Standards: The system must comply with relevant legal standards and regulations governing video surveillance, including
data protection and privacy laws.

16. Backup and Redundancy: There should be provisions for regular backups of recorded footage, and the system should incorporate redundancy measures
to ensure continuous operation even in the case of component failure.
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When crafting a CCTV system, it's crucial to take into account various elements like lighting, power, transmission, and cost. These aspects play a pivotal
role in shaping the design and arrangement of the system.

Design Constraints

If you're simply looking for a basic CCTV system to screen and record videos without any additional features, then this article may not be the right fit for
you. However, in today's CCTV landscape, many users seek more value for their investment. They desire a video surveillance system that not only
captures footage but also communicates seamlessly with other security, management, and technical systems. The goal is to integrate it into a
multifunctional setup that supports staff and contributes to the overall well-being of the organization, both physically and financially.

Even for users primarily focused on security, the recognition exists that a comprehensive security solution, where all sub-systems, including CCTV, are
interconnected intelligently, adds significant value. Such a system caters to individual needs more effectively, is userfriendly, and easily manageable. It
has the capability to present relevant information swiftly in a comprehensible format—crucial, especially during security alarms or critical situations. By
allowing users to focus on the current situation rather than grappling with the technology, it facilitates better event management and, consequently,
enhances overall security. In the realm of modern security systems, video surveillance plays a pivotal role, providing a means to monitor and safeguard
various environments. Thanks to advancements in machine learning techniques, video surveillance systems have evolved to become more intelligent and
efficient. This project specifically centres around developing a video surveillance system that leverages machine learning to augment is capabilities.

V. Outcomes

The outcome of a video surveillance project is typically improved security, crime prevention, incident detection, enhanced safety, evidence collection,
and operational efficiency.
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