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ABSTRACT—

The security of network devices can be threatened by a range of threats, including hacking, malware, and unauthorized access, making it essential to have
measures in place to prevent and detect such security breaches works and acts as an IDS. This review paper explores the latest security feature by implementing
the IDS to analyze the network traffic to detect and prevent cyber attacks on network devices. Also, the paper ensures using Suricata to control incoming and
outgoing network traffic based on security rules.
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l. Introduction

The need for network security is growing rapidly as the number of connected devices and systems increases. Network devices are often integrated into
critical systems, such as healthcare devices, industrial control systems, and smart homes, making them a prime target for cyber attacks. Therefore, it is
imperative to implement robust security measures to protect network devices, and data from potential cyber-attacks to ensure the safety and privacy of
user’s data.

However, as the number of network devices increases and more information is shared among such devices, they become more vulnerable to cyber-
attacks. Attackers can exploit security vulnerabilities in network infrastructures to perform complex cyber attacks. These cyber-attacks include denial of
service (DOS) attacks, man-in-the-middle (MITM), ping of death attacks, and privacy threats.

Network devices have low power and limited computing and storage capabilities, thus making them vulnerable to several attacks. This thesis aims to
design, implement, and test a gateway called the raspberry house, a security gateway for detecting and preventing intrusions on network devices.
Specifically, the gateway targets one of the major attacks on network devices. The proposed gateway has been implemented using raspberry pi 3b+, and
experimental analysis has been carried out against several DOS attacks, such as SYN flood attack, ICMP flood attack, and the. In addition, the
proposed Network gateway is based on shell scripts, and to enable it to run detection and prevention mechanisms autonomously, our research also
considers the use of system services. The results show that the raspberry house can detect, and alert, these dos attacks in real-time, particularly
applicable to small network devices with resource constraints.

The objective of this project is to design and implement an effective IDS to monitor and protect networks, data, and devices from cyber attacks.
The project involves the following steps:

1. Analysis of network architecture and network devices to identify potential security vulnerabilities and threats.

2. Designing the IDPS to effectively detect and prevent cyber attacks, such as DOS, ping of death, and brute force attacks, etc...

3. Implementation of the IDS on network devices to monitor and protect them in real-time.

The IDS is an essential component of network security and helps to ensure the CIA of data and systems. The project will provide a secure and reliable
solution for protecting network devices from cyber attacks and ensuring the safety of users and their data.

Network security is still a challenging topic for protecting devices and networks from cyberattacks. To help users detect the possible attacks targeting
their network devices, we designed and proposed an IDS system running on the low-cost raspberry pi board. Our system can detect some popular
attacks, which are password attacks, DOS attacks, and ping of death attacks.
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I1. Abbreviations and Acronyms

OS - Operating System

IDS - Intrusion Detection System

ICMP - Internet Control Message Protocol

DOS - Denial of Service

DDOS - Distributed Denial of Service

IP - Internet Protocol

CIA - Confidentiality, Integrity, and Availability
AWS - Amazon Web Service

S3 - Simple Storage Service

CLI - Command Line Interface

111. Raspberry Pi

The Raspberry Pi is a series of single-board computers developed by the raspberry pi foundation in the united kingdom. It was created to promote basic
computer science to young people in developing countries. Raspberry Pi boards are small, low-cost, and high-performance computers that can run a
variety of operating systems, including Linux and Windows 10 loT Core. They can be used for a wide range of projects, including media centers, game
consoles, robotics, and Internet of Things (IoT) devices.

Overall, the raspberry pi's versatility and low cost make it an attractive option for a wide range of projects and applications.
The Raspberry Pi can be used in various networking projects, some of which include:

Network Monitoring: The Raspberry Pi can be used to monitor network traffic, bandwidth usage, and network performance using open-source software
such as Nagios or Zabbix.

Network Security: The Raspberry Pi can be used to create a network security appliance, such as a firewall or intrusion detection system (IDS), using
open-source software such as Snort or Suricata

Network File Server: The Raspberry Pi can be used to create a low-cost file server for small offices or homes using software such as Samba or
OwnCloud.

VPN Server: The Raspberry Pi can be used to create a VPN (Virtual Private Network) server, allowing remote access to a private network over the
internet.

Overall, the raspberry pi's low cost and versatility make it an attractive option for networking projects, especially for small-scale or home-based
projects.

And this research paper covers the network security appliance by using open source software Suricata.

1V. Suricata

Suricata is a free and open-source network intrusion detection and prevention system (IDS/IPS) that is designed to monitor network traffic for
malicious activity. It uses a combination of signature-based and behavior-based detection techniques to identify potential threats, and can also be
configured to block traffic that matches specific rules or

Signatures. Suricata can be configured to detect a wide range of network-based attacks, including malware, botnets, phishing, and DDoS attacks. It can
also be used to monitor network traffic for compliance purposes, such as monitoring the transmission of sensitive data or monitoring network usage by
employees. Overall, Suricata is a powerful and flexible IDS system that is widely used in the information security community for network monitoring
and threat detection. Finally, Suricata can log information about network traffic and intrusion attempts, which can be used for analysis and forensic
purposes to identify the root cause of a security incident and help prevent similar incidents from occurring in the future.
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There are several advantages of using Suricata for network intrusion detection:
Open-Source: Suricata is free and open-source software, which means that it can be freely used, modified, and distributed without any licensing fees.
High Performance: Suricata is designed to handle high-speed network traffic, making it suitable for deployment in high-volume network environments.

Multi-Threaded: Suricata is designed to take advantage of multi-core processors, allowing it to efficiently process network traffic and improve
performance.

Flexible Rule Engine: Suricata's rule engine is highly flexible and can be configured to detect a wide range of network-based attacks and malicious
activities.

Protocol Support: Suricata supports a wide range of network protocols, including TCP, UDP, ICMP, and HTTP, making it suitable for monitoring
traffic in a variety of network environments.

Overall, Suricata is a powerful and flexible network intrusion detection and prevention system that offers many advantages over proprietary
alternatives. Its open-source nature, high performance, and flexibility make it an attractive option for organizations of all sizes looking to enhance their
network security posture.

V. Amazon Web Service

Amazon Web Services (AWS) is a cloud computing platform provided by amazon that offers a wide range of cloud-based services, including
computing, storage, networking, database, and analytics services. The AWS CLI provides a unified interface for accessing and managing AWS
services, making it easier for developers and system administrators to automate their workflows and manage their AWS resources. Amazon Simple
Storage Service (S3) is a cloud-based storage service provided by Amazon Web Services (AWS). S3 is designed to provide scalable and durable
storage for businesses of all sizes. S3 is also highly scalable, allowing businesses to easily scale their storage needs up or down as needed, without any
upfront costs or commitments.

V1. EveBox

EveBox is an open-source web-based dashboard used for visualizing and analyzing events generated by the Suricata intrusion detection systems. It
allows security teams to easily monitor their network traffic for potential security threats. EveBox provides a graphical user interface that displays alerts
and other security events in real time. It offers various features such as event filtering, keyword search, IP reputation lookup, and geo-location mapping.
It also supports multiple data sources, including Syslog, EVE JSON, and PCAP files. EveBox is highly customizable, allowing users to tailor the
dashboard to their specific needs.

VII. Proposed Model

The proposed model involves several steps to successfully set up and configure Suricata for network security monitoring. The first step is to choose a
Linux distribution that is compatible with Suricata and install it on a machine or virtual machine. Once the Linux distribution is set up, Suricata can be
installed using the package manager of the chosen distribution or by compiling it from the source. The next step in the proposed model is to remove all
the default rules and configure custom rules that will be used to detect and block suspicious traffic. In this case, the customs rules are designed to block
suspicious ICMP packets and DOS attacks, etc... Once the rules have been set up, the network traffic can be monitored, and any suspicious activity that
triggers the rules should be logged so that it can be investigated later. To store a log of blocked traffic, you can set up a cron job to upload the log to an
AWS S3 bucket. This allows easy access to logs for detailed analysis and reporting. Finally, an evebox dashboard can be created to view Suricata's
performance, including the logs, blocks, and other important metrics.
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In summary, the proposed model involves installing and configuring Suricata, setting up custom rules, monitoring and logging suspicious activity,

uploading logs to AWS S3, and creating a dashboard to view Suricata's performance. This model can be used to enhance network security by detecting
and blocking potential security threats in real time.
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VI1II. Result & Discussions

Monitoring and analysis: A system capable of capturing and analyzing network traffic, identifying potential threats, and raising alerts when necessary.
Detection: A system that can alert malicious traffic, detect data exfiltration, and enforce access control policies.

Management and reporting: A system that provides a centralized management console, allows for monitoring and administration, and generates reports
on the security status of the networks and devices.

v 1 2023-03-3000:28:14 5:52219.158.195 Possible Brute Force Attack Detected
18 days ago D: 192.168.245.252

v 1 2023-03-3000:28:14 5:192.168.245252 Possible Brute Force Attack Detected
18 days ago D: 52.219.158.195

v 3 2023-03-3000:2755 S:192.168.245.116 Possible Ping of Death attack detected
18 days ago D: 192.168.245.252

v 9534 2023-03-3000:24:05 S:192.168.245252 Possible Brute Force Attack Detected
18 days ago D: 192.168.245.116

vy 9590 2023-03-3000:2346 S:192.168.245.116 Possible Brute Force Attack Detected
18 days ago D: 192.168.245.252

T 2 2023-03-3000:13:10 S: feB0:030b:6F70:63f:003f Possible Ping of Death attack detected
18 days ago D: ff02-0016

T 2 2023-03-3000:13:10 S: feB0:0cSd:d0fffefe:beaf  Possible Ping of Death attack detected
18 days ago D: f02:0001

T 1 2023-03-3000:1231 S: feB0:0300:6f70:63f:003f Possible Ping of Death attack detected
18 days ago D: ff02-0001

T 1 2023-03-3000:1221 S::0000 Possible Ping of Death attack detected
18 days ago D: f02:0001:ffd2:4fa7

vy 1 2023-03-3000:0925 S:52219.160.206 Possible Brute Force Attack Detected
18 days ago D: 192.168.245.252

fr 1 2023-03-3000:0925 S:192.168.245.252 Passible Brute Force Attack Detected
18 davs a0 D: 52.219.160.206

IX. Conclusion

Network security is still a challenging topic for protecting smart devices and networks from cyberattacks. To help users detect the possible attacks
targeting their smart home devices, we designed and proposed an IDS system running on the low-cost raspberry pi board. Our system can detect some
popular attacks, which are password attacks, DOS/DDOS attacks, and ping of death attacks. IDS provides three detection modes: mode by using
Suricata IDS, anomaly-based mode by comparing with the auto-generated behavior profiles of each device, The detection results are shown as the
graphics on the raspberry pi’s user dashboard and as the alert however, we still get some false negative resulting in low detection accuracy.

X. Future Works
The future works of network security IDS involve leveraging advanced technologies to enhance the detection and prevention of sophisticated cyber
attacks. Some potential areas of development include

1. Artificial Intelligence and Machine Learning: Al and ML can be used to enhance the accuracy of IDS by analyzing large amounts of network traffic
and identifying patterns that may indicate an attack.

2. Cloud-based IDS: Cloud-based IDS can provide real-time monitoring and threat intelligence to help organizations detect and respond to threats
quickly and efficiently.

3. Integration with other security tools: Integrating IDS with other security tools such as firewalls, antivirus software, and intrusion prevention systems
can provide a comprehensive security solution that can detect and prevent a wide range of threats.

4. Automation: Automating the IDS processes can help reduce response times and increase the efficiency of security teams, enabling them to quickly
respond to threats and mitigate their impact.

5. Threat Intelligence: Incorporating threat intelligence data into the IDS can help enhance its ability to detect and respond to new and emerging threats.

By leveraging these technologies and strategies, network security IDS can continue to evolve and provide organizations with robust security solutions
to protect against the constantly evolving threat landscape.
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