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ABSTRACT

Face recognition has become a major important research area nowadays. One of the important applications in the smart surveillance system is to identify unknown
suspicious persons. Instead of manually and tediously monitoring the cameras continuously, this system can be used to identify and recognize suspected individuals
and consequently send a warning message on the occurrence of such recognition. The law prosecution uses a software for crime fighting tool using facial recognition
.The mobile device usage and the growth of the mobile application has been increased by face recognition .There are many challenges in mobile, laptop and
computer device which are facing in problem resources like computing power, limited bandwidth ,battery life and storage so for this, the web face detection and
recognition system has been developed. Face recognition is a non-intrusive method, and facial characteristics are probably the most common biometrics features
used by humans to identify others.

The process is broken into two steps face detection and face recognition to identify people. For the first step, the system tracks and selects the faces of the detected
persons. An efficient recognition algorithm is then used to recognize detected faces with a known database. This system can be implemented at different restricted
areas, such as at the office or house of a suspicious person or at the entrance of a sensitive installation. The system works almost perfectly under reasonable lighting
conditions and image depths.

Keywords — Face detection and recognition, AWS, CNN, CDN.

I. INTRODUCTION

The ability to detect faces in images and video has become an increasingly important application of machine learning in recent years. There are many use
cases for face detection, including security, marketing, and photography. Face detection has become more accessible to developers thanks to libraries like
face-api.js, a JavaScript library that allows for real-time face detection in web browsers. In this project, we will be using face-api.js to detect faces in a
web browser and host it on AWS.

Face Detection: An algorithm searches for faces in each input, such as video or images, and then cleans the faces with various filters before further
processing.

Face Recognition: The Face Detection algorithm's output is fed into the Face Recognition algorithm as input. As a result, the entire process is prone to
errors, as in human nature.

Continuously monitoring the surveillance videos requires the outmost attention and the individuals must work expeditiously so that the necessary actions

are taken in a timely manner and the delinquent individuals are apprehended. Even the slightest delay could aid the escape of a suspected individual.
Therefore, human intervention hinders the overall performance of the surveillance system. As a result, there is a strong need to automate the proposed
smart surveillance system to record critical events, detect and even recognize the person.

The suggested system's major goal is to boost intelligence in video surveillance and thereby minimize reliance on human assistance in surveillance-
related tasks. By diminishing human interactions in the system, the errors and delays associated with the mentioned interactions can be precluded and
thus the performance of the overall system is improved. Additionally, the awareness of security personnel can also be enhanced. The surveillance system
is implemented by first detecting faces from the input camera using face js framework to detect. Face recognition is used for the most important types of
biometry. These rules help us to see the face quickly with the notification of that person's name in the email and cell phone of the manager. It will also
issue a warning if there is an unknown or suspicious person. This face detection system is an excellent tool for preventing terrorist activities.
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Il. METHODOLOGY

Loading the required dependencies: Before using the Face-api.js library, you must first load the required dependencies, such as the TensorFlow.js library
and the pre-trained models for face detection, recognition, and tracking. Preprocessing the image The input image is preprocessed by converting it to a
tensor and resizing it to a fixed size that is suitable for the face detection model.

Performing face detection: The face detection model is applied to the preprocessed image to detect the location of one or more faces in the image. The
output of this step is a list of bounding boxes, each of which corresponds to a detected face.

Extracting face landmarks: The face landmarks model is applied to each detected face to extract a set of key facial features, such as the location of the
eyes, nose, and mouth. These landmarks can be used for tasks such as face recognition and emotion detection.

Drawing bounding boxes and landmarks: The output of the face detection and landmarks models is used to draw bounding boxes around each detected
face, and to overlay the extracted landmarks on top of each face.

- Optional: Face recognition or emotion detection: If desired, additional models can be applied to the detected faces to perform tasks such as face
recognition or emotion detection. For example, the Face-api.js library includes pre-trained models for face recognition that can be used to identify
individuals in the input image.

The methodology for implementing the face detection project using JavaScript and hosted on AWS. We will cover the data collection and preprocessing,
fine-tuning of the face detection model, integration of the face-api.js library into the web application, and deployment on AWS.

Image Acauisition usine Camera

Face detection using Viola-Jones algorithm

Extract Features

Image Recognition using CNN Database

If Image
Match

Facial exoression detection

Sad, Angry, Disgust, afraid, neutral, happy

Fig a. Flowchart of face detection and recognition

I11. TECHNOLOGIES
TensorFlow.js: TensorFlow.js is an open-source JavaScript library developed by Google for building and training machine learning models in the browser
and on Node.js. Face-api.js uses TensorFlow.js to run the pre-trained face detection, recognition, and tracking models.

HTML5 Canvas: HTML5 Canvas is a drawing API that allows for dynamic, scripted rendering of 2D shapes and bitmap images. Face-api.js uses the
Canvas API to draw bounding boxes around detected faces and to display the results of facial recognition.

Node.js: Node.js is an open-source JavaScript runtime built on Chrome's V8 JavaScript engine. Face-api.js can be used on Node.js to perform face
detection, recognition, and tracking on server-side images and videos.
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Web Workers: Web Workers are a browser API that allows for running JavaScript code in background threads, without blocking the main thread. Face-
api.js uses Web Workers to parallelize the computation of face detection and recognition, resulting in faster processing times.

WebGL: WebGL is a JavaScript API for rendering interactive 3D and 2D graphics within any compatible web browser without the use of plug-ins. Face-
api.js uses WebGL to accelerate the rendering of facial landmarks, resulting in smoother tracking of facial movements.

Node Canvas: Node Canvas is a library that allows for using the HTML5 Canvas APl in Node.js. Face-api.js uses Node Canvas to draw bounding boxes
around detected faces and to display the results of facial recognition in server-side applications.

JSDoc: JSDoc is a documentation generator for JavaScript code. Face-api.js uses JSDoc to generate API documentation for the library, making it easier
for developers to understand and use the library. Overall, the use of these technologies allows Face-api.js to provide accurate, real-time face detection,
recognition, and tracking capabilities in the browser and on Node.js, making it a powerful tool for building face-related applications.

IV. LITERATURE SURVEY

[1], Sophisticated tree-based model for face recognition in hazy seasons. The inside and outside pattern had reduced the cost of the PC without lowering
the image quality. The three tests showed that the example achieved a precision of 98.65%, 99.19%, and 95.84%. Using databases, this method achieved
an overall accuracy of 99%.

[2], A face identification method using deep learning. The Raspberry Pi was used as the main controller to recognize the face. This system always provides
a safe and secure lifestyle. Face authentication was tested by two methods, which are testing image and actual time for the system accuracy. It took a long
time to work on the image taken.

[3], The face obstacle recognition framework for the security, which was used to find the criminal activities. This method finds the faces of all age groups.
Still there were various types of obstacles in faces this method reaches 98.89% accuracy rate. Image identification, image tracking, image authentication
are the three stages which are used in this method. Facial acquisition illumination condition can affect the recognition accuracy of this method.

[4], The bank safety locker system using face recognition method. This paper gives a method for modifying the pattern thinning approach to enhance the
capabilities of palm vein detection systems. Canny edge detector and conquer techniques are the two modules used for face recognition. A person's palm
vein pattern was identified by the Palm Vein Recognition, and it matches the data which is stored in a database for identification.

[5], Face recognition technology for home security. In this system, passive infrared and ultrasonic sensors swere used to connect the web camera to the
Raspberry Pi. The user can easily see the activity happening in a house by the simple android application. The system was activated also in power failure
with the help of battery. It does not show exact face recognition and to expand the system precision, high expensive sensors are used.

[6], 10T-based face recognition system for home security. The face was recognized using a local binary histogram. Raspberry pi 3 microcontroller was
used to build the system. The picture which was used for authentication purposes is 480*640 pixels. In normal lightning the clarity which was found 90%
and in low lightning the clarity which was found 80%. If the home's owners don't have a working internet connection, there is not any option to send an
SMS to them, which is one of the failures in this system.

V. PROPOSED SOLUTION
Set up a development environment: To start, you'll need to set up a development environment with Node.js and a text editor or IDE. You'll also need to
install the face-api.js library and any other dependencies you plan to use.

-Collect face data: To train the recognition model, you'll need to collect a dataset of images of people's faces. This dataset should include a variety of
lighting conditions, facial expressions, and angles to ensure that the model can recognize faces in a wide range of scenarios.

-Preprocess the face data: Before training the recognition model, you'll need to preprocess the face data to ensure that it is in the correct format. This may
involve resizing images, cropping faces, and converting the data to a format that can be used by the face-api.js library.

-Train the recognition model: Once the face data has been preprocessed, you can train the recognition model using the face-api.js library. This will involve
selecting a pre-trained model, fine-tuning it on your face data, and evaluating the model's performance to ensure that it can accurately recognize faces.

-Build a face detection and recognition app: With the recognition model trained, you can build an app that uses the face-api.js library to detect and
recognize faces in real time. This app may include features such as face tracking, face recognition, and emotion detection

-Test and refine the app: Once the app is built, you'll need to test it thoroughly to ensure that it is reliable and accurate. You may need to adjust the model
or app code to improve performance, and you should continue to collect data and retrain the model to improve accuracy over time.

-Deploy the app: Once the app is tested and refined, you can deploy it to a web server or cloud platform so that others can use it. You may also want to
add additional features such as user authentication, data storage, and analytics to make the app more robust and user-friendly.
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This will require a significant amount of data collection, pre-processing, and model training, as well as proficiency in JavaScript and the face-api.js
library. However, with careful planning and execution, you can build a powerful face detection and recognition app that can be used in a variety of
applications.

Fig b. Flowchart of Face Recognisation

VI. IMPLEMENTATION
In this article, we will learn about face detection (Age/ Gender/Face position /mood) using face-api.js and the nearby object detection(person/phone etc)
using coco-ssd model on the web browser.

Face-api.js is a java script module, built on top tensorflow.js core, which implements several CNNs(CONVOLUTION NEURAL NETWORK) to solve
face detection face recognition and face landmark detection, optimized for web and for mobile device.

Install the face-api.js library: First, you'll need to install the face-api.js library and its dependencies using either NPM or Yarn. You can find detailed
installation instructions on the project's GitHub page.

Load the required models: Before you can perform face detection and recognition, you'll need to load the required pre-trained models into memory. The
face-api.js library provides several models for detecting faces, recognizing faces, and performing other related tasks.

Load an image or video stream: Once the models are loaded, you can load an image or video stream that contains one or more faces. You can load images
using the HTML5 canvas or an image tag, or you can load video streams using the get User Media API.
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Perform face detection: Once the image or video stream is loaded, you can use the face-api.js library to perform face detection on the image or video
frames. The library provides several methods for detecting faces, including detect All Faces and detect Single Face.

Perform face recognition: Once the faces have been detected, you can use the face-api.js library to perform face recognition on the detected faces. The
library provides several methods for recognizing faces, including compute Face Descriptor and compute Face Landmarks.

Display the results : Finally, you can display the results of the face detection and recognition process on the screen. You can use the HTML5 canvas or
an image tag to display the original image with bounding boxes around the detected faces, or you can use the get User Media API to display the video
stream with overlays showing the detected faces. Overall, the face-api.js library provides a powerful set of tools for performing face detection and
recognition using JavaScript. With a little bit of coding, you can build robust face-related applications that can detect and recognize faces in real time.

-
- Faoce Landmark Detection Weabcamm Face Landmark Detection

Face Detection

Face Expression Recognition

VI1l. APPLICATION

10.

11.

12.

13.

Security companies are using facial recognition to secure their premises.
Immigration checkpoints use facial recognition to enforce smarter border control.
Fleet management companies can use face recognition to secure their vehicles.

Ride-sharing companies can use facial recognition to ensure the right passengers are picked up by the right drivers. 10T benefits from facial
recognition by allowing enhanced security measures and automatic access control at home.

Law Enforcement can use facial recognition technologies as one part of Al-driven surveillance systems. Retailers can use facial recognition
to customize offline offerings and to theoretically map online purchasing habits with their online ones.

Access Control for Households, private spaces.

Face recognition for accessing ATM machines.

Automated attendance using Face data.

Providing secure access to all devices connected to WSN network
Replacement for digital signature by delivery systems

Activity monitoring by video analytics

Securing transportation by authorized logistics personnel

Using Face access instead of keys for unlocking vehicles
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VIIl. FUTURE SCOPE

Some of the aspects worth noting for future improvements are as follows-

Liveness Detection System: During the process of development of Face Recognition system, it was observed that the system can be spoofed by using a
photo of the owner for access. Hence, a lively detection system was incorporated during the testing of the system. The system can distinguish faces as
valid or invalid based on whether the captured face is from a phone or the person himself. However, the disadvantage of the system was that it does not
“generalize ~ well on all faces. Actual methods also include detection eyes blinking, motion sensing, how pixels change and 3D depth sensing. Depth
sensing required cameras with depth sensors for determining if the face is a 2D image or a 3D solid object. Due to lack of suitable hardware and low
recall of the method, it was discarded in the final design of the system. Nonetheless, it forms a crucial part in improving the system.

Non-Frontal Face Detection: Only front faces were detected in the final model. The alternative model using Deep Face could allow for non-frontal faces
as well. The descriptor of the current model can be combined with it to achieve recognition of non-frontal faces with very low latency.

System Performance: The lower performance of the system can be comphen sated by using dedicated GPUs present in embedded platforms like Nvidia
Jetson boards and Google Coral TPU board.

Camera Tampering Detection: It can be created by using image processing and predicting by rate at which frames change.

Indoor Surveillance: Intrusion and access control methods provided above can be also used with indoor surveillance where the cameras are used for
monitoring infants in case parents are away and check if pets are safe.

Drone surveillance: The above system can be incorporated in drones for close quarter surveillance operations and identification of people from database.

IX. CONCLUSION

A system that focuses on face detection and face recognition from a video camera. Implementation simplicity, inexpensive computation, real-time nature
and smart acquisition of facial images are some of the features of this system. Face detection is always a challenge, especially face recognition under
different lighting conditions, positions and image depths. We found good results when we gathered faces under reasonably varied illumination
conditions, positions and depths like those of our database. As the areas under surveillance usually have sufficient illumination condition and cameras
can be placed anywhere, our proposed surveillance system can be implemented at offices, educational institutions and different sensitive installations.
We may consider more than one camera at different positions and angles. Intelligent techniques can then be used to help combining all the videos from
the camera to make the system more efficient, robust and less error-prone to position variations and image depths.
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