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ABSTRACT

In the modern era of technology, the usage of web applications has become enormous. Web applications are now dealing with much more sensitive data. As web
applications dealing with sensitive data, they are encountering lots of threats.Intruders are always trying to find new ways to penetrate these applications and misuse
them. The attackers use vulnerabilities to perform those attacks. Cross site request forgery aka CSRF is one of the vital threats and top ranked web application
vulnerability. CSRF attack is a type of attack where end users are forced to perform unwanted actions on a web application in which they are currently
authenticated.We use our methods in the design of Mitch, the first ML solution for the black-box detection of Cross-Site Request Forgery (CSRF) vulnerabilities.
Mitch allowed us to identify 35 new CSRFs on 20 major websites and 3 new CSRFs on production software.35 new CSRFs on 20 well-known websites and 3 new
CSRFs on production software were found thanks to Mitch. We hope that this survey will help researchers determine the best direction for developing new
approaches for their own research and encourage them to focus on the intersection of web security and machine learning. The survey will address various machine
learning approaches that have been implemented, understand the key takeaway of every research, discuss their positive impact and the downsides that persist.
Finding a way to make an understanding of the web application semantics, a crucial component of successful vulnerability detection, accessible to automated tools,
is one of the primary issues there.
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1. Introduction

These days, the most often used interface for sensitive data security and functionality is a web application. To name a few common usecases, they are
frequently used to file tax returns, view the results of medical exams, conduct financial transactions, and exchange views with our social network. On the
negative side, this indicates that web applications are attractive targets for malevolent users (attackers) who are driven to cause financial losses, improperly
access private information, or embarrass their victims. Web application security is acknowledged to be difficult. This is due to a number of factors,
including the diversity and complexity of the online platform and the use of illegitimate scripting languages that provide shaky security guarantees and
are difficult to analyze statically.

Within this context, black-box vulnerability detection techniques are especially well-liked.Black-box methods function at the HTTP traffic level, that is,
HTTP requests and responses, in contrast to white-box techniques that necessitate access to the web application source code. This constrained viewpoint
may overlook crucial information, but its main benefit is that it provides a language-neutral vulnerability detection method that removes the complexities
of scripting languages and provides a consistent user experience across the greatest number of online apps. Though prior research has demonstrated that
such an approach is far from straightforward, this sounds promising. Understanding the online application semantics is a necessary component of good
vulnerability detection, and exposing it to automated tools is one of the primary issues there.

Cross-Site Request Forgery (CSRF) is one example. A well-known online attack called Cross-Site Request Forgery (CSRF) compels a user to send
undesired, attacker-controlled HTTP requests to a vulnerable web application where she is currently authenticated. The fundamental idea behind cross-
site request forgery (CSRF) is that when malicious requests are sent to the web application via the user's browser, they may be difficult to identify from
legitimate, innocuous requests that the user has really approved.

2. Literature Survey

In Paper [1]:

In this paper the author describe a process for using machine learning (ML) to find vulnerabilities in online applications.Create and implement Mitch, the
pioneer machine learning solution for detecting Cross-Site Request Forgery (CSRF) vulnerabilities through black-box detection.Using the built machine
learning method, find new cross-site scripting vulnerabilities on popular websites and production software.ldentify and mitigate web application security
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issues, such as platform heterogeneity and complexity, by employing black-box vulnerability detection techniques.Offer a language-neutral method for
detecting vulnerabilities that removes the need to understand sophisticated scripting languages and provides a consistent user experience across a variety
of online apps.

In Paper [2]:

The study discusses the difficulties in analyzing web apps because of their customization and diversity.programming techniques and emphasizes how
machine learning (ML) can be applied to online application security.Mitch, the first machine learning (ML) solution for black-box detection of Cross-
Site Request Forgery (CSRF) vulnerabilities, is introduced. It finds new CSRF vulnerabilities on popular websites and production software and surpasses
current detection algorithms. The study makes reference to the current system for securing web applications, which is well known to be challenging
because of the web platform's heterogeneity and complexity as well as the use of illogical scripting languages that are resistant to static analysis.It also
discusses the shortcomings of earlier methods and tools for locating CSRF vulnerabilities, which either presume source code access or manual inspection
by human specialists.

In Paper [3]:

One of the most dangerous web application vulnerabilities is called cross-site request forgery (CSRF), which is coercing users into doing undesirable
behaviors on websites that have been authenticated. CSRF attacks take use of weaknesses such insufficient input validation and cross-site scripting (XSS).
Within the same simulation environment, V.M. Nadar et al. created an upgraded detection model that can identify session management attacks, broken
authentication, and CSRF attacks. According to the Open Web Application Security Project (OWASP), the most often exploited vulnerabilities are CSRF,
XSS, and SQL injection. Attackers use malicious JavaScript to target web apps in order to access cookies and other sensitive data, including session IDs..

In Paper [4]:

The document "Large-Scale Analysis Detection Of Authentication Cross-Site Request Forgeries" talks about Auth-CSRF attacks that go after identity
management and web authentication features.It offers testing techniques and the CSRF-checker addon to find vulnerabilities that allow Auth-CSRF.
Ninety of the 300 websites that were the subject of the experiments had at least one vulnerability that allowed Auth-CSRF to operate. Eight top black-
box web application vulnerability scanners are compared for efficacy. The evaluation includes an analysis of the type of vulnerabilities examined, their
efficacy in mitigating target vulnerabilities, and the correspondence between target vulnerabilities and actual vulnerabilities. Although the study finds
some drawbacks, like the incapacity to detect some vulnerabilities like stored XSS and SQLI, it also emphasizes the promise and efficacy of automated
tools.

In Paper [5]:

Few surveys have concentrated on applying machine learning techniques to stop and identify cross-site scripting (XSS) and cross-site scripting flaws
(CSRF). Though no study has yet addressed automated or machine learning-based strategies for countering CSRF attacks, Calzavara et al. were the first
authors to use machine learning to a CSRF attack. Deep learning-based methods were not covered in Chen et al.'s succinct study, which only covered a
variety of machine learning algorithms for categorizing XSS attacks. Although they covered a few machine learning-based techniques, M. Liu et al.'s
comprehensive assessment of XSS detection techniques did not exclusively focus on machine learning approaches for XSS attacks.

3. Methodology

Different Methods and Alogrithms for Detection of CSRF Vulnerabilities:
Burp and ZAP tools:

The approach presented in this research uses machine learning (ML) to identify vulnerabilities in web applications. Mitch, the first machine learning
solution for the black-box detection of Cross-Site Request Forgery (CSRF) vulnerabilities, was designed using the methodology. In this study, black-box
vulnerability detection techniques are very well-liked since they function at the level of HTTP traffic, or HTTP requests and responses. The usage of ZAP
and Burp tools as a component of the vulnerability detection algorithm is mentioned in the study.Both Burp Suite and OWASP ZAP are powerful tools
used for web application security testing, also known as penetration testing or ethical hacking. They help identify vulnerabilities in websites and web
applications that malicious actors could exploit.Mitch permitted the discovery of three new CSRFs on production software and 35 additional CSRFs on
20 prominent websites. Nevertheless, the sources cited above don't go into detail regarding Mitch's precise accuracy metrics or performance review.
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Supervised Learning:

The following techniques are used in the study "Machine Learning for Web Vulnerability detection: The Case of Cross-Site Request Forgery" to create
and assess a machine learning-based method for identifying cross-site request forgery (CSRF) vulnerabilities in web applications: supervised education
The authors train a classifier on a dataset of labeled web requests using a supervised learning technique. Every request in the dataset has a label, designating
it as benign or malicious. Next, the classifier is employed to forecast if a fresh web request is malevolent or not.

The different features that are taken into account when constructing the model are as follows: O

Feature extraction: The authors extract numerous features from the web requests, including the request URL, request method, request parameters, and
CSRF token presence. The classifier is trained using the features.

Model selection: To select a model that is most suited for the purpose of CSRF vulnerability detection, the authors assess a variety of machine learning
algorithms. They decide on the support vector machine (SVM) algorithm, a supervised learning technique well-known for its potent results on
classification tasks. Using the labeled dataset of web requests, the authors train the SVM classifier.
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Fig: Architecture showing the process of CSRF detection

Static and Dynamic Analysis:

Static analysis: To find trends in the web application code that point to CSRF vulnerabilities, the article employs a static analysis technique. The system

searches, for instance, for instances in which the web application creates hidden form fields or uses cookies to retain session data.

Dynamic analysis: To confirm the presence of CSRF vulnerabilities, the paper also employs a dynamic analysis technique. This entails submitting

specially constructed requests to the website in an attempt to leverage CSRF vulnerabilities.
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Fig: Diagrammatic representation of Analysis process

The model integrates dynamic and static analysis methods to provide the best of both worlds. The system starts by doing a static analysis to find any

possible CSRF vulnerabilities. Subsequently, a dynamic analysis technique is employed to confirm the presence of vulnerabilities.
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Feature Extraction and Classification :

The approach is used in the creation of Mitch, the first machine learning solution for CSRF vulnerability black-box detection. Mitch trains a detector of
sensitive HTTP requests using supervised learning techniques. The following techniques are employed in the study "Machine Learning for Web
Vulnerability Detection: The Case of Cross Site Request Forgery" in order to identify CSRF vulnerabilities . A classifier is trained on a dataset of online
requests using a supervised learning technique. Every request in the collection has a label, designating it as malicious or benign.

The classifier is trained to identify the features of web requests that are predictive of maliciousness:

Feature extraction: Several features, including the request URL, request method, and request parameters, are extracted from web requests in this work.
The classifier is trained using these features

Classification: A new web request's likelihood of being malicious is predicted by the classifier. The classifier predicts whether a web request is malicious
or benign based on its attributes, which it receives as input.In order to identify vulnerabilities, the black-box techniques utilized in the article analyze
HTTP requests and responses at the level of HTTP traffic.

SVM and Naive Bayes:

The use of one-class classification in place of binary classifiers and stratified random sampling as a means of addressing class imbalance in the dataset
are discussed in the study. On a sizable and varied dataset of online codes, feature extraction techniques are suggested and assessed, and three distinct
machine learning approaches—SVM, Gaussian Kernel, and three classifiers—are utilized for comparison and assessment. The authors also detail the
creation of a language-neutral tool named Mitch that automatically classifies HTTP requests as "sensitive™ or "non-sensitive" for the purpose of identifying
cross-site request forgery (CSRF) vulnerabilities through machine learning. Komiya et al. used feature extraction techniques including blank separation
and tokenization to modify machine learning algorithms like SVM, Naive-Bayes, and KNN for the classification of harmful online code.

4. Results and discussions:

In order to detect web application vulnerabilities, it suggests an approach that makes use of machine learning (ML), with a particular focus on Cross-Site
Request Forgery (CSRF) vulnerabilities. The first machine learning solution for black-box cross-site request forgery (CSRF) detection, Mitch, is
introduced. It found 35 new CSRFs on 20 popular websites and 3 new CSRFs on production software. The methodology trains the machine learning
model for automatic semantic analysis of web applications by means of supervised learning techniques and manually labeled data. The outcomes show
how well the suggested method works to find CSRF vulnerabilities, underscoring machine learning's promise for web application security. The research
addresses the issues raised by the variety and custom programming in online application security by offering a novel machine learning-based solution for
cross-site request rift (CSRF) detection.Using a dataset of 1000 web requests, 500 of which are included in the paper's evaluation, the suggested method

500 benign and 500 malicious requests. With this method, 98% of detections are made accurately. The suggested method is more accurate and effective
than, according to the paper's conclusion,current techniques for CSRF detection, both automatic and human.The results indicate that the Decision tree
classifier yielded an accuracy of 98.81%, the Naive Bayes classifier produced an accuracy of 65.27%, the Logistic Regression classifier produced an
accuracy of 83.03%, and the fourth classifier produced an accuracy of 71.37%. Based on the attributes taken from the dataset, these accuracy scores show
how well the classifiers performed in accurately classifying XSS assaults.

5. Conclusion:

In conclusion, because of their diversity and the extensive use of bespoke programming techniques, Web applications are especially difficult to analyze.
ML is thus highly useful in the web context, since it can leverage human understanding of the semantics of web applications through the use of manually
labeled data to create automated analysis tools. By creating Mitch, the first machine learning solution for the blackbox detection of CSRF vulnerabilities,
and evaluating its efficacy through experiments, we were able to corroborate this assertion. We expect that our approach will be useful to other researchers
in identifying different kinds of vulnerabilities in online applications.
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