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ABSTRACT

A cyber threat denotes a possible occurrence or instance involving the unauthorized entry, harm, disturbance, of data using computer systems and networks, often
carried out with malicious intent. Cyber threats pose numerous drawbacks and negative consequences for individuals, organizations, and society as a whole.
Mitigating cyber threats on online platforms requires a comprehensive approach that combines technology, processes, and user education where as to provide a
strong authentication system, regular software updates, phishing prevention, data encryption, and various types of security assessments. But still there is a chance
for getting various challenges due to lack of intellectual knowledge at our user side. So, we need to provide an intellectual and statistical mechanism such as
Machine Learning (ML) and Deep Learning (DL) models for identifying cyber threats effectively. In this work | am going to analyse various algorithms like support
vector machine (SVM), K-Nearest neighbour (KNN), Decision Tree (DT) algorithms, along with various neural network concepts. After analysing we need to
declare which algorithm/model is working effectively for identifying cyber threat detection this analysis is mainly helpful for getting knowledge in terms of various
parameters like accuracy in identification of attack, how much efficiency in detection of unauthorized activity and so on.
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INTRODUCTION

In our increasingly digital world, cyber threats pose a persistent and evolving danger. These threats range from unauthorized data access to deliberate
disruption of computer systems and networks, often driven by malicious intent. Their consequences ripple across individuals, organizations, and society
at large. To effectively combat these threats on online platforms, a holistic strategy is essential, encompassing advanced technology, robust processes,
and user education. This includes measures like strong authentication, software updates, phishing prevention, data encryption, and security assessments.
However, the dynamic nature of cyber threats and potential user unawareness present ongoing challenges. This research delves into the vital role of
Machine Learning (ML) and Deep Learning (DL) models, evaluating algorithms such as SVM, KNN, and DT, and cutting-edge neural networks. The
aim is to identify the most effective approach for cyber threat detection, considering parameters like accuracy and efficiency. This analysis contributes to
a deeper understanding of cyber threat detection in the digital age.

RESEARCH APPROACH

The paper presents techniques based on machine learning for analyzing cybersecurity threats in cloud environments, specifically in the fields of
telecommunications and 10T the proposed techniques include Support Vector Machines, Neural networks, and Deep Neural Networks, which are
combined for analyzing monitoring data.

The paper also proposes an approach for combining classifier results based on performance weights the achieved results of the proposed approach are
comparable to existing algorithms and suitable for enterprise-grade security applications.

The paper mentions the use of Deep Neural networks for analyzing cybersecurity threats in cloud applications, with 4 neural classifiers for network traffic,
spam comments, spam email, and imagesthe achieved accuracy for the individual components is comparable to contemporary works.

The authors aim to build a comprehensive framework for cybersecurity threat detection in the cloud in the future the paper also mentions the use of a
CNN trained in the Weka tool for content analysis in terms of spam detection, achieving an accuracy of about 70% in two classes.
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METHODOLOGY:
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Figure 1 : Block diagram threat detection

. Figure The incoming traffic is analyzed in an IDS (intrusion detection system) and threats are blocked based on rules, anomaly detection and
correlation analysis

e  The IDS filtered traffic is then subjected to content analysis where the traffic is decoded in a proxy server and the incoming text, video and
images are analyzed with deep neural network classifiers

Training dataset: A training dataset is a subset of data used to train machine learning models. It consists of input-output pairs, where the model learns
patterns and relationships between inputs and corresponding outputs.

Preprocessing: Preprocessing is the preliminary step in data analysis or machine learning, involving the transformation and cleaning of raw data The
goal is to enhance data quality, making it suitable for analysis and improving the performance of machine learning models.

Classifier training: Classifier training involves feeding a machine learning algorithm with labeled data to learn patterns and relationships. The algorithm
adjusts its parameters through iterative optimization, aiming to accurately classify new, unseen data. This process requires a training dataset, a suitable
algorithm, and evaluation to ensure the classifier's effectiveness

Validation of dataset : Data validation involves inspecting and cleaning a dataset to ensure accuracy, reliability, and suitability for analysis. This process
includes checking for missing values, outliers, and inconsistencies. Techniques such as imputation, normalization, and cross-validation may be employed.

Classifier: A classifier is a machine learning algorithm trained on labeled data to categorize or predict new, unseen instances into predefined classes or
categories. It learns patterns and relationships in the training data to make accurate predictions, making it a fundamental tool in tasks like image
recognition, spam filtering, and sentiment analysis

RESULTS
Test/Analysis Accuracy (%)
Suricata IDS Ruleset Testing 85%
Neural Classifier (Weka)

- Inputs: 115, Hidden Layers: 4 83%
- Output Neurons: 11
- Dataset: [23] (10 types, 249 attrs)
Content Analysis - Spam Detection (CNN)
- Model Trained in Weka 70%
- Dataset: [32]
Image Classification
- Based on Human Emotion Analysis 73%
- 5 Classes
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CONCLUSION

This paper introduces a clever method using advanced computer systems called Deep Neural Networks to tackle cybersecurity threats in cloud
applications. Our system involves four specialized detectors for different tasks: one for monitoring network traffic, another for identifying spam
comments, a third for flagging potentially harmful emails, and a fourth for scanning images for hidden dangers. The outcomes we achieved are on par
with other modern methods, showing that our system is just as accurate. Looking ahead, our future plan is to expand our efforts by creating a complete
system that can handle all sorts of cybersecurity threats in the cloud. Our aim is to make the online world safer for everyone by building a comprehensive
framework for detecting and preventing threats.
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