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A B S T R A C T 

It is commonly known that cloud computing, with its prospective benefits, has completely changed the enterprise IT sector. Due to the advantages of worry-

free hardware maintenance, many businesses and sectors are transitioning to the cloud computing era. Large businesses are still not migrating to the cloud, 

which is reducing the market share of cloud computing. From the standpoint of the consumer, the biggest obstacles to using the cloud for data storage are 

security and privacy concerns. This paper outlines the numerous restrictions relating to data security and privacy protection issues and provides a few 

technologies, such as Trend Micro's SecureCloudTM, which enables users to function in the cloud safely and securely. Additionally, employing NoSQL 

databases, personal data security on the cloud. SecureCloud, FIPS 140-2, NoSQL databases, NSA, IAM rules, Accumulo Apache, Amazon DynamoDB, 

MarkLogic are some of the terms in the index.As a result, cloud users can benefit from the services provided by the cloud while still having total control over 

their data thanks to encryption keys. The SecureCloudTM uses VM-level encryption to encrypt data in working storage, enabling the use of distinct 

encryption keys for each user's particular data. This lessens the possibility of recycled disk blocks being sent to other users or of a configuration error causing 

data privacy violations. The third is commonplace encryption. Data is encrypted using Industry Standard AES by SecureCloudTM, making it inaccessible to 

anybody missing the encryption keys. The ability of SecureCloudTM to encrypt data gives users advantages when switching users or terminating storage. 
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1. Introduction 

The client-server model was created as a result of the introduction of less expensive RAM and processors, which in turn allowed a large number of users 

to share the same computing resources on distributed servers. Additionally, bandwidth for these interconnected networks that make up the Internet got 

faster and less expensive. Additionally, the hardware became so inexpensive that cloud providers could support the development of cloud technology 

through their datacenters [7] [8] [9]. In order to deliver quick provisioning, efficiency, and cost savings, more and more businesses are turning to cloud 

computing. Although the suppliers of cloud computing services make claims about the dependability and security of their services, the reality is different. 

The introduction of these new functionalities brings with it threats to privacy and security. Twice in 2009, between February and July, Amazon S3 

services were disrupted. Numerous network-based websites had to be paused as a result of this disaster. Due to security flaws, Google Docs put its 

customers' private information at risk in March 2009. For roughly 4 hours, even Gmail from Google had issues. Cloud computing uses comparable 

security procedures as traditional IT. However, because cloud computing is multitenant, it confronts a number of additional dangers and difficulties. 

Although the extension of enterprise boundaries to the cloud prevents the use of conventional measures. Due to its anonymous multi-tenant nature, 

deploying confidential information on the cloud attracts numerous risks and threats [1][4][6]. Applications and storage resources continue to be present in 

the virtual environment, which increases the risk of theft, unauthorized information exposure, and malicious assaults. Additionally, customers cannot be 

certain that their storage volumes will be cleaned after use. Even after the user has left their cloud volumes, they are still at risk because of this leftover 

data. If data confidentiality is compromised or regulated data is transported across borders, government legislation and rules for data privacy also give 
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cloud providers cause for concern. Here, we first briefly go through a number of data security-related challenges before introducing Trend Micro's 

SecureCloudTM as one of the tools that helps cloud customers securely store their data. The advantages of SecureCloudTM are then brought up to close. 

2. Review of Literature 

Issues Identified for Cloud Computing Security 

Businesses typically erect protocols and safeguards around their datacenters to protect their servers. The physical confinement of servers and hardware 

resources made it simple to manage the security and safety of their datacenters [2][3][5]. With contrast, the same strategy cannot be applied in cloud 

computing. Since the consumers' data are kept in distant datacenters and they aren't aware of where they are, Furthermore, numerous users can remotely 

access the same datacenter that houses the user's data, endangering both the user's data and the actual hardware because it is out of the user's line of sight. 

Multiple Tenancy Through multi-layer software virtualization, cloud computing users can share the same physical hardware resources. As a result, users 

are unaware of the virtual machine next to them that is running and whether it has nefarious intentions or just wants to test the hypervisor. The consumer 

has no idea who or what its neighbor is trying to accomplish.  

 

According to an Amazon Web Service security alert, the Zeus Botnet was able to successfully install and run the command and control infrastructure in 

the cloud setting. B. Data Control and Mobility Consumers transfer their data from stationary physical servers to distant virtual servers, which makes it 

dynamic and mobile and enables storage of the data at any virtual datacenter. Additionally, for the sake of maintaining high availability and data upkeep, 

cloud service providers create duplicate copies of the data. Many legal issues arise as a result. According to laws like the EU Privacy Act, which restricts 

the transfer of home data to foreign data centers. Therefore, the providers must make sure that such data is not sent outside of authorized areas. C. 

Remanence of Data even while recycling data is crucial Once a customer leaves the cloud, there are no established standard clear procedures being 

developed to clear the datacenters. In order to maintain high availability and reliability, providers replicate the customer's data at many locations, yet 

frequently vacant hardware is assigned to new users without performing the appropriate recycling. D. Data Privacy The open nature of the cloud presents a 

significant risk to the privacy and confidentiality of data. Since the users' data is stored in a remote virtual location, there is always a chance of a data 

breach, for which the guilty corporation must pay hefty fines. If private medical records are revealed, it can also have an influence on business and 

personal levels of loss. 

 

3. Analysis 

Cloud Computing Security 

With encryption, policy-based key management, and unique server validation, Trend Micro's SecureCloudTM [1] gives cloud and virtual environments 

the distinguishing feature of data protection and security. It enables the company to function safely with sensitive data in the public cloud using service 

providers like VMware vCloud, Amazon EC2, Dell, Eucalyptus, and NTT America. The following are some of the SecureCloudTM's primary features: 1) 

Modern security methods featuring Federal Information Processing Standard (FIPS) 140-2 [2] certification and Advanced Encryption Standard (AES) 

encryption that has been authorized by FIPS [3]. Real-time encryption and decryption ensure that data at rest remains secure at all times.Encrypts the 

entire volume to safeguard all data, metadata, and related structures while maintaining application functionality.2) Controls for access and authentication 

(a) Role-based management is used to achieve proper job separation. b) either automates virtual machine permission and key release for faster operations 

or requires manual approval for increased security.c) Allows cloud providers to rotate their credentials.Principle-based Key Management a) enforces 

policies based on identity and integrity to guarantee that only authorized virtual machines have access to secure volumes and keys. b) integrates with Deep 

Security Manager to more thoroughly verify the security posture of the environment. c) makes it possible to establish policies to control how and when 

information is accessible. Strengthened Auditing, Reporting, and Alerting Actions in the management console are logged for audit purposes (a). b) 

Provides extensive reporting and alerting capabilities, as well as incident-based and periodic notifications.Users of Trend Micro's SecureCloudTM have 

access to the following features, which help to secure their cloud-based data: A Simple Deployment Through kernel-level encryption and the installation 

of a straightforward agent in the virtual image, SecureCloudTM guarantees that the data stored in the cloud is secure. Since the communication between 

this agent and the SecureCloudTM is safe, all man-in-the-middle attacks to obtain access to the encryption keys are avoided. Consumers in 

SecureCloudTM have exclusive access to the encryption keys and, as a result, complete control over their data.Consumers or Trend Micro are responsible 

for managing encryption keys; cloud providers are not.  

 

This enables cloud users to take advantage of the services offered by the cloud while also maintaining complete control over their data through encryption 

keys. Data in working storage is encrypted thanks to the SecureCloudTM's use of VM-level encryption, which allows for separate encryption keys to be 

utilized for each user's unique data. This reduces the chance that recycled disk blocks will be distributed to other users or that a configuration error will 

violate data privacy. Industry-standard encryption is a third. SecureCloudTM encrypts data using Industry Standard AES, rendering it unusable by 

anybody lacking the encryption keys. SecureCloudTM’s characteristic of encrypting the data allows the consumers to have benefits when changing users 

or ending storage. The storage is secure for the users because any encrypted data that is still present is useless and unrecognisable. As a result, there are 

fewer chances of data theft, exposure to outsiders, etc. D. Granular Control: The user can precisely track which server has access to its encrypted data 

thanks to SecureCloudTM's innovative policy-based key management and safe data access features.TheSecureCloudTM key server must first be verified 

by virtual servers using credentials that have been encrypted in the virtual machine's kernel. The SecureCloudTM key server verifies the data in 
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accordance with the established policies and releases the key to the server when it is determined that the virtual environment is safe. Additionally, it gives 

administrators role-based access with a range of permissions, including audit logging, key access, and full access. E.Users are given access to the control 

data necessary to isolate the physical key storage from the company that provides the cloud infrastructure. This prevents the infrastructure provider from 

having access to the keys and gives consumers complete control so they can switch vendors without experiencing a vendor lock-in issue. Its on-premises 

solution offers more features by enabling the keys to be kept in the custody of SecureCloudTM at all times. Viewing the system configuration settings is 

made possible by SecureCloudTM thanks to the management server's audit trail of significant approvals. It also enables the thorough logging and 

reporting of all activities taken in connection with important approvals. All changes made by the administrator or the system itself are also kept track of 

and recorded. 

 

As cloud users, we cannot guarantee the security of sensitive data. Since there is no way for the cloud provider to completely ensure security, NoSQL 

databases [4] have become a popular option when dealing with massive data sets in such circumstances. Now, big data administrators may take advantage 

of NoSQL's advantages while still exerting some control over who has access to particular cloud data subsets. There are three methods for protecting 

NoSQL data stores: Cell-based access controls for Accumulo [5][19] Amazon DynamoDB [6] [18] and AWS Identity and Access Management (IAM) 

[7][17] are used.policies [8] [10] [11]: The compartment controls and execution privileges of MarkLogic are described. The Accumulo Data Store, 

developed by the NSA and released in 2011, is the first Big Table-based distributed, key-value data storage system.Accumulo is a Hadoop-based Apache 

project that offers extra functionality not included in Big Table, such as cell-based access controls. A visibility attribute on Accumulo keys specifies 

security designations like admin, finance, or management. The set of rows that a user can query, or change is constrained by key-based access controls 

since each key is linked to a single value, which corresponds to a row in a relational table. Then, permissions are granted to users, specifying particular 

security labels that can be coupled in logical expressions to build access controls as required. A manager in the finance division, for instance, would be 

given the "manager" and "finance" identities. B. Amazon DynamoDB [18] Key-value data storage serviceDynamoDB offers both provided IOPS and 

managed scaling. For programmers and application administrators who prefer a hosted service to managing their own NoSQL database [18], Amazon 

DynamoDB is an excellent choice. Administrators must include conditions in an IAM policy to ensure fine-grained access control in Amazon 

DynamoDB. Conditions determine whether certain objects and attributes in the key-value data store are accessible or not. This paradigm restricts access to 

certain values or rows, such as data linked to a specific customer account, allowing customers to see just their own data [13][14][15][16][20][21]. C. 

MarkLogic Document-based NoSQL databases, like MarkLogic, provide the ability to expand role-based access controls by compartmentalizing roles and 

documents. Additionally, MarkLogic offers access control for when operations are carried out. In the database, there is a set of predefined execute 

privileges for data management, security, and other administrative tasks. 

4. Summary 

Despite the many options offered by cloud computing, questions about data security and safety often come up. To reduce this risk, some cloud service 

providers employ encryption, key management, and other strategies. Through its encryption and unique key management, Trend Micro's SecureCloudTM 

enables users to move their data in a virtualized environment without worrying about data security. It safeguards and maintains the user's data, giving 

them the freedom to move across cloud users, have complete control over their data, and choose who gets access. It offers a comprehensive solution for 

protecting data in both private clouds and public infrastructure-as-a-service. NoSQL database policies are used by some businesses and cloud IT 

administrators to safeguard data in the cloud and limit access by using the right queries, rights, and table partitions. For instance, the compartment control 

in MarkLogic, Amazon DynamoDB, and Accumulo's cell-based access controls.As a result, users of the cloud can benefit from those services while still 

having total control over their data thanks to encryption keys. The SecureCloudTM uses VM-level encryption, which enables distinct encryption keys to 

be used for each user's particular data, to encrypt data in working storage. The likelihood that recycled disk blocks will be given to other users or that a 

setup error will compromise data privacy is decreased as a result. The third type of encryption used in business. Data is encrypted by SecureCloudTM 

utilizing Industry Standard AES, making it inaccessible to anybody missing the encryption keys. Data encryption is a feature of SecureCloudTM that 

gives users advantages while switching users or terminating storage. 
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