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ABSTRACT

There are many web vulnerabilities and popular among them is Cross Site Scripting Attacks (XSS). The XSS vulnerability can go to the extent of intruding
on an organization's data via its web application. The activities the hijacker performs during these XSS attacks are accessing user sessions, deleting, adding,
and modifying the data of the websites. Additionally, as they have control over the web pages, they add malicious code to distort the user interface and stop
further business activities. If an organization’s website is providing service across the globe, this would halt all the user transactions for many hours until the
issue is resolved. The attackers would further proceed to access the organization's servers if the situation is not handled to stop the XSS attacks. These real-
time scenarios explain the severity of the XSS attacks. Further implementing solutions to not face further attacks is still continuing. The reason for the quest
to find better solutions is to avoid these XSS attacks, because the hackers are always finding various routes to hack these web applications. However, even
after finding many solutions, these attacks are happening regularly. Hence it is necessary to discover the gap to find an appropriate solution even before any
new XSS attack happens. This paper proposes a methodology to explore these gaps and solutions to an ongoing cross site scripting attacks.
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1. Introduction

Is everyone aware that the web applications you access are vulnerable to Cross Site Scripting (XSS) attacks?[1] Accessing web applications is
an everyday normal activity these days, be it commenting on a food blog or an informational article, banking transactions, subscribing to a knowledge-
based article, interactions on social networking sites, etc.[1]. All the activities performed to call for a dynamic interaction of the web application as user
interaction is a required and frequent activity [1]. Yes, the web applications are vulnerable to Cross Site Scripting (XSS) attacks if the user’s inputs are not
validated properly [1].

Cross-Site Scripting attacks are causing panic in any industry that owns a web application. Even after running as many security scans as
possible within different levels of the industry, including development, quality assurance, user acceptance testers, and IT security personnel. These attacks
are still occurring. Where exactly are we failing to identify a possible firm solution? What precautionary measures are taken, and yet we are allowing
hackers to attack the web application? Are there other factors that are causing the attacks? For example, is it specific to an industry or programming
language? A real-time experience was in the year 2010 when an XSS attack occurred on the security company’s (company’s name intentionally kept
confidential, it is one of the top five security companies) enterprise support web application. Solving the issue and getting the web application to be
accessed globally was a nightmare for this company’s IT professionals. Things didn’t stop here; the team experienced these attacks almost very frequently
(every three months for almost three years) [17]. The severity being enterprise support web application displaying a YouTube video and an animated gif
image or distorting the original webpage.

Around 80% of the web applications in the entire World Wide Web are prone to Cross Site Scripting vulnerability [4]. This vulnerability is
considered a serious and widespread security threat by the World Wide Web security [2, 4]. As this gives a cakewalk to the hackers to access user-
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sensitive information. Researchers claim that the root cause for these vulnerabilities persist in many web applications due to developers’ lack of
experience. Because even after they have proposed multiple solutions to cross-site scripting attacks none have been followed and utilized efficiently [2].
According to the MITRE Common Weakness Enumeration Institute list of Top 25 Most Dangerous Software Errors, XSS ranks number one [2]. Recent
results for topmost vulnerabilities according to the Open Web Application Security Project (OWASP), cross-site scripting attacks ranked second [2].
There are research studies proposing new solutions to developers and administrators by introducing security policies and certificates [3]. Introducing
security-related policies and certificates is a strategy that would help to seamlessly integrate with generic web applications by conveying the SSL and
secure redirect calls [3]. The major concern would be how sincere and dedicated will/have the personnel (developers and administrators) be/been in
following these guidelines [15]. Highly useful policies would at least form a base in helping to overcome these severe attacks.

This research will be very helpful for people who are responsible for building and running a web application, World Wide Web users, and for
web security’s precautionary measures. The results generated from this research will give the complete picture of how the teams building and maintaining
the web applications are well versed and aware of the serious impacts of the cross-site scripting vulnerabilities. The research intends to propose a method
to identify the gap in making attack-free web applications from cross-site scripting. Additionally, explore various measures that are taken to avoid XSS
attacks. Finally propose new solutions/precautionary measures and find a permanent solution.

2. Review of Literature

White Hat Security Company provides a detailed statistics report about web security every year [5, 13, 14,]. Observing the latest statistics report for year
2013, 2014 and 2015. Cross Site scripting ranked number one in 2013 and 2014, in 2015.lts ranking dropped to number three which is a good sign that
industries are taking XSS vulnerability very seriously [5, 13, 14]. In year 2013 and 2014 programming languages like Java, Perl and PHP were the top
three languages which were causing Cross site scripting attacks [5, 13, 14]. 2015 statistics report states that health care industry has the highest attack of
XSS. However, 2013 and 2014 reports show gaming industry to be highest attacked[16].

xHunter tool is specifically designed to find which website URLSs are prone to cross site scripting attacks; this tool would help web application owners to
take precautionary measures [6]. One of the research study proposed defensive mechanism to avoid XSS attacks. As giant companies such as HSBC,
Google search engine, Facebook, Vodafone etc. have come across these attacks mainly due to the lack of user input validations [7]. An algorithm was
implemented by modifying the popular Firefox web browser to track the sensitive information during the XSS attacks. All these tests were conducted in a
test environment, they even tried to protect the information leakage as well [8]. The only concern about this algorithm implementation is there is no
evidence or citation of it being implemented in neither real time web applications nor the author’s state.Although, Firefox Company has agreed to accept
their solution. HTML and JavaScript form the major backbone in causing the XSS attacks [9]. There are many HTML and JavaScript tags the hackers
come up with to attack web applications [10]. As cross site scripting attacks are easy to execute but difficult to prevent and trace, step by step detailed
approach is proposed to avoid the attacks keeping in mind to not distort the user experience [11]. Detecting the flow of sensitive information is tracked
based on the type of XSS attacks. The type of XSS attacks are Reflected Cross-Site Scripting attacks, Stored Cross-Site Scripting attacks, and DOM based
Cross-Site Scripting attacks [11]. The proposed solution in this research is platform independent a well[11].

Developers are blamed for the attacks stating that the coding standards and guidelines are not followed. Is only development phase involved during
software development life cycle? Why other phases of the software development life cycle such as design phase, code review phase, quality testing phase,
and user acceptance testing phase not considered? Why there is no evidence stated as to why the development errors were not caught before the web
application went live? On a different note, statistics report provides very useful information about the very serious vulnerabilities.Yet it does not state the
reason how XSS vulnerability ranked number three in 2015 when compared to 2013 and 2014. With so many tools available to identify XSS vulnerability,
none give details of how successful they in were making the web applications free from these vulnerabilities. Just providing tools to perform security scan
to find these vulnerabilities is not sufficient.

3. Methodology

Design: Case study qualitative research tradition will be used in designing this qualitative study. For this case study users will be provided with Open-
ended survey questions. Participants will be the developers, quality assurance testers, user acceptance testers, IT security specialists, project manager,
project leads.

Sampling: Choosing industries which are affected highly based on the programming languages. To conduct a survey by collecting information from the
department which faced this vulnerability. Category one (500 count) is to collect information from industry’s department which have already had Cross
Site Scripting attacks. Category two (500 count) is to collect information from industry’s department with no Cross Site Scripting attacks till date.

Survey is conducted online and will take not more than ten to fifteen minutes [18]. Personal information collected will be kept confidential. Every
department head will be personally contacted to obtain the details about the team members. Certain deadlines will be given to all the employees to send
the survey answers. Reminders will be sent to both department heads and employees to complete the survey [19]. Anyone who has not submitted the
survey will be contacted and requested to complete the survey.Explaining them the seriousness of the XSS vulnerability issue. Around six months will be
spent in collecting the data.

These are certain questionnaires planned to be asked for the survey [20].Starting from design phase, planning phase will involve discussion about the
security measures to be undertaken? [21]. Regarding development what standards are followed for security measures, in detail report of the security scan
run just after development phase? [22].Was the security scan run for quality assurance testing, user acceptance testing, postproduction deployment?
Reason why this attack(web application which had gone live) was not identified before it went live.Was it a new HTML injection please provide the
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complete details will the HTML injection tag? Were any bugs reported during any phase of software development life cycle? Or was it considered false
positive provide reasons for the same? Was complete fix done for the reported bugs or XSS related vulnerabilities not done? Is it because either
framework or design or user experiencebe interrupted? Please provide complete list of details about all the attacks from the HTML and JavaScript
injection code? Which tools were used till date for scanning XSS vulnerabilities? Are the XSS scanning tools freely available? State the different security
policies your team follows for developing a web application.What are the Different security certificates installed in your web application?

These questionnaires will help us learn how industries with no cross-site scripting attack have implemented the security measures related to XSS
vulnerabilities. In addition to this we will learn how industries with reported XSS attacks have failed to maintain the security standards. It will give us
insight on how the hackers are coming up with new techniques and code injection every time.

The survey or data collection is done through a web page [23]. The data submitted will be stored in PostgreSQL database. After the data is collected SQL
query will be used to generate a report based on certain criteria. Consolidated report will be generated using Microsoft Excel.

Limitations: The accuracy of the information provided by the users is the first limitation identified.In an industry the same employee may not work for
that team for longer period of time. If there are no proper documentations maintained regarding these vulnerability attacks, then new employees joining
the team might not provide accurate information to this survey. Availability of the important participants is another limitation.For examplea participant
was the main person involved in development of web application, and are on medical leave.

4. Summary

There are many research studies conducted so far. Every research provides details about the attack that have happened, and precautionary measurestaken
and implemented.Yet we are still seeing the vulnerability exist after all the solutions, research and security policies provided. None of the authors have
come up in explaining why this issue still exist even after proposing many solutions. There is no evidence as to why a permanent solution has not been
discovered till date. At least a solution so that the similar attacks don’t keep repeating. Consider for example an antivirus software we use in our PC’s, it’s
very simple to understand.If we don’t use this antivirus software our PC’s will be attacked by deadly viruses which can damage our PC. That is the reason
everyone who owns a PC’s will definitely have antivirus software installed. Similarly developing software to bounce back the Cross Site Scripting attacks
will be a very good solution to solve the XSS vulnerability problem. Developing this particular software is only possible only after finding out the possible
gaps related to cross site scripting attacks. In order to find the gap, the proposed study should be implemented according to the details mentioned in the
methodology section.
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