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A B S T R A C T 

COVID-19 has been discovered since 2019. It began in China and expanded over the world; its influence on countries was so severe that it affected the 

economics, politics, and others, as well as the lives of individuals in all facets of life. This illness is spreading so quickly that seven people out of every ten 

have it. To decrease losses in all aspects for the entire world, a device was designed to be inserted in ATMs via the Internet of Things, with the 

recommended approach detecting and preventing COVID-19 spread around ATMs. Picture processing algorithms are used to capture the person's image at 

the ATM, whether he is wearing a mask or not. If the individual is not wearing a mask, the system will enter a state of freeze and they will be unable to 

access it. It makes use of the Raspberry Pi and the Raspberry Pi Camera Module. Biometric sensors can scan the thickness of a person's finger, which is 

typically 4-6 mils thick. When inputting the pin code or using the ATM, the individual should wear gloves, keeping a social distance of about 2 meters (6 

feet) with ATMs that use an ultrasonic sensor.  
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1. Introduction 

The current global crisis, COVID-19, has had such an influence on individuals from all areas of life that we may never return to our prior status [1][2]. Because 

COVID-19 has generated or extended digital technology applications and use cases, this pandemic is acting as a catalyst for digital transformation. It has also 

prompted governments, corporations, and people to rethink their goals, societal/ethical attitudes, and commercial methods. Numerous causes for IoT adoption being 

slower than predicted in various industries have been overcome or eliminated [3] . COVID-19 has resulted in lifestyle changes such as working/studying from home.  

The COVID-19 campaign led in a softened approach on privacy problems, enhanced technical confidence, and a quicker clearance procedure [4][5]. The COVID-19 

pandemic has inspired us to create a system capable of detecting and limiting the transmission of coronavirus at its most basic levels[6][7]. As a result, our primary 

goal is to identify and prevent the transmission of COVID-19 near ATMs, which are regarded as the primary focal point and source of viral dissemination 

throughout the country. As a result, utilizing Image Processing methods, the suggested strategy may identify and avoid COVID-19 spread near ATMs[8]. Whether 

the individual is wearing a mask or not, image processing techniques are utilized to capture his image at the ATM. If the individual is not wearing a mask, the 

system will go into freeze mode and the person will be unable to access it. The Raspberry Pi and Raspberry Pi Camera Module are utilized to do this[8,9,10] . 

Biometric sensors can detect the thickness of a person's finger, which is typically 4-6 mils thick. This indicates that the individual should wear gloves when entering 

the pin code or using the ATM. Maintaining a social distance of roughly 2 meters at ATMs (6 2 feet). ATMs' ultrasonic sensors will monitor the distance between 

people, as ATMs are now thought to be the major source of Coronas virus dissemination. Such preventative methods as IoT-based COVID-19 detection and 

prevention have proliferated around ATM machines. 
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2. Literature Review 

Currently, the majority of individuals withdraw money via ATMs[11][12]. Several ATM thefts have occurred in various places, despite CCTV cameras at the ATM 

facility. As a result, the security system will need to be updated. To create an ATM theft security system that employs creative and effective technology 

[13,14,15,16,17,18,19,20]  to reduce these crimes. This gadget may also detect physical ATM assaults. In our recommended solution, they use a Recognizing Face 

Camera to capture the incoming person's face. Tilt and vibration sensors are used to identify anomalous ATM activity. The job of the Temperature sensor is to 

determine the temperature in the ATM booth [21,22,23,24,25]. The major purpose of this proposed system is to transmit an alarm via social media platforms like 

Facebook, Twitter, and Gmail while utilizing IoT and GSM networks. The thief is rendered unconscious by the application of a liquidator chloroform. This 

technology allows for precise monitoring and control. The ATM system is the most sophisticated networking technology I've come across[26,27,28,29,30]. The 

most difficult task is protecting such a secret system. This system uses Arduino as its controller device, together with sensors that monitor temperature, vibration, 

and tilt, to ensure safety and security against robberies and human manipulation. As a consequence, this approach eliminates the need for continuous human 

monitoring, decreases the storage of unwanted video feed, disseminates only abnormal conditions, and allows a faster response to a danger recognized by the system 

by shutting down the ATM. This approach has been shown to be an efficient and convenient ATM security monitoring solution. As the quantity of electronic 

transactions increases, so does the demand for quick and precise user identification and verification. ATM biometric authentication, which uses fingerprint and facial 

recognition, offers several advantages. The requirement for password PINs is a shortcoming in existing ATM authentication systems. Because PINs are readily 

watched and exploited, our proposed approach would give additional protection for ATMs in order to build security and address these illicit acts. Personal 

Identification Numbers (PINs) are replaced by an OTP created at random and supplied over the Internet of Things. The goal of the initiative is to remove the use of 

ATM cards. The consumer would be able to complete the transaction after biometric and OTP pin authentication. The account will be banned if three incorrect 

attempts are made in a row. This program also covers ATM fraud prevention. If the vibration sensor detects any suspicious activity, the ATM doors close, the 

fainting gas is discharged, and the surrounding neighborhood is informed. This will capture the perpetrator red-handed and prevent fraud. Because of the increase in 

fraudulent activities in card-based systems, this proposed ATM system uses biometric and OTP authentication.  The cardless technique enables for more secure cash 

transactions as compared to a card-based system. Fingerprint and face recognition are examples of biometric authorizations, where each individual's fingerprint is 

uniquely recognizable. The OTP is sent to the connected account holder's cell phone via IoT Services. This technology enables secure ATM cash transactions. The 

vibration detection system's sensors detect the person's suspicious conduct. This strategy aids authorities in apprehending the thief swiftly. The proposed technique is 

a mock-up of an ATM system that might be modified to incorporate money withdrawal capabilities. A prototype device also exhibits the discharge of fainting gas. It 

may give consumers and bank money with safety and security by employing three successive identity verification and security methods.Since the beginning of 2020, 

the COVID-19 outbreak has had an influence on many aspects of our everyday life [31,32]. The majority of current procedures and routines, ranging from 

entertainment and education to healthcare and transportation, have been reconstructed to fulfill COVID-19 safety guidelines, whether indoors or outside[33,34,35]. 

This study looks into how low-cost IoT devices may be used in conjunction with cutting-edge embedded machine learning and blockchain to prevent the coronavirus 

from spreading within. The two essential areas of concentration are contact tracing and air quality control. Prototypes are constructed and demonstrated that use 

RFID for person identification, blockchain for contact tracking records, smartphone applications for notifications, and deep learning-based cough detection on low-

cost IoT sensors[36,37,38,39,40]. The World Health Organization (WHO) COVID-19 pandemic in 2019 has put hundreds of countries at risk. The COVID 19 virus 

has wrecked havoc on nearly every country on the earth, with the Chinese bearing the brunt of the damage. Due to a lack of resources to tackle the COVID 19 

outbreak, the vast majority of these countries were compelled to cut off partially or completely. Social distance is essential to avoid viral infections such as COVID-

19. By avoiding intimate physical contact between people, we reduce the chance of receiving and disseminating the virus in the community. Since the outbreak, 

various research organizations have swiftly capitalized on the pandemic.IoT is a pioneer in this arena, employing a variety of technologies to address this global 

threat. To decrease COVID-19 transmission to others, the IoT system / linked devices/apps are used in early diagnostic procedures, patient monitoring, and post-

patient recovery practice of prescribed protocols in COVID-19. We suggest for an Open CV, Computer Vision, and Deep Learning monitoring system to keep track 

of pathways and decrease congestion. Closed Circuit Television (CCTV) can identify the things, and drones can detect and measure the distance between the 

people[40,41,42,43,44,45,46]. 

3. System design 

There are three inputs, including cameras, a biometric sensor, and an ultrasonic sensor, as well as two output buzzers and an LCD. To begin, the 

Raspberry Pi4 Camera Module 2 can record HD video and still images. It's simple for novices, and it's used in this project to identify whether or not a 

person is wearing a mask . The biometric fingerprint sensor R307 module simplifies the identification and verification of fingerprints. It is also simple to 

link with the Raspberry Pi 4; while entering a PIN, the thickness of a person's finger, which is normally 4-6 millimeters thick, may be examined using 

biometric sensors. It is utilized in this research to determine whether or not the individual is wearing gloves. Third, in this project, the ultrasonic ranging 

HC- SR04 module has a non-contact measuring range of 2cm to 400cm with a ranging precision of 3mm and is utilized to assess the social distance of 

around 6-feet. Fourth, the raspberry pi 4 module B is the system's heart; it is a single computer board the size of a credit card that can do many of the 

operations of a computer, such as gaming, word processing, spreadsheets, and HD video playback. All procedures in this project take place on a Raspberry 

Pi 4. Fifth, there is a 16 x 2 LCD panel that displays a message or data. The Raspberry Pi is presently turned on, and all of the devices may respond to any 

signals coming in or out of it. Picture processing methods at ATM are used to capture an image from the Raspberry Pi camera module. Examine whether 

the individual takes preventative steps. To begin, put on gloves of 4-6 thickness to input the pin code. Second, if the individual is wearing a mask, the Pi 

camera module will determine whether or not the mask is on. Third, the social distance should be at least 2 meters (6 feet). All of these requirements must 

be completed, otherwise the ATM will be locked. To complete the transaction, enter the PIN code into the ATM. Finish the ATM transaction.The 

Raspberry Pi camera v2 module is linked to the Raspberry Pi4 module through the CSI connection, which was designed specifically for attaching cameras 
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to the Raspberry Pi; the CSI bus can handle extremely high data rates. The Raspberry Pi4 is linked to four terminals in ultrasonic sensors. The first is 

VCC, which is attached to pin 2, GND, which is connected to pin 6, and TRIG, which is connected to pin 12. A USB serial converter was used to link the 

R307 optical fingerprint to the Raspberry Pi.The Raspberry Pi camera v2 module is linked to the Raspberry Pi4 module through the CSI connection, 

which was designed specifically for attaching cameras to the Raspberry Pi; the CSI bus can handle extremely high data rates. The Raspberry Pi4 is linked 

to four terminals in ultrasonic sensors. The first is VCC, which is attached to pin 2, GND, which is connected to pin 6, and TRIG, which is connected to 

pin 12. A USB serial converter was used to link the R307 optical fingerprint to the Raspberry Pi. 

 

 

 

 
Figure 1 Proposed system block diagram 
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