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ABSTRACT 

In this paper we are analysis the comparative studies of digital voting system which support the voter authentication in the various election system and 

decrease the causes of the wrong authentication and reflection in the political environment.  

 We are also reviewing the different Authentication areas which are affected in the digital voting with the success /failure environment. Also observed 

the multilevel factor impact for develop in the digital voting system with respective security for future enhancement  

 Now day authentications are new challenges of the voters and make to right for voting. Digital voting has great potential to decrease election costs and 

increase voter authentication and performance. It eliminates the need to paper print ballot Papers or open polling stations voters can vote from wherever 

there is an Internet connection. Despite these benefits, online voting solutions are viewed with a great deal of caution because they introduce new 

threats. A single vulnerability can lead to large-scale manipulations of votes. Electronic voting systems must be legitimate, accurate, safe, and 

convenient when used for elections. Nonetheless, adoption may be limited by potential problems associated with digital voting systems. 

1. INTRODUCTION 

 Digital voting mainly is used because of their end-to-end verification should be improve due to duplication authentication. This technology is a 

beautiful replacement for traditional electronic voting solutions with distributed, non-repudiation, and security protection characteristics. The main goal 

of this analysis was to examine the current status of digital voting system with multilevel authentication for the implementation the system with review 

of the Indian society and their user performance for adapted the better system. Digital voting systems and any related difficulties to predict for future 

developments.  This study provides a conceptual description of the electronic voting application and an introduction to the fundamental structure and 

characteristics of the digital voting. On the other hand, the most often mentioned issues and challenges in digital voting system with privacy protection 

and transaction speed performance. Digital voting system, the security and authentication improve the voter with respective the election valuable result  

2. TRADITIONAL VOTING SYSTEM  

Most traditional election systems are far from ideal. They tend to rely on a number of trusted parties who have the ability to conspire to change 

the outcome of the election or reveal the way particular voters voted. These systems generally work because most of the trust ed parties are either 

trustworthy or have little trust in each other, and thus no conspiracy takes place. 
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Traditional Voting System. 

The voting systems used for national elections in the United States are generally designed to satisfy all of the core properties to some degree. However, 

there is no official set of criteria which voting systems throughout the U.S. are required to satisfy. In most systems there are opportunities for votes to 

be changed, lost, or incorrectly recorded during the counting process. Although inaccurate tallies may be the result of fraud, all documented 

inaccuracies in computerized vote tallying have been the result of problems with or misuse of the voting equipment or software. For example, a 1984 

Carroll County, Maryland school board election was incorrectly tallied by a computerized tallying system after an election administrator accidently 

installed the wrong utility program for reading ballot cards. The use of absentee ballots gives national elections the mobility property, allowing voters 

to cast their votes from almost anywhere they want. However, absentee ballot systems tend to reduce privacy further and increase the opportunity for 

ballots to be changed or lost. Despite these procedural shortcomings, it would be difficult for a national election to be thrown because of the large 

number of precincts and the diversity of voting systems used. In addition, vote buying is probably rare because it is nearly impossible for a voter to 

prove how he or she voted after leaving the polling booth. (However, vote buying can occur easily when absentee ballots are u sed.) 

The systems used for national elections are usually also used for local elections in the United States. However, when used for local elections these 

systems are more likely to be abused because a relatively small number of precincts contribute to the final vote tally. With over 10,000 election officials 

participating in U.S. national elections, widespread fraud or negligence is not likely to go undetected. Large professional, social, and special interest 

organizations tend to hold their elections through mail-in balloting. These systems allow voters to cast their votes from virtually any location; however, 

they often sacrifice accuracy and privacy. This method usually works because organizations that use this system tend not to hold highly controversial 

elections. In addition, they often hire a disinterested party to run their elections. 

Many states also use mail-in balloting for some elections, especially in small precincts. Generally voters are asked to submit their ballots in double 

envelopes to protect their privacy. Probably the largest organization to use mail-in balloting to date is the Teamsters. In 1988 the Teamsters sent mail 

ballots to 1.5 million members. According to Teamsters election officers, the only problems encountered were a few attempts to vote multiple times or 

intimidate voters. Nonetheless, many people are still skeptical about the security of mail-in balloting. The California and Kansas Supreme Courts have 

both ruled on cases involving mail-in balloting. In both cases the courts refused to strike down laws allowing mail-in balloting, despite the Kansas court 

acknowledging that ``vote by mail increases the potential for compromise of secrecy and opportunity for fraud''.  

Most traditional election systems can be verified only by party representatives or trusted third parties. It is generally not possible for voters to verify 

that individual votes were counted correctly. In addition, while the verification process can often detect procedural problems and large discrepancies 

between the final tally and the number of voters who visited the polls, it usually cannot correct inaccuracies. 

The traditional voting system has cost a lot of money and resources and the process of applying modern technologies has created the voting system easy 

and inexpensive method. 

3. DIGITAL VOTING SYSTEM  

Digital voting is often seen as a tool for making the electoral process more efficient and for increasing trust in its management. Properly 

implemented, e-voting solutions can increase the security of the ballot, speed up the processing of results and make voting easier. However, the 

challenges are considerable. If not carefully planned and designed, e-voting can undermine the confidence in the whole electoral process. This policy 

paper outlines contextual factors that can influence the success of e-voting solutions and highlights the importance of taking these fully into account 

before choosing to introduce new voting technologies. 

As the world we witness the transformation of technology on how to conduct normal election in a traditional way. Digitalization allow the people to 

convert to the technologies and to improve the cost and time complexity. 

E-voting and I-voting is something wonderful to be enable to use computers to cast and count vote securely, to be enable to vote over the internet with 

all the convinces the technology brings perhaps we could reduce cost and increase participation. At the same time e-voting raise one of the most 
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difficult challenges in the field of computer security and is a motivating problem for advances of all kind of cryptography, system construction and 

usability. E-voting and I-voting is a core security problem because of its usual requirements. We need two things in securing e voting and I-voting 

systems above all and one of them is integrity and by integrity means the outcome of the election match the voters intend, and the election votes are 

counted as cast, Secondly Ballot Secrecy which means no body can figure out how you voted. The design of the voting framework must adopt the 

protocol that will protects the integrity, generality, equality, freedom, secrecy and fairness of the election process to become feasible . 

The reason why these are more complicated than other problems that we routinely solve are banking online, making purchases in electronic commerce. 

We also have this requirement for ballot secrecy, that the secret ballot is one of the most important technological advances in the history of election 

technology. The secret ballot is the thing that protects you for been coercive to voting a certain way and to protect you from selling your ballot, the 

secret ballot says no one can figure out how you voted and even if you try to prove it to them how you voted. This is what we want to protect people of 

been coercive and prevent them from selling their ballot. 

The reason e-voting and I-voting has been a difficult problem, it’s largely of these two properties integrity and ballot secrecy. Things we do to increase 

integrity as we do in e-commerce, to send people a receipt or a bank statement or to do accounting where money goes in / out and is total. These things 

are very much difficult or impossible to implement when we want to maintain a secret ballot and a strong framework at the same time, we want to 

preserve integrity so we need very different mechanism’s to achieve e-voting and I-voting system that provides these critical properties and these does 

not stop people and countries from building electronic voting or internet voting systems. 

With the R&D projects primarily focused on technological aspects. Several voting election schemes have been proposed in the last twenty years but 

overall the chosen technical solutions for internet voting seem rather similar. All of the protocols use cryptography and, so far, none of the protocols has 

managed to satisfy all of the properties which should make e-voting as secure as traditional voting systems  

4. ADVATAGE OF DIGITAL VOTING SYSTEM 

In the digital voting system multiple benefit as compare to tradition system  

 Faster vote count and tabulation. 

 More accurate results as human error is excluded. 

 Efficient handling of complicated electoral systems formulae that require laborious counting procedures. 

 Improved presentation of complicated ballot papers.  

 Increased convenience for voters.  

 Potentially increased participation and turnout, particularly with the use of Internet voting.  

 More attuned to the needs of an increasingly mobile society.  

 Prevention of fraud in polling stations and during the transmission and tabulation of results by reducing human intervention. 

 Increased accessibility, for example by audio ballot papers for blind voters, with Internet voting as well for housebound voters and voters 

from abroad. • Possibility of multilingual user interfaces that can serve a multilingual electorate better than paper ballots. 

 Reduction of spoilt ballot papers as voting systems can warn voters about any invalid votes (although consideration should be given to 

ensuring that voters are able to cast a blank vote should they so choose). 

 Potential long-term cost savings through savings in poll worker time, and reduced costs for the production and distribution of ballot papers. 

 Cost savings by using Internet voting: global reach with very little logistical overhead. No shipment costs, no delays in sending out material 

and receiving it back.  

 Compared to postal voting, Internet voting can reduce the incidence of vote-selling and family voting by allowing multiple voting where 

only the last vote counts and prevent manipulation with mail-in deadlines through direct control of voting times. 

 

5. DISADVATAGE OF DIGITAL VOTING SYSTEM 

 Lack of transparency.  

 Limited openness and understanding of the system for non-experts.  

 Lack of agreed standards for e-voting systems. 

 System certification required, but no widely agreed standards for certification. 

 Potential violation of the secrecy of the vote, especially in systems that perform both voter authentication and vote casting.  

 Risk of manipulation by insiders with privileged access to the system or by hackers from outside.  

 Possibility of fraud through large-scale manipulation by a small group of insiders. 
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 Increased costs for both purchasing and maintaining e-voting systems. 

 Increased infrastructure and environmental requirements, for example, with regard to power supply, communication technology, 

temperature, humidity.  

 Increased security requirements for protecting the voting system during and between elections including during transport, storage and 

maintenance. 

 Reduced level of control by the election administration because of high vendor- and/or technology dependence.  

 Limited recount possibilities. 

 Need for additional voter education campaigns.  

 Possible conflict with the existing legal framework. 

 Possible lack of public trust in e-voting-based elections as a result of the weaknesses above 

6. DIGITAL VOTING SYSTEMS WITH OR WITHOUT VOTER AUTHENTICATION  

 
Some e-voting systems are only used for casting the vote and voter authentication remains manual; others contain an additional module for 

authenticating voters based on an electronic poll book or electoral register. All Internet voting systems, and some voting machines in polling stations, 

contain an authentication module. A voting system that performs both functions—voter identification and the casting of the ballot—is inherently open 

to criticism and potentially to malpractice. Even when the two functions are kept rigidly separate, there may be a possibility for inside operators to 

cross-check the two data sets. This possibility requires the establishment of specific technical and procedural security measures to guarantee that these 

two sets of information cannot be linked under any circumstances. The secrecy of the vote relies on these measures and it is important that they can be 

clearly communicated and demonstrated to interested stakeholders.  

7. DIGITAL VOTING SYSTEM WITH AUTHENTICATION  

 

 
  

8. MULTI-FACTOR AUTHENTICATION (MFA) 

As the name suggests, Multi-Factor Authentication involves at least two different kinds of authentication factors to elevate security levels. Unlike 

Two-Factor Authentication that is limited to two factors only, MFA use cases can involve three or more of them. This kind of authentication is now 

considered to be a key component of any modern Identity and Access Management (IAM) protocol.  The typical Multi-Factor Authentication scenario 

involves the use of a password, after which the user is sent a verification code to the personal Smartphone. The latter can be replaced by biometric 

techniques like fingerprint scans or voice authentication. Vendors opting for MFA need to look out for false positives and network outages, which can 

become big problems while scaling up fast 

1) BIOMETRIC AUTHENTICATION  
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Biometric authentication 

Biometric authentication is gaining popularity due to the ease of use and customer satisfaction benefits. The user simply doesn’t have to 

remember or reset anything when it comes to this type of authentication. Common biometric devices include fingerprint scanners and facial 

recognition modules, both of which are commonly available on smart phones and tablets today. 

What goes on under the hood with this authentication type?  

A sample of the fingerprint or iris/face scan is stored in a dedicated database to compare it with the user’s input on-demand. However, smart 

phones aside, biometric authentication requires an initial investment in endpoint hardware. More importantly, vendors need to make it sensitive 

enough to minimize false-positives, while keeping it user-friendly and minimizing friction-related churn. 

 

2) TOKEN BASED AUTHENTICATION 

Token-Based Authentication is a commonly used methodology where the user is issued a unique token upon being verified. With this unique 

token, the user can then access the relevant service. This privilege is active till the token expires. The user doesn’t have to use passwords or other 

credentials during this period. JSON Web Token is a commonly used Token-Based Authentication standard today.  

 

 

Token Based Authentication 

Tokens are being used extensively in multiple scenarios today since they are stateless entities, with all authentication-related information baked 

into them. There is also the option to separate token generation from token verification, which gives vendors added flexibility. Token-Based 

Authentication allows full control over the token payloads for fine-grained access control at all times. 

3) CERTIFICATE BASED AUTHENTICATION 

Certificate-Based Authentication is a protocol that promotes the use of digital certificates to get the job done. These certificates can be used 

to identify and verify the user or end-device, before granting access permissions. This authentication methodology, which also works seamlessly 

with Internet of Things (IoT) devices, is commonly used with passwords and usernames. 
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Certificate Based Authentication 

 

One of the biggest advantages of Certificate-Based Authentication is it’s ease of use from the admin’s side. No hardware is required, with all 

digital certificates being stored locally on the relevant device. Issuing, renewing, modifying, and revoking them also becomes very easy. Users 

also like this kind of authentication, as it requires no further action once the digital certificate has been issued.  

4) PASSWORD BASED AUTHENTICATION  

We can’t wrap up this list without mentioning the proven and tested Password Authentication, which is still being used by thousands of 

organizations worldwide. But it’s pretty clear that this methodology is getting outdated. Just like Biometric Authentication,  vendors need to 

enforce complex password implementation, while also making sure that there is minimal friction for the end-user. 

The way Password Authentication works is pretty straightforward, as shown in the diagram above. Firstly, the user inputs his name and password, 

which are sent via the internet to the Directory Server (DS). If the name binds with the Distinguished Name (DN) and there is a password match, 

the server decides to authenticate the request and lets the user access the resource for a predefined amount of time.  

 
 

Password Based Authentication 

Multilevel Authentication For Voting System 
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9. CONCLUSION AND FUTURE WORK  

Digital voting has been used in varying forms since 1970s basic benefits traditional systems such as increased efficiency and reduced errors. With 

the extraordinary growth in the use of multilevel authentication technologies, a number of initiatives have been made to explore the feasibility of using 

authentication to aid an effective solution of digital voting. This paper has presented the comparative studies of the traditional voting system and digital 

voting system. Also observe the increase the performance of the authentication for perfection in the voter rights which is impacted the person selected 

in the respective position. 

Digital voting with multilevel authentication leverages benefits such as cryptographic foundations and transparency to achieve an effective solution of 

digital voting. The proposed approach has been implemented with multilevel and in depth evaluation of approach highlights its effectiveness with 

respect to achieving fundamental requirements for an digital voting system.  

In continuation of this work, we are focused at improving the technology to ‘Multilevel authentication /composite authentication problem which will 

translate as ‘authentication for digital voting systems.  

We are also improve the multilevel authentication application with help of the technologies and proceed for improving security  
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