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A B S T R A C T 

Electronic Health Records (EHRs) are digitally stored health information electronically . EHRs are commonly shared between health partners and 

power outages, data misuse, and scarcity .The path to privacy, security, and audit. Blockchain, on the other hand, is a twentieth revolutionary 

invention Provides a distributed and decentralized system for communication between nodes in the list of networks Without federal authority. It 

addresses the limitations of EHR management and provides a secure, secure, And the decentralized environment for the exchange of EHR data. 

Three types of blockchain-based potential Solutions have been proposed by researchers to handle EHRs. EHRs: Ideological, exemplary and 

implemented. This review focuses on a systematic literature review (SLR) and analyzes submitted articles Theoretical or implemented to manage 

EHRs using blockchain. SLR finds that blockchain technology guarantees decentralization, security and privacy Traditional EHRs are often absent. 
Furthermore, the results obtained from extensive studies will provide the possibility Researchers with blockchain type for future research. Finally, 

future research directions, in the end, Direct enthusiasm for incorporating new blockchain-based systems to properly manage EHRs.  

 

 

. 

1.INTRODUCTION 

One of the most common forms of data reduction processes works by comparing data fragments to find duplicates. To make that happen, an identification 

is assigned to each piece of data, which is computed by software that typically uses cryptographic hash functions. In many processes, Although this may 

not be true in all cases due to the pigeonhole principle, it is assumed that if the identification is identical, the data will be identical; Other processes do not 

assume that two data sets with the same identifier are identical, but check that the data with the same identifier is actually identical. If the software 

assumes that the given identity already exists in the deductible namespace or actually verifies the identity of the two batch of data, it will replace that 

duplicate piece with a link. Once the data has been copied and re-read the file, wherever a link is located, the system simply replaces that link with the 

specified piece of data. The detection process should be transparent to end users and applications. Storage-based data reduction reduces the amount of 

storage required for a given set of files. This can be very useful in applications where multiple copies of identical or identical data are stored on the same 

disk - a surprisingly common situation. In the case of data backups that are routinely made to protect against data loss, most of the data in a given backup 

will remain unchanged from the previous backup. General backup systems try to use this by avoiding unchanged files or saving & nbsp differences 
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between files. However, no approach likes all redundancies. Hard linking does not help large files that have only been converted in small ways, such as 

the email database; Differences should only be found in redundancies in subsequent versions of a file, and the logo image should be removed and re-

inserted into a section or multiple documents.  

2.METHODOLOGY 

Step 1:The health system provides services to a patient and stores patient data (physician Write a note on an existing health information technology system 

or a pharmacist may prescribe medication. Later, the Data fields and the patient's public ID are redirected to the blockchain via APIs. 

 

Step 2:Transaction completed and uniquely identified: Each transaction is encrypted and gives an identifier stored in the blockchain Patient's public 

(unidentifiable) ID. 

 

Step 3: Healthcare companies and organizations may request blockchain directly: To request data, healthcare organizations and organizations submit and 

use their queries through APIs 

 

Step 4:Patient's public ID in blockchain to retrieve encrypted data. Patient information is like that 

(E.g. age, gender, disease, physician) can now view and analyze to find new insights. 

 

Step 5:Patients can specifically authorize any individual to access their medical information: The patient’s private key links their identity to blockchain 

data. This private key can be shared with health organizations, which can use it to decrypt the patient’s data. Thus, data remains unidentifiable to those 

without the key. 

 

 

3.MODELING AND ANALYSIS 

 

 

 

Figure1: Data Flow. 

 

 

4.RESULTS AND DISCUSSION  

 

Testing a decentralized system (as well as any system with different autonomy Components) is a challenging task for a number of reasons: it takes time 

and attention to come up with components and start on different machines; When Death Penalty, Communication links may be broken; Different areas 

may present failures Only with a specific sequence of functions, it often happens when something fails It is necessary to analyze the history and 

connections of all the components connected. In particular, it tests the performance and security of the blockchain network .The literature presents 
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additional challenges as we discuss the delegate Indicators and test kits are still incubating. Literary approach Security is generally based on modeling, , 

Belief assumptions and theoretical evaluations because test verification is not always complete .On the other hand, performance analysis creates new 

challenges because it is necessary to write test cases that reach all the components and recreate the real situation .Where all the components are placed 

under pressure. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Throughput and latencies, write operations, normal scenario. 

 

 

5.CONCLUSION 

 

In this article we will discuss how to use blockchain technology to handle EHR (Electronic Health) and we propose an architecture that can be used to 

improve the current EHR .The challenges behind its widespread adoption. We chose the Ethereum framework to enable Ledger Proposed views. From 

these studies, it is clear that the medical record is high .A detailed record of a person's identity must be kept and handled in a secure manner. Because 

Blockchain cannot change or delete encrypted information, It is full integrity and commitment Protection from the first day of using medical records. 

Therefore, to enable reliable access to medical data, Patients will be at the center of their health care data and may have any access or withdrawal The 

other company that needs access to their information. Blockchain and distributed infrastructure .Technology is one of the most exciting developments in 

the field of healthcare. It has to be a part of it Strategic design for business process modernization of a company concerned about issues Security, mobility 

and privacy. Therefore, medical information covers medicine Records, pictures, documents and laboratory reports that require considerable storage 

space. Ideally, every member included in the chain should have a complete copy of the entire medicine The record of each individual and this amount may 

exceed the storage capacity of the current Blockchain technology. 
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