International Journal of Research Publication and Reviews, Vol 3, no 5, pp 2990-2995, May 2022

International Journal of Research Publication and Reviews

Journal homepage: www.ijrpr.com ISSN 2582-7421

WWW.IJRPR.COM

PRIVACY AND SAFETY MANAGEMENT FOR CASHLESS SOCIETY IN
DIGITAL ERA

D. Vikast, G. Ujwal', M. Vamshi!, M.Akshaya?!, Mr. A. Venkatrami Reddy?

UG Students, Department of Information Technology, Malla Reddy Engineering College, Hyderabad , India.
2Professor, Department of Information Technology, Malla Reddy Engineering College, Hyderabad , India.

ABSTRACT

A cashless society is an economic state which handles financial transactions not in the form of traditional mediums of currency, such as cash or coins,
but by transferring digital data (usually by electronic means, such as credit cards and mobile data) between participating parties. Participants of a
cashless society must Figure out a way to protect their transaction data, acknowledging the risks of organizations collecting mass amounts of said data,
which result in a reduction of personal privacy. Balancing individual privacy with data security is vital in the information age, especially considering
the increasing risk of data breaches and exploitation. In order to increase privacy in a cashless society, a few courses of action can be combined to
produce a lasting and desirable result for users: A new kind of banking service that assigns randomized numbers to credit cards, the use of blockchain
to monitor all transactions from individuals, and a campaign to educate and inform key stakeholders about security and privacy risks to provide the
necessary tools and background knowledge to safeguard their own information before interaction with a foreign entity or other third parties i.e. cyber
security departments, IT technicians, etc. Blockchain and card number randomization are both susceptible to zero-day errors, bugs, and varied levels of
social acceptance. This preliminary research draws on a systems analysis of cashless systems to identify and analyze a set of social and technical
solutions to support a robust cashless system that protects users’ privacy and maintains the security of the system. The information found and analyzed
will be beneficial by exposing weak points in current methods of data integrity and security. Learning about current and future methods of managing
privacy and data security in the technological age would be helpful in creating preventative counter measures.

Index Terms: Cashless economy, e-banking, card swipe, digital money, plastic money, transparency and digital transaction.

1. INTRODUCTION

India is an enthusiastic effort to move towards a cashless transaction economy by minimizing the use of corporal cash. Digitalization is a process
which may help the economy towards a cashless society. The trend towards use of non-cash transactions and settlement began in daily life during the
1990’s, when electronic banking became popular. By the 2010’s digital payment method where widespread in many countries with examples including
intermediaries such as PayPal, digital wallet systems operated by companies like apple, contract less and NFC payments by electronic card or smart
phone and electronic bills and banking, all in wide spread use. By the 2010’s cash had become actively disfavored in some kinds of transaction which
would historically have been very ordinary to pay with physical tender and larger cash amounts where in some situations treated with suspicion, due to
its versatility and ease of use in money laundering and financing of terrorism and actively prohibited by some suppliers and retailers, to the point of
coining the expression of a “war on cash”. By 2016 in the United Kingdom it was reported in 1 in seven people no longer carries or use cash. The 2016
United States user consumer survey study claims that 75% or respondents preferred a credit or debit card as their payment method while only 11% of
respondents preferred cash. By 2017, digital payment methods such as Venmo and square contribute to cashless transaction. Venmo allows individual
to make direct payment to other individual without having cash accessible. Square is an innovation that allows primarily small business to receive
payments from their clients.

2. LITERATURE SURVEY

Many empirical studies have been conducted on the project of “CASHLESS ECONOMY” in India and Abroad. The major emphasis of research
has been on various issues like frauds, security, usage patterns, new method of e-payment, etc. The previous work done on cashless economy needs
perusal. It has been reviewed to indicate in a general way the type of work done in this project in India. It is expected that the critical examination of the
studies would give focus to our problem and help to indicate the areas which have remained neglected at the hand of the researches. From the review of
literature, it was found that hardly there was a study which examines the perception of both users and traders on the usage of cashless transaction. Also
many studies concentrated on individual cards, for instance, debit or credit card and neglected the joint effect and new innovative cards like smart card,
charge card and check card. WORTHINGTON (1995), “THE CASHLESS SOCIETY” paper describes the cashless society, where clumsy-to handle
points and notes are replaced by efficient electronic payments initiated by various types of plastic cards is a boom for the 21st century. Some of the
interested parties stand to gain more than others if the cashless society become a reality. Paper outlines the rationale of those who are keen to promote
the cashless society and the implications for marketers charged with winning consumer acceptance for payment by plastic card. The plastic card
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payment product is analyzed under the three headings of pay later, pay now and pay before and a view is offered as to the future prospects for each type
of plastic card in contributing to the development of the cashless society. Mandeep Kaur And Kamaldeep Kaur (2008), Development Of Plastic Cards
Market; past, present and future scenario in Indian banks found that plastic money in the form of cards has been actively introduced by banks in India in
1990’s. But it was not very popular among Indian consumer at the time of its introduction. The change in demographic features of consumers in terms
of their income, marital status, education level, etc. and up gradation of technology and its awareness bought the relevant changes in consumer
preference. Bansi Patel And Urvi Amin (2012) in their research paper “plastic money: Road way towards cashless society” discussed that now a days in
any transaction plastic money becomes inevitable part of the transaction and with it life becomes more easy and development to take better place and
along with the plastic money it becomes possible that control the money laundry and effective utilization of financial system would become possible
with would also helpful for tax legislation.

3.
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Fig 1: Non-randomized vs Randomized

A. The Collection of Data

A system is composed of elements, interconnections of the elements, and a function or purpose [4]. A cashless society is a sy stem composed
of entities such as standard users, governments, and banks. A cashless system provides a means of digital currency exchange. Privacy and security
concerns within a cashless system are abundant and must be addressed. A. The Collection of Data In a completely cashless society, and in today’s
age, every transaction one makes on their credit card is kept in the corresponding retailer’s database. The information collected from customer
transactions are used for accounting and tax purposes by all businesses, but many of them collect mass data about people. For example, when a
person buys some product from Target, the store keeps a record of what that card has purchased [5]. This record is linked to that specific card and
whatever other information Target can gather about that customer. As a result, people are unknowingly being exploited for the information they
may not realize they are giving out. The desired level of privacy would include a user to avoid having their transactions be collected and
unethically used by businesses and corporations. Any kind of obtainable data can be stored and sold if the quantity and quality of data is useful for
business or government applications. Data brokers collect and sell personal information about people. This information is often collected about
people without their knowledge nor explicit consent [5]. In this day and age, it’s difficult to prevent data brokers from gaining information about
individuals. Almost everything people do is tracked in some way and used for another purpose. People can view this as an invasion of privacy. It
is important to note that our daily lives are becoming less private.

B. Solution Analysis
i)  Randomized Credit Card Numbers

In order to prevent stores and businesses from collecting information about their customers, randomized card numbers can be used. If a
customer using the randomized card system purchases groceries from a store, the items bought will be linked to a certain card number. If the
customer with the same card returns to the same store on another day, the purchase will be linked to a different card number than the previous
day. Figure 1 depicts the difference between using a standard credit card and a randomized card, in relation to a store’s database. The database
saves the real card number for standard credit cards, and a different number for the randomized one.

ii)  Blockchain

Another system that all levels of government will need to set in place will be a nationalized blockchain network, which will handle tracking
transactions in a secure and private manner. According to Melanie Swan’s Blockchain: Blueprint for a New Economy, blockchain operates as a
public ledgerof all transactions [8]. The blockchain will have complete information related to each transaction and the data of each person
involved in said transaction. Such technology is more secure than other record-keeping systems. Blockchain’s ability to track in realtime allows
for the elimination of error handling, which also allows for improved traceability. Such a feat would first need to be built by the collective efforts
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of developers, engineers and designers. Regulations and operators/maintainers can be established through lawmakers initially passing laws that
address who will be operating and maintaining the secure blockchain network and moving the financial aspects of life to the network.

C. Algorithm

Merkle tree is a fundamental part of blockchain technology. It is a mathematical data structure composed of hashes of different blocks of
data, and which serves as a summary of all the transactions in a block. It also allows for efficient and secure verification of content in a large body
of data. It also helps to verify the consistency and content of the data. Both Bitcoin and Ethereum use Merkle Trees structure. Merkle Tree is also
known as Hash Tree. The concept of Merkle Tree is named after Ralph Merkle, who patented the idea in 1979. Fundamentally, it is a data
structure tree in which every leaf node labelled with the hash of a data block, and the non-leaf node labelled with the cryptographic hash of the
labels of its child nodes. The leaf nodes are the lowest node in the tree.

How do Merkle trees work?

i) A Merkle tree stores all the transactions in a block by producing a digital fingerprint of the entire set of transactions. It allows the user to
verify whether a transaction can be included in a block or not.

ii)  Merkle trees are created by repeatedly calculating hashing pairs of nodes until there is only one hash left. This hash is called the Merkle
Root, or the Root Hash. The Merkle Trees are constructed in a bottom-up approach.

Every leaf node is a hash of transactional data, and the non-leaf node is a hash of its previous hashes. Merkle trees are in a binary tree, so it requires an
even number of leaf nodes. If there is an odd number of transactions, the last hash will be duplicated once to create an even number of leaf nodes.
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Fig 6: the Block Header of Merkle Tree

The Merkle Tree maintains the integrity of the data. If any single detail of transactions or order of the transaction's changes, then these changes
reflected in the hash of that transaction. This change would cascade up the Merkle Tree to the Merkle Root, changing the value of the Merkle root and
thus invalidating the block. So everyone can see that Merkle tree allows for a quick and simple test of whether a specific transaction is included in the
set or not.

4. RESULT ANALYSIS
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Fig 7: Bank Admin login where admin has to login if he is an existing user else he need to register as a new user.
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Fig 9: all user’s credit card details and their transaction bills(tracking).
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Fig-10: Details about the authorized users.
B [ EcwUnilaan s | 4 - hl x
< T I R SRR e S S S T
=
Welcome To E-Commerce User Login Menu
Salest E-Gzmmeee S T
P
m@ Zoupesemny el ewm 2%

E-commerce User login where user has to login if he is an existing user using the credentials else he need to register as a new user.
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Fig 12: e-commerce menu where we can find different options like purchasing products, fraud detections, normal and abnormal users.
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Fig 13: User login where user has to login with his credentials if he is an existing user else he need to register as a new user..
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Fig 14: User Menu where we can find different options like my profile, bank details, requesting credit card, viewing transactions.

Bank Admin vasu's Profile.. Menu
.

Fig 15: example for bank admin user’s profile.
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5. CONCLUSION

We have provided an overview of the credit card processing mechanism and some insight into the real-time online credit card processing systems.
Critical factors such as cost, complexity, and security associated with the implementation and maintenance of such systems are also discussed. No
matter what method of payment processing mechanism is considered, an online merchant must realize that real -time payment processing can be highly
complex there is no one size-fits-all solution for all merchants. Whatever payment software is chosen, it needs to be integrated with the e-commerce
system, unless one can purchase an integrated e-commerce and payment system. Furthermore, choosing the right payment gateway-provider can relieve
a lot of headache of handling payments and interacting with other parties of e-business processes. A payment gateway must support all aspects of
payment processing — authorization, capture of funds, refunds, and reports. Products offered by selected vendors should be compared according to the
factors such as complexity of the system and software, implementation time and cost, software cost and maintenance fees, transaction costs, and
security features for consumers and merchants.
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