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ABSTRACT

When users input their passwords in a public place, they may be at risk of attackers stealing their password. In this modern, technological age, the
internet has been accepted by the masses. And with it, the danger of malicious attacks by cybercriminals or hackers have increased. These attacks are
done via Malware, and have resulted in billions of dollars of financial damage. This makes the prevention of malicious attacks an essential part of the
battle against cybercrime. In this paper we applying machine learning algorithms to predict the malware we use supervised machine learning algorithms
to predict the malware. In this we use support vector machine algorithm. SVM is basically classification algorithm. We have collected a publicly
available dataset on kaggle website. The entire project is divided into two parts training and testing.
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1. INTRODUCTION

Malware is software created to infect the machine. It can affect the computer without knowing it to user. The main reason of a malware could
include accessing private networks, stealing sensitive information,taking over the computer system to make a use of it and disturb the whole
communication things.It is a software that injected in such a way that and most of them have ability to spread itself,remain undetectable and due to this
there is change in system or damage or system is infested.common types of malware includes worms,adware ,spyware, Trojan or Trojan horse
prevention of malicious attacks an essential

part of the battle against cybecrime we are applying machine learning algorithms to predict the malware infection rates for these its features. For
classification purposes we use Support Vector Machine algorithm(SVM). It is done by taking into account the different properties of the machines,
especially ones related to the machine’s malware protection status, and user habits.

2.  IMPLEMENTATION

A. DFD DIAGRAMS:

URL = i URL
— URL
Input Data rocessing Output

Data Flow Diagram of Level O



International Journal of Research Publication and Reviews, Vol 3, no 5, pp 2958-2961, May 2022

2959

NO

EDIT

b
URL
Input —_— Data Processing
2
e
Feature Extraction Data Set

!

3

Output

FIG. DATAFLOW DIAGRAM LEVEL 1

B. TRAINING:

In training session we take input as url’s from kaggle website and upload it for data processing then on basis of some parametres we classify

them and we extract the features of all of them. We get output by doing all this steps.
C. PARAMETERS OF CLASSIFICATION:

1) Ranking

2) islp

3) valid

4) Active duration

5) Urllen

6) Havedash

7 Domain legnth
D. INPUT DATASET:
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3. TESTING
For testing purposes we created a GUI where we can test the all acitive url’s.

OUTPUT 1: MALWARE DETECTED IN GIVEN URL:

Malware URL Detection Using ML

~Malware Url

www.voting-yahoo.com

Test |

FIG. MALWARE DETECTION SYSTEM

OUTPUT 2: MALWARE NOT DETECTED IN GIVEN URL:

Malware URL Detection Using ML

Malware Url

com/tutorials/Ruby-on-Rails/1|

Test |

FIG. MALWARE DETECTION SYSTEM
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4. CONCLUSION

Using this malware detection system we definitely know that which website is safe and which is not safe to open. Using this system we avoid

millions of financial damage also avoid taking over computer system also stealing sensitive information. It has a great potential to be implemented in
future.
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