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A B S T R A C T 

Blowfish Encryption is best suitable for the dynamic networks like Internet of Things (IoT) because Blowfish Encryption is reconfigurable, hence 

this work is a design of implement the Area and Speed efficient Symmetric Key based modified Blowfish encryption algorithm. The design 

Register Transfer Level (RTL) entries done using VHDL and design is implemented on 7 series Vertex family Field programmable Gate Array 

(FPGA). This work aims to provide a simple, robust solution for the IoT networks where lightweight encryption is highly required for network 

security.A hardware implementation of Blowfish would be a powerful tool for any mobile device in IoT network or any technology requiring 

strong encryption. This final design uses the core shows library for worst-case scenario analysis and reaches an incredible encryption speed of 590 

MBits/sec and a decryption speed of 559 MBits/sec. The area is 4996 standard cells and the power is a mere 63 mW. These results are very 

competitive and beat out the competition as far as speed is concerns. The overall design is an incredibly fast, efficient Blowfish implementation 

suitable for a plethora of applications. The speed can be drastically increased further at the expense of space and power by dataflow modelling uses 

while RTL entries. 
 

Keywords:ASIC - Application Specific Integrated Circuit ,FPGA- Field programmable Gate Array, RC4-    Rivest Cipher4, VHDL, Internet of Things 

(IoT) 

 

 

1. Introduction 

Encryption is a security control used primarily to provide confidentiality protection for data. It is a mathematical transformation to scramble data requiring 

protection (plaintext) into a form not easily understood by unauthorized people or machines (ciphertext). After being transformed into ciphertext, the 

plaintext appears random and does not reveal anything about the content of the original data. Once encrypted, no person (or machine) can discern anything 

about the content of the original data by reading the encrypted form of the data. 

Encryption is a reversible transformation. It is useful only when encrypted data (ciphertext) can be reversed back to its original, unencrypted form 

(plaintext). If not reversible, the encrypted data are considered unreadable and unusable. This reversal process is referred to as decryption. An encryption 

process has a corresponding decryption process, which is used to reverse the encrypted data (ciphertext) back to its original content (plaintext). 

Symmetric key Encryption: In this type to communication encryption and decryption key are same and sender and receiver have key before they start 

communication. The key that is used to encryption and decryption that may be identical or there may be easy transformation to go between two keys  

 
Figure 1 Symmetric Encryption 
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Table 1:  Block and Stream Cipher Speed Comparison 

Algorithm Type 
Clocks/ 

Round 
No. of Round Clock/Byte of output 

RC4[2] Stream cipher N.A N.A. 7 

SEAL[7] Stream cipher NA N.A. 4 

Blowfish[1][2][3] Block Cipher 9 16 18 

RCS[5] Block Cipher 12 16 23 

DES[1,4] Block Cipher 18 16 45 

IDEA[2] Block Cipher 50 8 50 

Triples-DES[1] Block Cipher 18 48 108 

 

Table 2: Speed comparisons of block ciphers 

Speed Comparison of Block Ciphers on A Pentium 

Algorithm 
Clock cycles per 

round 
Numbers of Round 

No. of clock 

cycles per byte 

encrypted 

Notes 

Blowfish[1,2,3,4] 9 16 18 Free, unpatented 

Khufu/Khafre[5] 5 32 20 Patented by Xerox 

RC5[6] 12 16 23 Patented by RSA data security 

DES[1,7] 18 16 45 56-bit key 

IDEA[1,8] 50 8 50 Patented by Ascom-Sytec 

Triple-DES[1,8,9] 18 48 108  

 

 

2. Proposed Work 

 
Figure 2 Proposed Blowfish Algorithm 
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Blowfish Encryption is best suitable for the dynamic networks like Internet of Things (IoT) because Blowfish Encryption is reconfigurable, hence this 

work is a design of implement the Area and Speed efficient Symmetric Key based modified Blowfish encryption algorithm. Figure 2 shows the proposed 

blowfish encryption process. 

The design Register Transfer Level (RTL) entries done using VHDL and design is implemented on 7 series Vertex family Field programmable Gate Array 

(FPGA). This work aims to provide a simple, robust solution for the IoT networks where lightweight encryption is highly required for network security. 

Proposed design is blowfish algorithm with a new pipelined arrangement here proposed work has inserted register between all available rounds of 

blowfish procedure here pipeline is necessary because for increasing throughput of overall work. Here proposed work also uses tree addition structure for 

addition of numbers in S-box of blowfish. 

 

 
Figure 3 new design of Feistel network 

 

Figure 3 above shows the proposed Wallace adder integration in blowfish encryption module in order reduce the chip area of IoT network nodes 

processors. As been discussed that every blowfish algorithm has requirement of Feistel work and every Feistel network necessary S-box and here addition 

is been done by new tree structure which will reduce area of complete design, proposed design also using combinational logic to design S-Box instead of 

using Memory element, memory is slower than any combinational circuit or IC and does not match up speed of processor. Hence use of combinational 

logic will enhance speed of design with significant amount. 

Proposed design measure SNR and MSE between original and cipher data and also measure avalanche [2] and pence to achieve less area proposed work is 

using new addition structure and to achieve high speed procedure is been implemented with help of pipelining concept.  Figure 4 below shows the 

proposed blowfish implementation flow of FPGA. 
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Figure 4proposed work SNR and MSE computation 

 

3. Implementation and Results 

For implementing blowfish algorithm select P arrays randomly as user wants. As par security concern all P arrays taken in a very random. Similarly, these 

keys Explored with input 32-bit data which will acts as an input to Feistel function Box. Then blowfish algorithm [8]is implemented using VHDL 

language and is verified functionally using Xilinx ISE 12.1i. simulated results are presented in this chapter. Xilinx-ISE simulation and Modalism SE 

PLUS 6.2C results shows that encryption scheme is a complex encryption scheme and is highly reliable. 

The sub-keys are calculated using Blowfish algorithm: 

Step1. Initialize first P-array and then four S-BOX, in order, with a fixed string. This string consists of hexadecimal digits of pi (less initial 3):  

P1=0x03C3C00F,  

P2 = 0x60C2418A,  

P3 = 0x03DB3C0C,  

P4 = 0xFB2300FF, etc.  

Total 18 sub-keys are taken depends on user. 
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Step 2. XOR P1 with first 32 bits of data, XOR P2 with second 32-bits of data, and so on for all bits of key (possibly up to P18). Repeatedly cycle through 

key bits until entire P-array has been XORed with data bits. (For every short key, there is at least one equivalent longer key; for example, if A is a 64-bit 

key, then AA, AAA, etc., are equivalent keys.) 

Step 3. Encrypt all-zero string with Blowfish algorithm, using sub-keys described in steps (1) and (2). 

Step 4. Replace P1 and P2 with output of step (3). 

Step 5. Encrypt output of step (3) using blowfish algorithm with modified 

     Sub-keys. 

Step 6. Replace P3 and P4 with output of step (5). 

Step 7. Continue process, replacing all entries of P array, and then all four S-BOX in order, with output of continuously changing Blowfish algorithm. In 

total, 521 iterations are required to generate all required sub-keys. Applications may store sub-keys rather than execute this derivation method multiple 

times. 

Each S-BOX having 8-bit input and these 8 bits is converted into 32-bit output. 

There is total 4 S-BOX are used. 

These total 4 S-BOX forms a Feistel function which has 32-bit input and these 32-bit data is converted into four 8 bit and each 8-bit given as an input to 

every S-BOX. 

Output of S-BOX are EX-OR and added which is a 32-bit output of Feistel function. 

Total 16 F functions are generated. 

For simulation of these S-BOX we have to use few equations and every S-BOX have various equation. For demonstration example input of one S-BOX is 

taken 8 bits as 01010101 (85H) and output generated by this S-BOX is 00000000000000000000000101100000 (352H) (32-bit number). Figure 5.2 shows 

RTL view of S-BOX. 

Generation of Feistel Function:In similar manner we may generate output of S-BOX and after E-XOR, addition of all output of all S-BOX output of 

Feistel function is generated. A Feistel Network is a general procedure of transforming any function (usually called an F function) into a permutation. It 

was invented by Horst Feistel and has been used in many blocks cipher designs. working of a Feistel Network is given below: 

Split each block into halves 

Right half becomes new left half 

New right half is final result when left half is XOR’d with result of applying Fto right half and key. (Note that previous rounds may be derived even if 

function Fis not invertible.)  

For generation of output of Feistel function following method adopted. 

The input to F function is 32 bits applied which is divided in four 8 bits. 

Every 8 bit is input of S-BOX. (Total 4 S-BOX are there). These S-BOX converts 8 bits into 32 bits data. 

The output of S-BOX1 and S-BOX2 are added and mod 232 result is EXOR with output of 3rd S-BOX. 

After EXOR output result is then again added (mod232) with output of 4th S-BOX. 

Then total output of F function is generated. 

 
Figure.5 Simulation Results of Blowfish Algorithm. (Encryption) 
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Data encryption occurs via a 16-round Feistel network. Each round consists of a key dependent permutation, and  a key- and  data-dependent substitution. 

All operations are XORs and additions on 32-bit words. only additional operations are four indexed array data lookups per round. The encrypted output is 

shown in Figure 5. One input data as “00000001000000010000000100000001”(01010101) is taken and  encrypted output found  

“00011100000011100100010110001101”(1C0E458D). for key value is obtained“00000011000000110000001100000011”(03030303). In this example 32 

bit input data is given and  after simulation output is generated as shown.The total time taken for these simulation of 32 bit data is 4.398 ns.Similarly 

decrypted data is generated. Decryption works in reverse order of encryption beginning with ciphertext as input. sub-keys are used in reverse order. 

 

 
Figure 6 Simulation Results of Blowfish Algorithm. (Decryption) 

 

Decryption (Figure 6) works in reverse order of encryption, beginning with cipher text as input and output is our plaintext. sub-keys are used in reverse 

order. 32-bit data is “00000001000000010000000100000001” (01010101) and 32-bit key is “00000011000000110000001100000011” (03030303) and 

final output after decryption obtain is “00011100000011100100010110001101” (1C0E458D). 

 

Power Consumption:Figure 7 shows the power consumption reports. While executing data and total power consumed after encryption and decryption is 

shown in figure. both methods are carried out simultaneously hence, total consumption is 26.54Mw at 0.01Mhz frequency of input data. power 

consumption is linearly depending of application of input data.  

 
Figure 7 Power consumption in encryption 

 

4. Comparative Results 

By observing synthesis report it is clear that after executing Blowfish system method total delay is 4.398ns which is very less as compared to other results. 

Which indicates speed of this Blowfish system. Table 3 shows sythesis results. 

 

Table 3 Synthesis report of Blowfish system 

1. Number of Slices 570 

2. Number of 4 Input LUTs  1007 

3. Number of IOs 98 

4. Number of bonded IOBs 98 
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5. Time 4.398 ns 

6. Maximum Frequency 227.37 MHz 

 

Table 4 Comparative results 

 Parameters Proposed work [1]  

1. Number of Slices 570 581 

2. Time 4.398 ns 6.32 ns 

 

 
Figure 8 Comparative results: Time(ns) 

 

 
Figure 9 Comparative results: Slices 

 

Form table 4 and figure 8 and figure 9 above it may be observed that total number of slices required for proposed work are less than base work and 

required propagation time is also less hence we may conclude that proposed design is best suitable for blowfish encryption in IoT networks. 

 

5. Conclusion  

Input signal selection procedure is presented and blowfish algorithm [8]is implemented using VHDL language and is verified functionally using Xilinx-

ISE 12.2i. simulated results are presented in this chapter. Xilinx-ISE simulation results are been explained. Generation of keys explained using S-BOX 

and Feistel function are also generated and explained. encryption and decrypted outputs are generated and simulation results with RTL view schematic are 

generated and presented. Comparison from various architecture (algorithms) with speed, Clocks/Round, No. of Round and other parameters are presented 

from various literature. Blowfish Encryption scheme and Decryption is implemented using VHDL language on FPGA. This is a high secured algorithm. 

Software cryptanalysis of such a complex algorithm is highly impossible. Hardware implementation of such a high secured algorithm is highly necessary 

for high-speed applications. due to hardware implementation of algorithm, there is no need of any external platform to run algorithm, and also plain text is 

encrypted in negligible amount of time. Simulation results shows that this algorithm it may encrypt a plain text in less than 98ns of time.  
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