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ABSTRACT 

The goal of a drug traceability system is to track or trace where a drug has been and where it has gone along the drug supply chain, which is critical for public 

drug security and pharmaceutical company business. Traditional centralized server-client technical solutions have failed to meet expectations in terms of data 

integrity, privacy, system resilience, and adaptability. For drug traceability, we've proposed a totally new blockchain system. This solution is more secure and 

scalable than other options currently available. Furthermore, the suggested system can prune its storage effectively, resulting in a robust and usable blockchain 

storage solution. 
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Introduction 

Drug traceability is critical for the health and well-being of patients, businesses, and the government. Patients and other parties involved in the drug 

supply chain could easily track the location of their medication if it had a dependable traceability mechanism. In fact, governments all around the world 

are increasingly making drug tracking a vital requirement. Prescription medications must be identified and tracked electronically and interoperably as 

part of the U.S. Drug Supply Chain Security Act (DSCSA), enacted on November 27, 2013, to ensure their safety in the country's supply chain. About 

eight years ago in China, the above-mentioned stakeholders were compelled to input the drug information of individual pharmaceutical goods into the 

official authorized IT system wheneverpharmaceuticals entered or exited their warehouses. 

 

An effective drug traceability system should be able to maintain track of or trace drug transactions as they move through various supply chain 

participants. It should provide stakeholders and patients with trustworthy information about the flow, particularly regarding the origin of medicine 

production for anticounterfeiting purposes. In some cases, it could be utilized as a means of tying the hands of the relevant parties in the control of drug 

security. There must also be a high level of privacy for traceability data, especially that pertaining to statistical information on drugs that have passed 

through the stakeholder's hands (such as productivity, sales volume, and so on). 

For the first time, a blockchain system for drug traceability and regulation is presented in this study. As time goes on, it rebuilds the entire service 

architecture, ensuring the authenticity and privacy of traceability data, while at the same time, achieving a finally stable blockchain storage. There have 

also been presented algorithms that mirror the practical workflow of the medication supply chain. 

Related work 

1.Ronaldo Brito da Silva, Claudia Aparecida de Mattos. ―Critical Success Factors of a Drug Traceability Systemfor Creating Value in a 
Pharmaceutical Supply Chain‖ International Journal of Environmental Research and Public Health (IJERPH) 2019. 

In this paper, we have analyzed how drug traceability actually works in real time. We also got to know about the stakeholders present in the 
pharmaceutical supply chain and how they perform their tasks.The present analysis identified the critical success factors for the implementation of 
a drug traceability system based on the views of several professionals who are directly involved with the implementation of drug traceability 
projects. 

2.Yang Cheng, Han Shaoqin. ―Research on Blockchain Technology in Cryptographic Exploration‖ International Conference on Big Data & 
Artificial Intelligence & Software Engineering (ICBASE) 2020. 

In this paper, we have studied about blockchain technology. While going through this paper we’ve got know more about various terms like smart 
contracts, consensus, cryptography and many more. In this paper, combining Blockchain Technology using bitwise XOR, bitwise rotation 
operation and one-way encryption hashing a lightweight security authentication mechanism for RFID system passwords for smart factories is 
realized. 
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3.Ahmad Musamih, Khaled Salah, Raha Jayaraman, Junaid Arshad, Mazin Debe, Yousof Al-Hammadi and Samer Ellahham. ―A Blockchain Based 
Approach for Drug Traceability in Healthcare Supply Chain‖ (IEEE Access) 2021 

In this paper, we have looked how drug traceability can be done using Blockchain Technology. We’ve also seen some traditional efforts taken in 
drug traceability such as Smart-Track, Near Field Communication, Data Matrix-Tracking System also In this article, we have investigated the 
challenge of drug traceability within pharmaceutical supply chains highlighting its significance especially to protect against counterfeit drugs. We 
have developed and evaluated a blockchain-based solution for the pharmaceutical supply chain to track and trace drugs in a decentralized manner. 

4.Monalisa Sahoo, Sunil SamantaSinghar, Biswojit Nayak, Bhabendu Kumar Mohanta. ―A Blockchain Based Framework Securing ECDSA to 
Curb Drug Counterfeiting‖ (IEEE) 2019. 

In this paper various issues have discussed related to drug supply chain management and how Blockchain can prevent the issues in a transparent 
and secure manner with extensive use of elliptic curve digital signature algorithm(ECDSA). Here ,it has also been described that how the 
Blockchain can be used to add traceability and visibility to the drug supply chain to overcome the issues of drug counterfeiting.A model of 
decentralized Blockchain architecture has been presented with shared ledger system, which will not only prevent drug counterfeiting but also will 
make the drug supply more robust, transparent and trustworthy. 

5.Ching-Ling Chen, Yong-Yuan Deng, Chun-Ta li, Shunzhi Zhu, Yi-Jui Chiu, Pei – Zhi Chen. ‖IoT-Based Traceable Drug Anti-Counterfeiting 
Management System‖ (IEEE Access) 2020. 

This paper explains the disadvantages of existing traceability system which is currently in the market along with that authors explained how we can 
improve efficiency of drug traceability and drug management. In this research, authors propose an IoT-based traceable drug anti-counterfeiting 
management system, a comprehensive plan from drug research and development, certification, production to sales. The drug manufacturer starts by 
contacting the raw material supplier to develop a new drug and then is approved by the drug administration until the drug distributor conducts 
terminal sales. All information about the drug circulation process is uploaded on the blockchain and the data is signed by each role, thus it cannot 
be tampered with privately by interested people. 

Existing System 

In today's world, the healthcare industry relies on extensive supply chains that cross organizational and geographic boundaries. 

Impurities such as erroneous information, a lack of transparency, and restricted data provenance can be introduced by the intrinsic complexity of such 

systems.  

Counterfeit medications are one of the consequences of such constraints in existing supply chains, which not only has a negative impact on human 

health but also costs the healthcare business a lot of money.  

A dependable end-to-end track and trace system for pharmaceutical supply chains has thus been emphasized in prior study. 

An end-to-end pharmaceutical supply chain tracking system is vital to assure product safety and eradicate counterfeits. 

Most modern track and trace systems in healthcare supply chains are centralized, posing privacy, transparency, and authenticity issues. 

PROPOSED SYSTEM 

We are developing a Drug Traceability System based on Blockchain Technology that will be used to track drugs throughout the healthcare supply 

chain. There are numerous stakeholders in the healthcare supply chain, including manufacturers, suppliers, distributors, pharmacies, hospitals, and 

so on. While supplying the drug from the manufacturer to the customer or patient, there is a possibility that one of the stakeholders will mislabel or 

counterfeit the drug. To avoid this, we propose our solution. 

 

Another aspect to consider when examining flaws in the healthcare supplychain is the possibility that one of the stakeholders stocks the drugs for 

an extended period of time. Waiting for demand to rise before selling the drugs. This drug stockpiling has an impact on the treatment of patients in 

an emergency. To avoid this, we are gathering information on how many drugs each stakeholder has and when he is supposed to supply the other 

stakeholder. 

 

To achieve all of the above, we will use the blockchain technology which is a distributed ledger used to store transactions between the parties in the 

form of blocks. 

 

 

 

 

 



International Journal of Research Publication and Reviews, Vol 3, no 4, pp 349-352, April 2022                                      351 

 

SYSTEM ARCHITECTURE 

 

 

 

    Figure 01. System Architecture 

The Ingredient Supplier provides all basic aspects required to manufacture the specific drug. Before starting the Production, Manufacturer need to take 

authenticated certificate from (Food Drug Association)FDA. 

 

After the approval, manufacturer starts production of drugs. Manufacturer transfer Drug lot to Primary Distributer and packager. The packager develops 

new packaging and transfer repackaged drugs to Secondary Distributer. 

 

The both primary and secondary distributer distribute drug lot to hospitals and directly to the pharmacy shops. In the patient block, we can include 

customers of  pharmacy shops and patients of hospitals. 

 

CONCLUSION 

We looked into the problem of drug traceability in pharmaceutical supply chains and found that it is especially important in the fight against the sale of 

fake medications. Using blockchain technology, we have created and tested a system for tracking and tracing pharmaceuticals in a distributed fashion. 

Because of the cryptographic foundations of blockchain technology, we suggest a method that makes use of smart contracts on Ethereum blockchain to 

automatically record occurrences and make those records available to all stakeholders. 
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