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ABSTRACT

The most predominant computer authentication method is to use alphanumerical usernames and passwords whereas this method has been shown
many major disadvantages. This is due to the problem that, users tend to choose passwords that can be easily guessed and hacked by the hackers.
On the other hand, Considering the user have got a password which is difficult to guess, then it is difficult to remember. To overcome this kind of
problem of low security, High end Authentication methods are developed by researchers that use images as crystal clear password. In our research,
we conduct a comprehensive study on the existing graphical password techniques and provide a possible solution using Graphical password
schemes which have been proposed as a possible alternative to text-based schemes. This is based on the human intelligence analysis such as,
humans can remember pictures better than text; Pictures are generally very easy to be remembered or recognized than text. The high-level concept
is, user is permitted to click the portion of an image, each click results in showing a next-image, in effect leading users down a “path” based on the
type and portion of click on their sequence of points. A wrong click by the fake user leads down in an incorrect path, with an explicit indication of

authentication failure only after the final click. Fake users more than 2 attempts will be blocked from future access.

Keywords: Informationsecurity is the protection

1. INTRODUCTION

Network Security consists of protocols to stop the misuse and check the unwanted behaviour, modification, or denial of a network-accessible and
resources network. Network security involves the authorization of access to data during a network, which is controlled by the network administrator.
Users choose or are assigned an ID and password or other authenticating information that permits them access to the data in the given user ID and
programs within their authority. Network security have computer networks both in personal and public that is used in chores conducting communications
and transactions among businesses, government agencies and individuals. Networks are often private, like within a corporation, et al. which could be
hospitable public access. Network security is involved in organizations, enterprises, and other sorts of institutions. It does as its title explains: It secures
the network, also as protecting and overseeing operations being done. The most common and straightforward way of protecting a network resource is by
assigning it a singular name and a corresponding password.

1.1 OBJECTIVE

The thought of captcha to interpret the licensed human is incorporated that prevail the human illation with the server by crypto logic ideas.
Image hotspot technique concomitant with the notion of captcha styles the system in increased approach with security live. An ordered image hotspot has
been designed by suggests that of graphical illustration or clued points on the image taken. On the thriving traversal of the five ordered hotspot pictures,
the user gets genuine to the server. The ordered traversal of hotspot image will be been known by pattern matching situation so as to correlate the licensed

user’s click points within the hotspot.
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1.2 SCOPE
To extend the multiple variety of hotspot level to avoid the vulnerability of the system. Conjointly the pattern matching technique wont to

distinguishing the approved users supported our entered hotspot level.

1.3IMPLEMENTATION
TESTING OBJECTIVES

The purpose of testing is to discover errors. Testing is that the process of trying to get every conceivable fault or weakness during a work
product. It provides the thanks to see the functionality of components, sub-assemblies, assemblies and or a finished product it's the tactic of exercising
software with the intent of ensuring that the software meets its requirements and user expectations and doesn't fail in an unacceptable manner. There are

various types of test. Each test type addresses a specific testing requirement.

TYPES OF TESTS

Unit testing: Unit testing involves the planning of test cases that validate that the interior program logic is functioning properly, which program inputs
produce valid outputs. All decision branches and internal code flow must be up hold. It is the testing of individual software units of the appliance .it is
done after the completion of a private unit before integration. This is a structural test that relies on knowledge of its architecture and is invasive. Unit tests
perform basic tests at component level and test a selected business process, application, and/or system configuration. Unit tests validate that every unique

path of a business process performs accurately to the documented stipulations and contains clearly defined inputs and expected results.

»  Integration testing: Integration tests are designed to check integrated software components to work out if they really run together program.
Testing is event driven and is more concerned with the essential outcome of screens or fields. Integration tests indicate that although the
constituents were individually gratification, as shown by successfully unit testing, the mixture of components is correct and consistent.

Integration testing is specifically aimed toward exposing the issues that arise from the mixture of components.

»  Functional test: Functional tests furnish organized affirmation that functions tested are available as described by the business and technical
requirements, system documentation, and user manuals. Functional testing is cantered on the following items:
1. Valid Input recognized classes of valid input must be received.
2 Invalid Inputs are identified classes of invalid input should be rejected.
3. Functions identified functions must be exercised.
4. Outputs are identified classes of application outputs should be exercised
5

Systems Procedures interfacing systems or procedures must be invoked.

Organization and preparation of functional tests is concentrated on requirements, key functions, or special test cases. In addition,
organized coverage concerning recognize Business process flows; data fields, predefined processes, and successive processes must be
considered for testing. Before functional testing is complete, additional tests are identified and therefore the effective value of current tests is
decided.

»  Test objectives
1. All field entries must work properly.
2. Pages should be activated from the identified link.
3. The entry screen, messages and responses should not be delayed. Features to be tested Verify that the entries are of the right format
4. No duplicate entries should be allowed
5. All links should take the user to the right page.

»  System Test : System testing ensures that the whole integrated software meets requirements. It tests a configuration to make sure known and
predictable results. An example of system testing is that the configuration-oriented system integration test. System testing is predicated on

process descriptions and flows, emphasizing predriven process links and integration points.



International Journal of Research Publication and Reviews, Vol 3, no 3, pp 1889-1892, March 2022 1891

»  White Box Testing : White Box Testing may be a testing during which during which the software tester has knowledge of the inner workings,
structure and language of the software, or a minimum of its purpose. It is purpose. It is wont to test areas that can't be reached from a recorder
level.

»  Black Box Testing: Black Box Testing is testing the software with none knowledge of the inner workings, structure or language of the module
being tested. Black box tests and other sorts of tests, should be written from a definitive source document, like specification or requirements
document. It is a testing during which the software under test is treated, as a recorder. you cannot “see” into it. The test provides the inputs and
give responds to outputs without considering how the software works.

> Unit Testing : Unit testing is typically conducted as a part of a combined code and unit test phase of the software lifecycle, although it's not

uncommon for coding and unit testing to be conducted as two distinct phases.

TEST STRATEGY AND APPROACH
Field testing are going to be performed manually and functional tests are going to be written intimately.
»  Test objectives
1. All field entries must work properly.
2. Pages should be activated from the identified link.

3. The entry screen, messages & responses should not be delayed.

>  Features to be tested
1. Verify that the entries are in correct format
2. No duplicate entries should be allowed

3. All links must be taken user to the user correct page.

»  Integration Testing
Software integration testing is the incremental testing of two or more integrated software components on one platform to supply
failures caused by defects in the interface. The task of the mixing test is to see that components or software applications, e.g. components

during a software or- one intensifies software applications at the corporate level, interact without error.

»  Test Results

All the test cases mentioned above passed successfully. No defects encountered.

»  Acceptance Testing

User Acceptance Testing may be a critical phase of any project and requires significant participation by the top user. It also ensures that the
system should meets the functional requirements.

CONCLUSION

We have generated CAPTCHA is splinted into 2 by the thought of visual cryptography within the server for authentication functions and
merged to verify the credibleness. Within the planned methodology, a Graphical Image secret has been designed that gives the users with associate degree
choice to choose the hotspots within the hierarchy of the photographs. The sequential choice of the precise hot spots within the splinted image can modify
the user to maneuver to subsequent thriving pictures. These hotspots are the approach differently in a different way in our own way otherwise outstanding

way of authentication.
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