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ABSTRACT

Despite the convenience, ubiquitous computing suffers from many threats and security risks. Security considerations in the ubiquitous network are required
to create enriched and more secure ubiquitous environments. The address resolution protocol (ARP) is a protocol used to identify the IP address and the
physical address of the associated network card. ARP is designed to work without problems in general environments. However, since it does not include
security measures against malicious attacks, in its design, an attacker can impersonate another host using ARP spoofing or access important information. In
this paper, we propose a new detection scheme for ARP spoofing attacks using a routing trace, which can be used to protect the internal network. Tracing
routing can find the change of network movement path. The proposed scheme provides high constancy and compatibility because it does not alter the ARP
protocol. In addition, it is simple and stable, as it does not use a complex algorithm or impose extra load on the computer system.

1. Introduction

In network security, one of the most predominant attacks against institutions as well as individuals is the Man-in-the-Middle (MITM) attack. Though there
are many types of MITM attacks, one of the more long-standing ones is the MITM attack through ARP poisoning. This attack makes use of the
vulnerabilities in the ARP protocol in order to eavesdrop on communications over a switched LAN network. Despite its simple implementation, it is
clearly an effective network penetration strategy as evident from its popularity among network security professionals.

The Address Resolution Protocol (ARP) is a communication protocol used for discovering the link layer address, such as a MAC address, associated with
a given internetlayer address, typically an IPv4 address. This mapping is a critical function in the Internet protocol suite. ARP was defined in 1982 by
RFC 826,[1] which is Internet Standard STD 37. The Address Resolution Protocol uses a simple message format containing one address resolution request
or response. The size of the ARP message depends on the link layer and network layer address sizes. The message header specifies the types of network in
use at each layer as well as the size of addresses of each. The message header is completed with the operation code for request (1) and reply (2). The
payload of the packet consists of four addresses, the hardware and protocol address of the sender and receiver hosts. The principal packet structure of ARP
packets is shown in the following table 2 which illustrates the case of IPv4 networks running on Ethernet. In this scenario, the packet has 48-bit fields for
the sender hardware address (SHA) and target hardware address (THA), and 32-bit fields for the corresponding sender and target protocol addresses (SPA
and TPA). The ARP packet size in this case is 28 bytes.

Address Resolution Protocol Communication Protocol, stateless. Used to discover physical link layer address such as MAC address, in assign with the
IPv4 address in the network layer. This mapping so critical for the internet work. ARP operates Request- Response protocol. Inside the link layer protocol.
Limited to the boundary of single subset, for Ex; LAN .in cannot be routed across inter networking (network) nodes. EXAMPLES (192.168.0.3) B
(192.168.0.4) If needs MAC address? MAC found! Prepare Ethernet frame. Destination address (xx:xx:xx:xx:xx:xx) No proper results? Broadcast ARP
request-Accepted by all the computers in the network.
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1.1. Proposed System

ARP Poisoning (also known as ARP Spoofing) is a type of cyber-attack carried out over a Local Area Network (LAN) that involves sending malicious
ARP packets to a default gateway on a LAN in order to change the pairings in its IP to MAC address table. ARP Protocol translates IP addresses into
MAC addresses.

ARP poisoning of a network leads to MITM Attack, to prevent that this project will check the ARP Request from the router and if we get ARP request
from the router in very less interval, i.e ARP request will be sent from router to the machine only once, if it is sent continuously we can conclude that our
network has been affected by arp poisoning.

1.2. Proposed System Advantages

e The cryptographic processing, which can lower the performance of ARP, should be minimized.

e  Prevention and block should be detected with timely warnings, which will alert the administrator about the attack situation.
e  The solution has to be universal and easily applicable

. Hardware costs should be minimized.

e  The solution has to be compatible with ARP.

. It should not slow down the ARP request/reply communications.

. If possible, it should consider all the ARP attacks.

e  The network traffic should be contained.

2. System design

2.1 Architecture diagram
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2.2 Input design

Input design is one of the most important phase of the system design. Input design is the process where the input received in the system are planned
and designed, so as to get necessary information from the user, eliminating the information that is not required. The aim of the input design is to ensure the
maximum possible levels of accuracy and also ensures that the input is accessible that understood by the user.

The input design is the part of overall system design, which requires very careful attention. If the data going into the system is incorrect then
the processing and output will magnify the errors.
The objectives considered during input design are:

Nature of input processing.

Flexibility and thoroughness of validation rules.

Handling of properties within the input documents.

Screen design to ensure accuracy and efficiency of the input relationship with files.

Careful design of the input also involves attention to error handling, controls, batching and validation procedures.

Input design features can ensure the reliability of the system and produce result from accurate data or they can result in the production of
erroneous information.

2.3 Output design

Computer output is the most important and direct source of information to the user. Efficient, intelligible output design should improve the system’s
relationships with the user and help in decision making. A major form of output is the hard copy from the printer. The output devices to consider depend
on factors such as compatibility of the device with the system, response time requirements, expected print quality and number of copies needed. All nodes
in the network may depart or fail unpredictably.

The partition the continuously generated measurement data by time slots, where a source block refers to the amount of the data generated in one time
slot on a node. Clearly, how many time slots of data can be cached depends on the size of the node cache storage.

A synchronization packet (commonly known as the timing reference signal) occurs immediately before the first active sample on every line, and
immediately after the last active sample (and before the start of the horizontal blanking region).A systems flowchart specifies master files, transaction files
and computer programs. Input Data are collected and organized into groups of similar data. Once identified, appropriate input media are selected for
processing. The output devices to consider depend on factors such as compatibility of the device with the system, response time requirements, expected
print quality and number of copies needed. All nodes in the network may depart or fail unpredictably.

3. Conclusion

Thus the proposed mechanism for IP and ARP spoofing detection has following plus points:

i. Can block attack at the source of attack itself.

ii. It can detect as well as prevent IP and ARP spoofingbased attacks.

iii. Even though it maintains tables of IP-MAC pairs, it does not require manual entries, which makes it is suitable for large organizations.

iv. Proposed mechanism does not require change in ARP protocol. It is a light weight mechanism.

Cyber security is growing in its importance. It is a requirement for every individual to be knowledgeable of attacks and follow certain safety measures
when on the internet. Privacy and data protection have become the needs of the hour. The sensitive data like the username and password can easily be

sniffed if the user does not follow the security principle when on the internet. We have seen that the user credentials are easily sniffed using the Arp tool.
The user can observe some safety precautions which might prevent his data from getting stolen.
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