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ABSTRACT 

Mobile ad hoc network (MANET) is dynamic in nature and vulnerable for several attacks to be arising in it. Mobile nodes frequently disconnect and join the 

network; they can arbitrarily moves from one place to another.  In present-day wireless communication scenario, Mobile ad hoc network (MANET) plays a very 

important role, as it consists of many autonomous nodes which communicate together to form a proper communication network. Each node in a network will 

move in random path, so that nodes direction will change frequently. This paper describes the features, application, flooding attack and black hole attack in the 

MANET implemented on AODV protocol. The simulation work is carried out in Network Simulator (NS2.34). The performance analysis is done Nodes with 20 

to 60 nodes were used in the AODV routing protocol simulation to produce energy-efficient outcomes, with the flooding attacks and the interruption of blackhole 

attacks. The average delay, routing overhead, packet drop rate and packet delivery rate are calculated. By the simulation it has been evaluated that in flooding 

attack the routing overhead is more as compared to the black hole attack. A comparative study is also done on these parameters for all three scenarios. Also we 

simulated the attack in various wireless ad-hoc network scenarios and have tried to find a response system in simulations.  
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I. Introduction 

The MANET is a relatively new technology in places where managing and maintaining massive infrastructures would be prohibitively costly, such as 

war zones, natural disaster zones, PDAs, and industrial sensors[1][2][3]. Nevertheless, it is possible to use MANET to define its features, such as their 

mobile communication modes where topologies self-organize are generated on the fly[4]. The infrastructure of the network and mobility has generated 

interest in new research and development because of its sporadic nature[5][6][7]. In addition, wireless communication is so mobile, and two primary 

performance and reliability concerns are common with this network security type[8]. It is fundamental for a MANET climate to defeat specific 

impediments and shortcomings like path-loss, Eavesdropping, blockage, and obstruction, which add to non-line of sight channels where network nature 

relies upon terrain. It likewise contains a radio band that results in lower data rates than remote organizations along these lines ideal utilization of 

breaks [9][10]. Figure 1 describes the randomness of the nodes' movements, which often results in partitioning the network's connections. This 

primarily impacts the nodes in between [10][11]. Compared to BGP, MANETs suffer from greater packet loss due to variables including concealed 

terminals that create wireless channel problems (high BER), collisions, frequent breaks, and interference in routes caused by node mobility[12][13][14]. 

As part of this attack, the target black hole node attempts to promote itself as having the quickest route by sending bogus RREPs to route requests [15]. 

These fake RREPs trick the source into sending network traffic to the black hole node, where it may be snooped on or absorbed to cause the data 

packets to be dropped[16][17]. 

 

 

 

 

 

 

 

 

Figure 1 Randomness of the nodes' movements 
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MANETs are distinct networks as compared with infrastructure-based networks. In this network, every node in the network has autonomous behavior, 

multi-hop routing networking, and decentralized firewall; hence the network architecture is dynamic [17][18][19]. MANET has an absolute symmetric 

environment with a mobility and high user density. Researchers are drawn to MANET because of its unique qualities, but the technology is beset by 

drawbacks and obstacles that restrict its overall performance and security. Figure 2 shows an example of MANET in action [20][21].  

 

 

 

 

 

 

 

 

 

Fig. 2: MANET nodes and transmission ranges. 

As Node 2 said, it wants to distribute data. Routes are discovered, and packets are exchanged between the two nodes. The second device, if it is a 

hostile device, claims to have a path to the target and promptly communicates in response to the action of node S. if the malicious node 2 replies first, 

then affects node S. Node S assesses that route immediately and starts to connect with node 2 by transmitting data packets. S ignores all earlier 

responses. Cooperative black hole attacks happen when several bad actors work together to absorb data packets, nodes work together. Hostile node 

utilizes its routing protocol in a black hole attack. Because of the dissemination of fake news, having a tiny target node's route it promotes no matter 

how many times you check the table for routing in this black hole node. In the attacker's node, there will always be and therefore intercept the response 

to the route request the packet of data and keep it. The querying party will receive the black hole node response in a protocol based on floods. Node 

before it receives a reply from the real node, thus a dark hole when this route is set up, the node can drop all packets or send them on to the unknown 

destination. An attacker advertises the quickest way to the destination device via the routing protocol in a Black Hole Attack. An attacker retains an eye 

on the routes requested in a flooding-based system. It is also uncommon for the attacker to react by creating a concise route when asked to route to the 

destination node [22][23]. A false route is formed if the malicious response reaches the starting node before the legitimate node's reply[24][25]. 

II. Related Work 

Mutu and Saleh in  [29] they proposed that black-hole identification has been a hot research topic. Researchers have proposed several approaches for 

detecting and dealing with black hole attacks. However, only a few of them can spot collaborative black holes. Mujeeb in [22] he described to prevent 

the blackhole attack, and a proposed technique built a grid in the network. Every grid has a sink node that monitors the behavior of the nodes and 

locates the untrusted nodes. The network is then cleared of any untrustworthy or blackhole nodes. Singh in [18]  he proposed a network with no 

permanent infrastructure name as MANET made up of mobile nodes arranged dynamically. This network is always self-contained. Power and mobility 

constraints limit their ability to provide for themselves. Anonymity, security, integrity, availability, and authentication to all mobile communication 

users are all critical in these networks[26][27]. In MANET, there are a variety of security attacks that cause communication failure from source to 

destination. One of the more significant assaults in MANET is the black hole attack [28]. This study compared existing solutions and addressed various 

methods for preventing the black hole attack in MANET[46]. MANETs permit mobile devices to communicate altogether over a network through 

infrastructure-less or a decentralized authority [30][31]. In MANETs, nodes can enter or exit the network at any time, resulting in dynamic topologies 

[32][33]. MANETs are in danger of various malicious assaults, necessitating the use of a security design approach. Kim et al., [19] they  proposed a 

flooding detection method using encounter record data to separate flooding attacks from legal burst transmission in delay tolerant networks[47][48]. 

Nevertheless, using digital signatures and exchanging encounter information among nodes results in a large network overhead and power expenditure 

[34][35]. The authors  Tsiota et al.,  in [20] they proposed that several techniques have been implemented as a corrective to a flooding assault security 

worthy based scheme, FAP scheme, and effective filtering approach. Each method has a different strategy for dealing with opponents [36][37]. A 

policy-based detection technique based on packet knowledge from neighbors has been developed in this regard. This method aids in detecting an 

attacker's real-time behavior and the isolation of the malicious node from the network [38][39]. Sheikabdullah et al., in[21] they stated that due to a lack 

of centralized monitoring, MANETS endanger several sorts of assaults. This study examines the effect of a black hole attack on the MANET network 

layer under different conditions[40][41]. Assuming to be the most cost-effective route to the target, this kind of network layer assault is known as the 

"BH attack" MANETs employing the routing protocol of AODV with and without a BH attack may be simulated using the NS-2[42][43]. The speed of 

a node, the number of a node, and as well as the number of BH nodes, and the number of fluxes are all variables that may be changed to produce 

various outcomes[44][45]. 
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III. Implementation and Results 

The results of these assaults are presented in this section and are integrated into the NS. To comprehend the simulation situations, we first went through 

the Tcl language in this section. Next, we discuss the Blackhole and flooding attacks simulation to highlight its impacts after showing, and then we 

tested the Blackhole and flooding attacks execution and implementation. This research utilized the UDP protocol to get accurate results from the 

simulations. Even if the hostile node drops UDP packets, the source node continues to send them, while if the TCP protocol is used, the node completes 

the connection. As a result, were able to see the flow of information between the sending and receiving nodes throughout the simulation.  The Tcl script 

displayed in Figure 3 was used to add the Black Hole and flooding effect to Node 0 by just striking out three statements. The first line, "$ns node-

config -Adhoc Routing blackhole AODV," adds the Black Hole AODV behavior to all nodes built after that.  

 

 

 

 

 

 

 

 

 

 

Figure 3 Node creation and configuration in Tcl script 

Black Hole's AODV version was tested using our test. After that, we have executed the actual simulation, which we will go over in the upcoming 

session. Unfortunately, because of the high number of connections and nodes in the actual simulation, we could not observe the effects of the BH 

AODV Node in a short simulation with a small number of nodes. The simulation results are obtained from the output trace file of the Tcl programs. All 

events in the simulation are recorded in trace files, including when packets are delivered, which node created them, which node received them, which 

sort of packet is transmitted, why it was lost, and so on. We utilize the “new-trace” file type in our simulations, primarily used in wireless networks and 

contain extensive event information. We presume that the initial RREP will arrive from the Black Hole since the black hole sends an RREP message 

without verifying the tables. This concept may or may not work in various circumstances. For example, the second RREP message may arrive at the 

source node from an intermediate node with up-to-date information on the destination node, or it could arrive from the BH node if the true destination 

node is closer to the BH node. The number of examples we presented can be expanded based on the network topology's node conditions. Our research 

investigated how this method reduces BH effects in an AODV network and if it degrades network performance. 

A. Results from Terminal 

The files used in figure 4 shows the scenario that simulated using UDP and 512 bytes of data, with a simulation time of 100 seconds. Simulated 

networks include a regular network with no attacks, one with an attack node known as a "black hole," and one that consists of a node-distribution attack 

known as "node flooding." At this point, the outcomes data will be analyzed and documented in the form of tables and graphs from the simulation 

environment that has been run. Packet loss, end-to-end latency or delay of transmission, energy, and throughput are among the results of the testing 

environment of performance while utilizing UDP packets in every scenario. Applications like NS2, Ms. Excel, and NAM are used to test each of these 

situations.  

 

 

 

 

 

 

Figure 4 file of Black Hole Attack in Terminal 

Native AODV throughput is lower when there is a BH node in the network due to various packet losses incurred by the node. Native AODV had the 

maximum throughput since there was no flood attack node in the network. A flood attack node can increase the throughput of the TBBT network, but if 

there is no BH node in the network, the TBBT network has a lower throughput than the original AODV. In addition to having a black hole in the path 
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between source or sender and destination or receiver nodes, TBBT discards any response from unknown nodes, which reduces throughput. The results 

of terminal to both black hole and flood attacks depicted in figure 5 and figure 6. 
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Figure 5 Black Hole Full Terminal Results 

 

 

 

 

 

 

 

Figure 06 Flood Attack Terminal Results 

There were zero Throughput results for native AODV against cooperative flood attack nodes, because the quantity of flood attack nodes grows 

exponentially, preventing the sender nodes from connecting. Due to it is increase in the number of attack nodes in TBBT AODV as shown in Figure 7. 

 

 

 

 

 

 

 

Figure 7 AODV Flood Attack 

B. NetAmin Results 

NetAnim is a Qt-based offline animator. For now, it uses XML trace files gathered throughout the simulation to generate animations. George F Riley 

created the initial version. Selecting animation file from Ns directory the packets are moving from one node to another node, as shown in the figure 8. 

Figure 9 shows the netanim view of the terminal simulations to represented packet delivery ratio for two types of attack. It defines the IP and mac 

addresses of the moving nodes and stats of the moving nodes. It clearly sees that nodes transfer high throughput when no attack in the network.  

 

 

 

 

 

 

 

 

 

Figure 8  Main Netanim Window 
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Figure 9Packet Delivery Ratios 

C. Comparison Tables 

The simulation results are shown in Table 1. In the table for the AODV protocol, we can plainly see the transmitted packets, received packets, and loss 

percentage. This assumption is taken into account to ensure that the node's position and distance can be determined utilizing the node delimitation 

procedure. Delay, Packer Delivery Ratio, and Throughput are being used as appraisal measures. 

Table 1 Black Hole Attack for AODV 

Nodes Sent 

Packets 

Received 

Packets 

Loss 

10 1198 1170 28 

20 1190 1158 32 

30 1180 1142 38 

40 1155 1153 2 

50 1025 998 27 

60 978 960 18 

70 682 675 7 

 

Table 1 and Table 2 illustrate the possibilities for simulating the AODV protocol, even without black hole nodes, using stated parameters. Different 

node placement and movement arrangements were also investigated for each situation, with the notion that a node's location is fixed once data 

transmission begins. The node separation method assumes this assumption to ensure that the node's location and distance can be computed. Delay, 

Packer Delivery Ratio, and Throughput are some of the evaluation measures used. 

Table 2: Flood Attack Scenario 

Nodes Sent Packets Received 

Packets 

Loss 

10 1198 1146 52 

20 1190 1132 58 

30 1180 1140 40 

40 1155 1150 5 

50 1025 988 37 

60 978 952 26 

70 682 668 14 

D. Graphs Comparison 

After receiving an RREP message from another node, the malicious one will produce it as RREP with an abnormally large number in the DSN field and 

unicast it to the source node. There's no need to worry about other RREP packets when the source receives this one since it assumes the malicious node 

has the quickest and most current path to the destination and disregards all other RREP packets. In the event of a rogue node receiving data packets, 

they are not forwarded to other nodes. Figure 10 shows the greatest End-to-End Jitter in native AODV when a black-hole node is in the network. It was 

found that End-to-End jitter was lowest when no black-hole node was present because the AODV technique used in determining the shortest line was 

used.  
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Figure 10 Jitter Comparison 

Figure 11 shows the information acquired from comparing the value of packet drop outcomes for scenarios A, B, and C. With a high packet loss value, 

the network state is deemed unfavorable. For example, scenario B, with the number of nodes 60, has the highest packet loss value of 95.31 percent, 

whereas scenario A with the number of nodes 20 has the lowest packet loss value of 32.444 percent. As the above shows, the packet delivery ratio of 

Tapping AODV is superior to the AODV method as the number of black hole nodes grows? It also has a graphical form, which is seen in the graph. 

 

 

 

 

 

 

Figure 11 Packet Drop Rate 

Figure 12 shows that throughput values in scenarios A, B, and C can be compared using the results. Again, there is a low throughput because of poor 

network conditions. With 60 nodes, scenario B has the lowest throughput at 48.744 Kbps, whereas scenario A with 20 nodes has the highest at 702,088 

Kbps.  

 

 

 

 

 

 

Figure 12 throughput Comparison 

Tests were conducted using our test for Blackhole and flooding attacks AODV version. We'll go through the real simulation in the future session, which 

we conducted after that. Unfortunately, a short simulation of the Black Hole AODV Node was unable to show the impacts of this node due to the 

enormous number of nodes and connections in the real network simulation. 

IV. CONCLUSION  

Black hole and flooding nodes are relatively common MANET attack nodes. A complete simulation model with black hole and flooding nodes is 

presented and corresponding experiments of each attack type in the model are made to validate their different effects to the network performance. 

Experimental results show that the network performance are various in different attack situations. The model can accurately simulate the impact of 

black hole and flooding attacks on the key performance indicators of network which can provide reliable test environment for the research of MANET 

route security and can also provide reference for the research of the information counter technology in Adhoc Network. Currently, in terms of the 

prohibit methods to black hole and flooding node attacks, the easiest and most common one is to prohibit intermediate node responding RREQ message 

and only allow the destination node to reply RREQ messages. This method, though to a certain extent, can defense black hole and flooding attacks, but 

on no doubt that it increases the network burden resulting in the increase of route discovery delay and network routing load and therefore, affect the 

network performance.  

Future research might attempt to find the black hole node using connection-oriented protocols to prevent the black hole and flooding node attacks 

effectively and minimize the consumption of system resources as much as possible. 
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