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ABSTRACT

With the boom of internet and pc era in the global, the p 2 p loaning model has steadily stuck the eye of many, but with the publicity of its flaws, the issues of its
insufficient credibility and regulatory confusion have sequentially emerged. The emergence of blockchain and clever settlement era have delivered new answers to
decrease those problems. Clever contracts may be at once used to govern transfer and buying and selling of digital belongings. The blockchain surroundings ensures
that the whole transaction technique is obvious, which invisibly will increase the credibility of the loaning platform and decreases collection of issues due to
insufficient supervision. This paper proposes a non-public loaning platform based totally on the blockchain era and illustrates in detail the layout and enterprise
process of the clever agreement. Experiments display that the smart settlement implementation at the blockchain of personal loaning completes the steps of
borrowing, compensation and repayment smoothly.
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1. Introduction

Peer-to-peer technology called blockchain enables users to maintain a distributed ledger that is copied and synchronised across several user servers. There
is no need for a middleman because the majority of network users complete and confirm the transactions. Through decentralised funding, blockchain
technology is altering the lending environment by enabling direct transactions between lenders and borrowers. Blockchain is the next big thing in the
global financial system because, aside from smart contracts, it makes financial transactions transparent and extreme safe.

A block's header is used to identify it.
Timestamping is the process of putting information on a blockchain and proving that it was there at a certain time and date.

Nonce: A four-bit number that is appended to a hashed—or encrypted—block in a blockchain and, when rehashed, satisfies the requirements for the
difficulty level. Blockchain miners are solving for the nonce number.

A Merkle root is a straightforward mathematical technique for confirming the information on a Merkle tree. To ensure that data blocks transferred between
peers on a peer-to-peer network are complete, unharmed, and unaltered, cryptocurrency uses merkle roots.

The Merkle Tree

Blockchain data is securely and effectively encoded using a hash tree, often known as a Merkle tree. It makes it possible to quickly verify

2. Literature Survey

In paper [1]. Design of decentralized personal loaning platform based on blockchain
Challenges:

Design of Business Processes and Smart Contracts,smart contract design,

Proposal Methodologies:

. Ethereum [7] is a state machine for transactional transactions and is used as part of the block chain technology for maintaining the personal
loaning platform.

e  The web3.js API for Ethereum parses events when they occur and modifies web page layout.

e For the purpose of running Solidity contracts, the Ethereum virtual machine offers a Turing-complete scripting language. Through Metamask,
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a Chrome extension that links to the Ethereum wallet, users communicate with the Ethereum network.
e A Compilation of Contracts

This paper's personal loaning smart contract was created in the Solidity programming language, and the Ethereum virtual computer served as its operating
system. The compiler has a kernel version of 0.4.16 and is called the Browser-Solidity compiler.

e  B. Deployment under Contract
After Browser-Solidity Compilation, one can determine whether the logical functioning of this contract is incorrect and whether the smart contract is
properly created.

In paper [2]. Fuzzing Smart Contracts for Vulnerability Detection
Challenges:
e  Ethereum Smart Contract Vulnerabilities - Freezing Ether.

e  The freezing ether contract is another kind of weak contract. These contracts support delegatecall for receiving and sending ether to different
addresses.

e  Smart Contract Static Analysis
Proposed Methodologies:
o Defining Testing Oracles for Smart Contract Vulnerabilities

. Oracle GaslessSend tests that the call inside the EVM is in fact a send() call and that the send() method returns an error code of ErrOutOfGas
during execution.

e Check for Exception Disorder in Oracle
. Oracle Reentrancy Test:

e On the basis of the two suboracles, the test oracle Reentrancy is defined. ReentrancyCall, the first sub-oracle, determines if the function call
A appears more than once in the call chain that descended from call A. CallAgentWithValue is the second sub-oracle, and it verifies three
things: (1) There is a call() invocation with a value larger than 0 (the amount of Ether to transfer); (2) There is sufficient gas allowance for the
callee to execute sophisticated code (i.e., not send or receive data);

In paper [3]. Lowering Financial Inclusion Barriers with a Blockchain-Based Capital Transfer System
Challenges:

. In order to give both technical and non-technical stakeholders a better knowledge of the modelled system and domain, we use the AOM goal
model to capture the functional needs of the Everex system.

Proposed Methodologies:
. Everex capital transfer system functional goals, quality goals, stakeholders and requirements
e  The Everex system's value proposition, to offer blockchain-based microfinance services, is shown as the root of the AOM goal model . .

e  This part focuses on constructing the Everex capital transfer system's abstract business architecture from the AOM goal model and the
requirements of Section Il We implement a service-oriented architecture (SOA) strategy, consisting of clearly defined, independent
components that deliver a predetermined set of services [8][24]. The system architecture is represented using a technology-neutral UML
component-diagram [3][29]. This section continues with a top-down

In paper [4].Designing a Smart-Contract Application Layer for Transacting Decentralized Autonomous Organizations.
Challenges:
e  Significant effects of machine-readable smart contracts offered by blockchain technology.

e  Smart contracts aim to bring society [2, 29] closer to quantitative, trustless, disintermediated, decentralised, and distributed organisational
structures that can make hard and objective decision

. Describes a peer-to-peer (P2P) smart-contract cooperation approach.

e The academic smart-contract language known as eSourcing Markup Language (eSML), which we used as a proof of concept for a previous
ontology research [19], is then described

Proposed Methodologies:

e Theoretically illustrates a configuration with regard to DAO-collaborations.
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e The business network model (BNM) top-level structure of the smart contract language known as eSourcing Markup Language (eSML) [19]
serves as the blueprint for the development of an electronic community.

In paper [5]. A DApp Architecture for Personal Lending on Blockchain
Challenges:

o  A"DApp" is a piece of software that interacts with a blockchain-based Ethereum platform through transactions, user communications, store
activities, and the execution of smart contracts.

e  Afront-end and a back-end are the two major parts used to create a DApp.
Proposed Methodologies:

e  The business logic of an application is contained in the back-end of a Cartesi DApp, much like it would be for conventional systems running
on aserver. The distinction — and the rationale for employing blockchain technology in general — is that this back-end logic must be verifiable
and, therefore, trustless for decentralised apps. It is therefore carried out within the Cartesi Rollups architecture.

e  The user-facing interface of a Cartesi DApp is referred to as the front-end. It frequently offers a GUI (for example, a web application), but it
can also be only a command-line interface, like a Hardhat job using ethers.js or a command-line utility created in Python.

e  The front-typical end's duties include gathering user input and submitting it to the DApp.

3. Methodology

The borrower, the creditor, the guarantor (perhaps more than one), and the lender are the primary parties in a personal loan contract.

The credit evaluation is qualified according to the certification material information after the borrower submits data to the creditor and fills out the bool
variable type, and the borrower then registers the hash value of this step on the chain.

Only the final step completes the deal. The lender is in control of the deal. Based on the borrower's required information, the guarantor's critical knowledge,
and the interest rate, the lender can decide whether to give the money to the present contract owner, who is the borrower.
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3.1 Execution of smart contracts over the ethereum :Ethereum functions as a state machine for transactions. Each transaction results in an
update to its status.

Binary data and ether are used as the payloads in the transactions, and the consensus process at the base of the blockchain platform verifies the
transaction’s legitimacy.

There is a contract address account in addition to the external account (the personal account) on the Ethereum blockchain platform. The
bytecode executing on the Ethereum virtual machine is the smart contract’s executable code.

The solidity language, which is compiled into bytecode on the Ethereum virtual machine, serves as the smart contract's language.

A similar exception is raised when there is not enough gas and the contract code is executed, and all modification actions fail.
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Fig 3.1: contract algorithm

Protocols and user interfaces are used to carry out smart contracts. The system automatically executes the smart contract's operations, which are open,
transparent, irreversible, and tamper-proof throughout its cycle. The borrower's basic information is introduced in the function Object() { [native code] }
Loan(), together with a number of values that were specified in the prior period. SendCost() is used to deliver money to guarantors, is Guarantee
Completed() is used to determine whether the guarantor is up to par, and setCreditRate() is filled out by the credit rating agency to determine whether it
passes the credit rating. The borrowing procedure is performed using startLoan(). For repayment operations, use the function repay(). For compensation,
use the function compensatory(). To determine if the compensation is finished, use the HaveCompensatory() function.

Results and Discussion

Three components make up the personal loaning smart contract presented in this paper: contract compilation, contract deployment, and contract
verification.

Compiled Contracts

This paper's personal loaning smart contract was created in the Solidity programming language, and the Ethereum virtual computer served as its operating
system. The compiler has a kernel version of 0.4.16 and is called the Browser-Solidity compiler.

Contract Implementation

After compiling Browser-Solidity, one can check the correctness of the smart contract's coding and the logical operation of the contract before parsing
Solidity's smart contract language with web3j, translating the experiment into Java, and deploying personal loaning smart contracts on the Ethereum
private chain.If the borrower has appointed two guarantors, the subsequent action is to establish five accounts, as illustrated in Table 2. The borrower is
represented by account 1, the creditor by account 2, the guarantors by accounts 3 and 4, and the lender by account 5.

Verification of Contracts

The major task in contract verification is functional verification, which primarily entails the following elements: Verify that the credit rating party and
the sponsor (2 people) receive the bonus. Check to see if the borrower's loan balance is due. If the borrower is unable to pay back the loan, confirm that
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the guarantor's account balance was affected. Check to see if the lender's account balance has decreased and the interest has not increased. Fig. displays
the transaction data for the fourth step of contract verification.
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5. Conclusion

Millions of smart contracts have been deployed on blockchain platforms as a result of the adoption of blockchain technology and the smart contract
technique, enabling the development of decentralised applications.This essay begins by examining blockchain technology, smart contracts theoretically,
business processes, the construction of intelligent contracts, and experimental findings. Additionally, it describes a smart contract-based personal loaning
system and verifies the project's viability for implementation. However, there is still more to learn about this topic. With the advancement of blockchain
and encryption, we anticipate seeing the personal loaning contract system evolve even further.
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