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ABSTRACT 

Reverse engineering, also referred to as back engineering or backward engineering, is a process or method used to attempt to understand through deductive 

reasoning how a previously created device, process, system, or piece of software accomplishes a task with little to no understanding of how it does so. In essence, 

it is the act of examining a system's inner workings in order to copy or improve it. The information gathered through reverse engineering can assist with learning 

how something works, re-purposing obsolete objects, doing security assessments, and other tasks, depending on the system under review and the technologies 

used. 

 

Introduction  

The term "subject system" refers to the finished piece of software development. In 1990, the Institute of Electrical and Electronics Engineers (IEEE) 

defined (software) reverse engineering (SRE) as "the process of analysing a subject system to identify the system's components and their 

interrelationships and to create representations of the system in another form or at a higher level of abstraction." Reverse engineering is a process of 

investigation only; it does not involve re-engineering or restructuring, which would involve changing the software system in question. Reverse 

engineering can be carried out at any point in the product cycle, not just at the functional conclusion. 

 

Methodology of reverse engineering 

Recovering a product's design, requirements, and functionality from an analysis of its code is known as software reverse engineering. It creates a 

programme database and uses this to produce information. 

Reverse engineering is used to create the necessary documentation for a legacy system and to make maintenance tasks easier by making a system easier 

to comprehend. 

Goals for reverse engineering 

Adapt to complexity 

recuperate lost data. 

Find negative effects. 

higher abstraction synthesis. 

Encourage reuse. 
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Tools for reverse engineering 

Reverse engineering needs to be aided by automated tools because it would take a lot of time and labour to complete manually. The following are some 

tools: 

 

A graphical navigator for software and web repositories, as well as a set of tools for reverse engineering, are called CIAO and CIA. 

Rigi: A tool for understanding software visually. 

Bunch is a tool for software clustering and modularization. 

GEN++: An application generator to facilitate the creation of C++ language analysis tools. 

Software Bookshelf resources for extracting and displaying software architecture. 

Kerckhoffs's  principle 

The 19th-century cryptographer Auguste Kerckhoffs, who was born in the Netherlands, articulated what is known as the Kerckhoffs principle, also 

known as the Kerckhoffs desideratum, assumption, axiom, theory, or law. According to the principle, a cryptosystem must be secure even if all of its 

components—aside from the key—are known to the public. Contrary to security by obscurity, which is not, this idea is universally accepted by 

cryptographers. 

 

American mathematician Claude Shannon recast Kerckhoffs's principle as "the enemy knows the system," which means that "one ought to build 

systems under the assumption that the enemy would soon develop full acquaintance with them." Shannon's maxim is the name of it in that version. 

 

Six Basic Design Principles for Cryptographic Systems 

The system must be theoretically impossible to understand, at the very least. 

The system shouldn't be necessary to be hidden, and it should be able to be captured by an opponent without causing harm. 

The system's encryption key must be able to be kept and shared without the use of written notes, as well as updated or modified at the whim of the 

communication parties. 

It must be possible to use the system for telegraph communications. 

The system's tools and materials must be transportable, and neither their use nor their operation can call for a large group of individuals or group 

participation. 

It must be simple to use and not mentally taxing. 

 

The tenet of Kerckhoffs now 

The Kerckhoffs concept is used in almost all modern encryption schemes (DES, AES, etc.). These algorithms have undergone extensive research and 

are regarded as secure. The secret encryption key's security is the only factor that influences how secure the encrypted message will be (its quality). 

 

Only if such algorithms are utilised in a highly limited circle, protecting the algorithm from being leaked, can keeping them secret serve as a significant 

deterrent to cryptanalysis. Government codes are generally kept under wraps. Most recently announced commercial encryption techniques have been 

quickly cracked. 

 

Claude Shannon recast Kerckhoffs's tenet as "The opponent knows the system" (perhaps independently). It is known as Shannon's maxim in that form. 

 

Conclusion 

It can now aptly  be said that you can store your secret keys in the algorithm provided the code is inflated and obfuscated to at least 1000 times its 

original size for example if the original code is 1 megabyte the obfuscated version of the code should be 1024 megabytes or one gigabyte. 
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