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ABSTRACT

Social interactions are an integral part of human behavior. Although social interactions are likely to possess unique behavioral patterns, their
significance for automated user recognition has been noted in the scientific community only recently. This project demonstrate that it is possible to
generate a set of unique features, called social behavioral (SB) features,from the social interactions of individuals via an online social network
(OSN)

1. Introduction

As we live in the age of the web, which is heavily equipped with social media. Through the medium of social media
people interact with other people’s thoughts online by sharing their own content. This itself generates a large amount of
information from just a couple of hundred comments. a key criterion which makes social media like Facebook, Twitter,
WhatsApp, etc.

Human behavior is a great source of biometric information that can be used to establish a precise identity. Social
interaction and communication are parts of social behavior. Individuals' social connections, community, profile, pattern of
communication and interactions etc, not only contain basic information of a person but also exhibit personal characteristics,
dependencies and patterns. Person identification is a basic requirement of preventing the adverse effects of growing
security threats in both the real and cyber world.

2. Literature Survey

e The features are exploited as on-the-move biometric features to authenticate the person.

e Interesting study based on spatio-temporal activity based on person authentication has been conducted by
Tao,Kudo,Nonaka and Toyama.

e In this work authors observed that in an office environment,every person wants to go back to their desk after a
certain task. Therefore, based on the moving direction of different individuals the authors successfully
identified persons meeting even at the same position.

e In Kentros,Albayram, and Bamis utilized spatiotemporal information of mobile phone users for being
authenticated for mobile transactions.

3. System Specification

3.1 Software Requirements
1. Operating system : Windows 7/8/9.
2. Coding Language : Python.
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3. Front-End : Python.
4. Designing : DJANGO.
5. Data Base : MySQL

3.2 Hardware Requirements

1. System : Pentium IV 2.4 GHz.

2. Hard Disk : 16 GB available hard disk space (32-bit) or 20 GB (64-bit)
3. Monitor : 14’ Color Monitor.

4. Mouse : Optical Mouse.

5.RAM : 4 GB

4. System Analysis

4.1 Problem Definition

Majority of existing behaviors are based on either human-computer interactions or measuring body parts and muscle
actions.From the above discussion of existing behavioral biometrics, it is pertinent that human interactions and activities
contain unique personal characteristics which can aid person authentication in both real and cyber world. However, human
activities are not limited to walking, gaming or typing. Social interaction is an indispensable part of human behavior. Now,
in the era of social networking our everyday social interactions have been naturally extended into virtual space as well.
Nevertheless, social behaviors of individuals are not being studied from a person identification point of view.

4.2 Proposed system

We conduct our analysis usingTwitter - a popular social networking platform,which enables users to interact virtually
with their acquaintances by posting real time micro blogs called Tweets. Human social interactions are of interest for
researchers from domains as diverse as social science,psychology,neuroscience,organizational behavior and marketing.
It is possible to observe repetitive patterns in a user's social interactions via online context since they are driven by
repeatable human behaviors and habits. Furthermore, the analysis of social data may reveal valuable information such as
personal interest, preferences,communication patterns, spatio-temporal information etc.

4.3 Objectives of proposed system

The goal of this project is to introduce human social behavior as a hovel behavioral biometric trait called Social Behavioral
Biometrics (SBB).

Make it possible to recognize a person from their social interactions in a given social context.

To identify a set of social behavioural biometric features that represents distinctive personal characteristics

evaluation of three biometric properties of the proposedSB features is supported by extensive.

5. Advantages

e Social data can be acquired and processed without notifying the user.

o SBB features obtained from social networks contain important information about the user.

¢ In SBB authentication is done continuously. If the trust level of the user drops significantly,the system can
take necessary actions.

e Social behavioral biometrics are a great source of soft biometrics,which can be used to enhance the accuracy
and reliability of a person authentication system.

e Accumulation of social data is easy and can be acquired without employing any extra devices.
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6. Applications

e The proposed SB features are more suitable for identity verification (1:1) or closed-set identification in its
present form.

e They can be useful for user identification from a large population in a multimodal scenario. for example,a
small suspect list can be identified by a stronger biometric such as face, then SB biometric information can
be used to identify the user from the small set of candidates.

e Other potential security applications of the proposed SB biometric include author recognition,access
control in cyberspace, anomaly detection, situation awareness,and forensic.

7. Implementation

Implementation includes all those activities that take place to convert from the old system to the new system. The new
system may be totally new, replacing an existing manual on an automated system. It may be a major modification to an
existing system. In either case, proper implementation is essential to provide a liable system to meet the organizational
requirements.

The implementation requires the following tasks:
Careful planning.

e Investigation of the system and constraints.

e Design of methods to achieve the changeover
e Evaluation of changeover method

8. Conclusion

This project introduces a novel type of biometric, social behavioral biometrics based on online or offline social
communications in virtual or real worlds which supports a very high potential of the proposed research direction not only
for security applications, but also for studying social interactions,communications and learning patterns with the goal of
discovering new knowledge.
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