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ABSTRACT

Text passwords and personal identification numbers (PINS) are a great way to verify authenticity, as they are
simple and can be used in programs that include social terminals, the web, and mobile devices. suggest
graphical word processing programs based on input such as selecting image components. These programs
have been shown to improve memory without sacrificing installation time or error rates while also maintaining
high resistance to high power and predictor attacks However, click-through passwords reveal their own
problems. Another issue is their involvement in clever guesses and shoulder attacks. Such attacks are effective
because the parts of the image that users choose as password items are both easy for the attacker to view by
taking a shoulder shot or setting the camera to record input and also predictable - users tend to choose the
most aggressive places like eyes and face. This problem is a big problem as the graphical content of the
graphical password system is often stored on authentication servers and easily presented to attackers in
response to easily accessible identity information. To address this issue, we are introducing a new point-to-
point click-through program, PassBYOP-Submit your image, which increases resistance to view attacks by
combining a user's password on an image or physical object.

1. Introduction

passwords suffer from limitations in terms of memorability and security—passwords that are difficult to guess
are also hard to remember In order to mitigate these problems, researchers have proposed graphical password
schemes that rely on input such as selecting portions of an image. These systems have been shown to improve
memorability without sacrificing input time or error rates while also maintaining a high resistance to brute force
and guessing attacks However, graphical passwords present their own problems. One issue is their susceptibility
to intelligent guessing and shoulder-surfing attacks. Such attacks are effective because the sections of images
that users select as password items are both easy for an attacker to observe by snooping over shoulders or
setting up a camera to record input and also relatively predictable—users tend to choose hotspots such as the
eyes in a facial portrait. This issue is particularly problematic as the image contents for graphical password
systems are typically stored on authentication servers and readily presented to attackers in response to input of
easily accessible user identity information. To address this issue, we present a new point-click graphical
password system, PassBYOP—Bring Your Own Picture, that increases resistance to observation attack by
coupling the user’s password to an image or object physically possessed.

2. Literaturesurvey
e Shraddha D. Ghogare, Swati P. Jadhav, Ankita R. Chadha, Hima C. Patil, “Location Based
Authentication: A New Approach towards Providing Security”, International Journal of Scientific and
Research Publications, Volume 2, Issue 4, April 2012
e M. Bishop, S.S. Venkatramanayya, “Introduction to Computer Security”, Pearson Education, 2009
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3. SystemSpecification

3.1 SystemRequirements
Entire work will be executed in Eclipse IDE which provides environtment to run Java Applications using
Tomcat which is a web server to provide an environment to run an applicationand MySQL for Database.

Eclipse
Tomcat
MySQL
JDK
JSP

4.  ProblemDefinition

graphical passwords present their own problems. One issue is their susceptibility to intelligent guessing and
shoulder-surfing attacks. Such attacks are effective because the sections of images that users select as password
items are both easy for an attacker to observe by snooping over shoulders or setting up a camera to record input
and also relatively predictable—users tend to choose hotspots such as the eyes in a facial portrait. This issue is
particularly problematic as the image contents for graphical password systems are typically stored on
authentication servers and readily presented to attackers in response to input of easily accessible user identity
information

5. SystemDesign
Design for Web Apps encompasses technical and non-technical activities. The look and feel of content is
developed as part of graphic design; the aesthetic layout of the user interface is created as part of interface design;
and the technical structure of the WebApp is modeled as part of architectural and navigational design.

6.Scope Of TheProject

The purpose of this project We present a new point-click graphical password system, PassBYOP—
Bring Your Own Picture, that increases resistance to observation attack by coupling the user’spassword
to an image or object physically possessed. this paper proposed improving the security of graphical
password systems by integrating live video of a physical token that a user carries with them. It first
demonstrates the feasibility of the concept by building and testing a fully functional prototype. It then
illustrates that user performance is equivalent to that attained in standard graphical password systems
through a usability study assessing task time, error rate, and subjective workload.
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8. Methodology

e  User Registration

e Upload Image
e Hash Code Generation and GLCM Process
e User Login Process

e Admin

9. Expectedoutcome

PassBY(O ERBEingRTourOwnyPictureff ordSecuking|
(GraphicalPPassword's

Admin Login Form

Remember me

[PassBY(@P-EBLingRtourdOwnyPictunelfordS ecuring|
[Graphical§Passwords]

User Login Form
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Register Form

Upload Your Own Image To For The Password Setting
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