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ABSTRACT

5G will deliver ubiquitous internet services, enabling huge 10T connectivity, and delight users and gadgets with high mobility in an ultra-reliable and cost-
effective manner. The shift to IP-based communication in 4G has already aided the development of new business opportunities; however, 5G is viewed as a new
ecosystem that connects practically all parts of society to the network, including vehicles, household appliances, health care, industry, businesses, and so
on.However, this evolution will offer a new set of risks and security weaknesses, posing a significant threat to both current and future networks. 5G will connect
vital electricity infrastructures to the network, for example, and security breaches in such critical infrastructures might have disastrous consequences for both the
infrastructures and the society that 5G serves. As a result, security of 5G and systems connected via 5G must be considered from the beginning of the design
process. The design concepts of 5G are briefly discussed here in order to elaborate on the security issues of 5G.
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1.OVERVIEW OF 5G SECURITY ARCHITECTURE

A security architecture, according to the ITU-T, logically divides security aspects into independent architectural components. This provides for a more
methodical approach to end-to-end security of new services, making it easier to plan new security solutions and analyze the security of current
networks. The recent 3GPP technical specification release established the 5G security architecture, which includes multiple domains. The security
architecture, with the exception of domain (VI1), is depicted in Figure 1 and consists of the following primary domains.
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Fig.1 Overview of the system architecture

NAS (I) Network Access Security:The set of security capabilities that allow a UE to authenticate and access network services in a secure manner. The
security of 3GPP and non-3GPP access technologies, as well as the transmission of security context from the SN to the UE, are all covered under access
security.

NDS (11) Network domain security: A set of security features that allow network nodes to communicate signals and user plane data in a secure
manner.

UDS (I11) User domain security: Security characteristics that allow for secure user access to UE.
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ADS (1V) Application domain security: Includes security elements that allow programs to securely exchange messages (both user and provider do
mains).

(SBA) domain security (V): Service Based ArchitectureSecurity features for network element registration, authorization, discovery as well as security
for service-based interfaces, are included in this package.

Visibility and configurability of security (V1): Includes security features that let users know whether or not security features are active. The 5G security
architecture does not specify specific security threats or remedies to such vulnerabilities. However, there are specific established security solutions that
are either derived from earlier generations with advancements or are newly defined in the context of 5G. The LTE security principles are just beginning
points, but they should be considered benchmarks for future wireless network security. In any event, according to Nokia, the high-level vision of 5G
security is based on | Supreme built-in security, ii) Flexible security mechanisms, and iii) Automation. In the next part, we briefly outline how
authentication is carried out in 5G as the foundation of security and in relation to the domains of security identified by 3GPP.

2. SECURITY RECOMMENDATIONS BY ITU-T

The Telecommunication Standardization Sector (ITU-T) security recommendations from the International Telecommunication Union (ITU) propose a
set of security aspects to guard against all main security risks. The eight security dimensions don't just apply to networks; they also apply to apps and
end-user data. The security dimensions also apply to businesses that provide services or service providers. Table | lists these security dimensions along
with brief definitions.

Table 1 Lists These Security Dimensions Along With Brief Definitions.

Security Dimension Brief Explanation

Access Control Protects network resources against unwanted use. It also assures that
network elements, services, stored data, and information flows are
only accessible by authorized people or devices.

Authentication. Confirms communicating entities' identities, assures the validity of
their reported identities, and protects against masquerade and replay
attacks.

Non Repudiation Provides a mechanism of linking actions with entities or users on the

network, as well as determining whether the entity has committed or
not committed an action.

Data Confidentiality Protects data from unlawful disclosure and assures that unauthorized
entities cannot understand the data's content.

Communication security Ensures that data is only sent between approved end points and is not
intercepted or redirected in transit.

Data Integrity Ensures that data is valid or accurate, as well as that it is safe from

unauthorized creation, modification, deletion, or duplication. It also
alerts you to any unlawful data-related actions.

Availability Ensures that allowed access to network resources, stored
information, and its flow, services, and applications is not denied.

Privacy Provides protection for information acquired from network activity
surveillance.

The following is an explanation of how 5G addresses the security dimensions. The ITU-Study T's Group 17 (SG17) is in charge of security-related
activities and recommendations. The International Telecommunications Union (ITU-T) has been working on security guidelines for a number of
telecommunications and internet technologies, including the Next Generation Network (NGN), the Internet of Things (10T), and cloud computing,
among others.

In the case of 5G networks, for example, ITU-T makes two types of recommendations in terms of network authentication with services. It contains
Push mode, in which the network access control device understands the application layer protocol and so shares important authentication capabilities
with the service platform directly. The other is Pull mode, in which the access control device does not comprehend the application layer protocol and
the service platform must rely on the 5G network for authentication results. The ITU-T SG20 is responsible for developing standards and
recommendations for Internet of Things (10T) technology, smart cities, and communities.

ITU-T Y. 4806, published recently, contains recommendations for the safe implementation of various 10T -based infrastructures, including smart
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transportation and cities, industrial automation, and wearable’s, among others. The main goal is to identify potential vulnerabilities to the security of
loT-enabled infrastructure and make appropriate suggestions for dealing with such attacks. ITU-T X.1361 is a suggestion for 10T security architecture,
while ITU-T X.1362 is a technique for 10T encryption using linked mask data (EAMD). In addition, the ITU-T is working on a draught of security
standards and recommendations for narrow band 10T.

In addition, ITU-T SG17 is active in the development of security standards for associated enabling technologies. Data Confidentiality, Data Integrity,
Access Control, Authentication, Non-Repudiation, Communication Security, Availability, and Privacy are only a few of the significant
recommendations from the ITU-T in the SDN security sector. In addition to SDN security, the same ITU-T committee has proposed NFV security
recommendations. The security architecture for end-to-end networks is presented in ITU x.805, which is built on security layers and planes.

These two notions are at the heart of the majority of security requirements and recommendations. The security considerations for cloud computing
systems are discussed in ITU-T X.1600-1699. ITU-T X.1601 is one of them, and it deals with the security architecture for clouds, as well as potential
attacks and solutions. In addition, the ITU-T proposed security rules for consumers and cloud service providers.

3. SECURITY IN MASSIVE MIMO

Massive MIMO Security Challenges: Massive MIMO is one of the most promising and disruptive technologies for 5G. Massive MIMO's main concept
is to provide the base station with a large number of antenna components capable of serving a large number of user terminals on the same frequency
band. The huge number of antenna elements can be employed in a variety of ways to boost data speeds, dependability, coverage, and energy efficiency.
Furthermore, random matrix theory shows that when the number of antennas approaches infinity, the effect of small-scale fading and uncorrelated noise
fades.

To gain the benefits of massive MIMO, the base station must estimate the Channel State Information (CSI) either through feedback or channel
reciprocity techniques. Because of the restrictions of coherence time, the use of non-orthogonal pilot techniques for multi-cell Time Division Duplex
(TDD) networks introduces the idea of pilot contamination. On large MIMO, the impact of pilot contamination is substantially greater. One of the key
performance limiting factors of a huge MIMO system is pilot contamination. The security issues of massive MIMO are described, including passive
eavesdropping and aggressive eavesdropping.

The adversary tries to intercept the sent signals through passive eavesdropping. The passive eavesdropper makes no signal of its own. The attacker
additionally emits signals to impair the legitimate user's communication during active eavesdropping. A jammer attack is defined as an active attack
with the sole purpose of disrupting lawful transmission. The use of pilot contamination is another intelligent kind of active attack. The technique is
known as pilot spoofing, and it involves the attacker impersonating a valid user.The CSI is typically employed at the base station to precode the
transmission so that a composite beam made up of signals transmitted by various antennas can be focused on a specific user.

The CSl is calculated via a channel estimation procedure that is usually based on pilot signals given by authentic users. [184] describes a pilot spoofing
strategy that takes use of the pilot contamination. To confuse the base station, the eavesdropper sends the same pilot signals. As a result, the base station
constructs the precoder erroneously, which helps the eavesdropper's reception. Because the pilot training process is fixed and repeated over time, an
attacker can access it.The estimated channel between the base station and the legal user becomes erroneous as a result of this attack, and it aids the
attacker in detecting the transmitted signals from the base station.

The crucial assumption is that the attacker's and legal user's transmissions are synced. The identification and countermeasures of a pilot spoofing assault
are also described. The solutions are discussed in the following section. For a big MIMO receiver, jamming assaults are more difficult to deal with than
spoofing attempts, according to the experts. Unlike a spoofing attack, the attacker wants to cause as much jamming as possible. Jamming attacks are
usually countered by creating receivers that treat jamming signals as additive noise.

However, because the legitimate channel and the jamming channel are correlated, the jamming is not noise-like for huge MIMO. Massive MIMO
systems are naturally resistant to passive eavesdropping attempts due to the idea of beam-forming, in which multiple antennas serve a single user. The
eavesdropper, on the other hand, can use the strong channel correlation in the vicinity of the user or the weakness of channel estimation to perform
countermeasures. The potential of passive eavesdropping and aggressive attacks on huge MIMO is discussed, as well as possible detection
approaches.The channel estimate technique in MIMO has been proved to be one of the easy targets for security assaults. Jamming attacks can also be
carried via using incorrect channel status information, as shown.

4. SECURITY SOLUTIONS FOR MASSIVE MIMO:

To reap the full benefits of MIMO, the system must be protected from serious security threats &presents two different strategies for detecting an active
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eavesdropper. To detect active eavesdroppers, one way is to use controlled randomization by transmitting random pilots. The legal user sends a series
of random symbols using random phase-shift keying, which the base station uses to detect the eavesdropper. The disadvantage of this strategy is that it
necessitates the transmission of additional random sequences.In the second method, the beam-former is built in such a way that the authorized user's
received sample equals a predetermined value. The legitimate user will notice a substantially lower value in the case of an active eavesdropper.

Active eavesdropping can be detected via a network of cooperating base stations. Different base stations can exchange information in such instances,
allowing for a combined estimation of the extent of valid user-induced pilot contamination. Active eavesdropping assaults can also be detected using
machine learning approaches. Because the huge MIMO base station can serve a high number of users at once, securing a message from all users other
than the intended one is required. The base station's precoder algorithm must be constructed in such a way that this goal is met.It's also worth
contemplating the prospect of an eavesdropper intercepting the data via huge antenna arrays.

To guard against such a circumstance, a physical layer security approach called original symbol phase rotated secure transmission scheme is developed.
The main idea behind this phase is to confuse the eavesdropper by randomly rotating the phase of the original signal. Legitimate users, on the other
hand, can correctly infer phase rotation and perform the necessary inverse operations to recover the original message. To fight jamming assaults on
huge MIMO up-link, a jamming resistant receiver is presented. To estimate the jamming channels, the authors used the unused pilot sequences.To fight
jamming signals, receive filters are created based on both legitimate user channels and the jamming channel.

Traditional Minimum Mean-Square Error (MMSE) and Zero Forcing (ZF) filters are used to create the filters. To detect a jamming attack, the authors
utilize a generalized likelihood ratio test. The detector's performance improves as the number of BS antennas increases. A pilot re-transmission anti-
jamming approach is proposed. For both random and deterministic jamming attacks, the authors offered counter-attack tactics. A two-way training-
based approach is proposed to combat the pilot spoofing attack.The authors suggested a technique in which the base station receiver has both uplink
and downlink channel estimations, which may be used to detect the difference between two estimation results.

The detection result, together with down-link channel estimates, will be relayed back to the transmitter. The proposed system has a high likelihood of
detection and a high rate of positive secrecy. In an improved technique for combating spoofing assaults is given, which is based on a recent approach of
superimposing a random sequence on the legitimate receiver's training sequence. The authors investigate two scenarios: one in which the spoofer only
sends pilot signals, and another in which the spoofer sends both pilots and random sequences. The proposed approach is based on source enumeration
using random matrix theory. A data-assisted secure massive MIMO transmission with an active antenna was demonstrated with presented
eavesdropper.

The authors demonstrate analytically that lowering the genuine user's signal power is an effective way to resist a strong active eavesdropper. The
authors proposed a data-assisted secure down-link transmission system with a secrecy sum-rate precoding that could be achieved. It is examined in a
linear precoder for a huge MIMO eavesdropper's wiretap channel with finite alphabet input. The secrecy rate for the Gaussian Singular Value
Decomposition (GSVD) design is given an upper bound, revealing that GSVD has a considerable performance penalty. The authors devised and
investigated Per-Group GSVD (PG-GSVD), a technique that removes GSVD's performance loss.

When the number of transmit antennas approaches infinity, the authors calculated a possible secrecy rate analytically. On the transmitter side, the
derivation additionally assumes matched filter precoding and artificial noise production. The authors demonstrated that when the eavesdropper's and
users' transmit correlation matrices are orthogonal, the active eavesdropper's influence is fully negated. Furthermore, for a single antenna active
eavesdropper, the authors developed a closed-form solution for optimal power allocation for secure communication.

5. CONCLUSION

Wireless communication networks have progressed from connecting simple mobile phones in the 1G era to connecting nearly all elements of life in the
5G era. The security landscape has also developed throughout this time, from basic phone tapping to a variety of attacks against mobile devices,
network equipment, and services. 5G will leverage new technologies such as enhanced cloud computing ideas (e.g. MEC), SDN, NFV, and massive
MIMO to integrate new things (I0T) and services into the network. These technologies come with their own set of security issues, which can make the
network security picture even more complicated.As a result, the security problems that exist in various areas of the network, such as the access network,
core network, and inside the technologies that will be employed in 5G networks, have been examined in this study. The proliferation of various devices,
services, and new networking technologies has increased the security threat landscape, necessitating the development of new security solutions for
efficient and safe communication. As a result, we've thoroughly explored the security concerns in many elements and technologies of 5G networks, as
well as described possible security concepts, approaches, and recommendations to address the issues.Because user privacy and information is
increasingly falling into the hands of infrastructure owners and operators, such as in cloud storage systems, privacy has gotten a lot of study interest. As
a result, we also explore the flaws in wireless network privacy and viable solutions for guaranteeing user and data privacy.
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